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A Neural Network Based System for
Classification of Attacks in IP Telephony

M. Voznak, J. Safarik and J. Slachta

The paper deals with classification of attacks in IP
Abstract—This article deals with an application of artificial telephony [3] and therefore data focusing on SIP protocol were
intelligence on classification of attacks in IP telephony. The proposegquired from honeypots.

solution is based on the multilayer perceptron neural network. The S|P (Session Initiation Protocol) is an open-source
Current used solution of_cIaSS|f|(;at|0n is typlcally based on Stat'St'(f@Lotocol which enables to establish, modify or terminate a
methods such as Hellinger-Distance, Holt-Winters or Brutlag

algorithm. The proposed solution MLP NN in the paper is used adJ§neral session [4], [S] and it is deployed for different kind of
classifier of attacks in a distributed monitoring network ofpplications [6]. The IP telephony infrastructure based on SIP
independent honeypot probes. The vulnerability of SIP elementsig very fragile to different types of attacks because of its
DoS attacks was examined in real infrastructure and evaluated thjiilarity with HTTP and SMTP protocols. This can lead to
impact on a SIP server. We prepared a set of honeypots monitoriggs of money, trust and other unpleasant consequences [7].

various aspects of nowadays VolP infrastructure which bring .. .. _.: . . . h
valuable data about hacker's activity with no threat to the runnin This situation could be solved partially with strict security

system. Grouping single honeypots in one cloud solution enablesr?ﬂes’ encryption and properly set VoIP servers. Even then is
gather more data on hacker activities and to provide results wiit attacker able to corrupt whole IP telephony network and
higher information value. Data about attacks on these honeypots gtele sensitive information, eavesdrop calls, stole caller
collected on a centralized server and then classified in the neugéntities or deny the service (DoS attack) [8].

network. The paper describes inner structure of used neural ”etworl?\/lonitoring of VoIP infrastructure, IDS/IPS (Intrusion

and also information about implementation of this network. Th tection/Prevention Systems) or honeypots application can
trained neural network is capable to classify the most common us § y yp PP

VolP attacks. With the proposed approach is possible to det&l§tect these attacks and malicious activity in the network.
malicious behavior in a different part of networks, which are logicallpome of these mechanisms can disrupt or mitigate certain
or geographically divided and use the information from one netwotipes of attacks, but there is still much of remaining attacks,
to harden security in other networks. which can impact VolP servers.
The information about SIP attacks from a honeypot
Keywords—attack classification, multilayer perceptron ”et""orkvapplication brings valuable source of network attacks.
neural network, SIP attacks. However analysis of data from these honeypots, especially in
large or divergent network, cause unwanted overhead for
network administrators.
HE main purpose of a honeypot is to simulate the real With an automatic classification system is possible to
system and interact with anyone in the same way as thetomatically detect attacks on IP telephony from various set
production system would. It watches the behaviour of anyowé honeypots and harden existing security mechanism. This
who interacts with it [1] and the information about attackhoneypot concept is closely described in the section IV.
from a honeypot can be used for next processing [2]. The paper is organized as follows. Section Il presents
results of experiments which we carried out on real SIP server
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II. IMPACT OFATTACKS ONSIP SERVER server with the same rate (250 messages per second). For

We created a testing topology to measure DoS effectivenddgtance register flood attack is run by following syntax:
and for further testing. It consists of SIP proxy server, hacker’'s

PC and some endpoint devices. SIP proxy runs the AsterfdRP ~Sn uac 192.168.0.10:5060 —sf reg_notag.xml -m 100000
application, and the operation system implemented is Linux. " 250 -s 1003

A. Attacks on server CPU using sipp Clearly, the most effective SIP messages to attack a SIP
The Sipp programme is primarily used to simulate calls arggrver are REGISTER and OPTIONS. In the first case, the
to carry out SIP proxy stress tests, the original source codeesidpoint could not register or make calls, though running calls
SIPp was written by Richard Gayraud and modified by Oliviewas not affected (the RTP stream only between endpoints).
Jacques, but thanks to its rapidly growing popularity, it quickl$ipp attacking scenario is shown below.
became a community tool and many authors joined its
development [10]. The application is an open source traffic <?xml version="1.0" encoding="UTF—8"?>
generator that was designed specifically for testing purposes<scenario name="SIP DOS REGISTER">
Sipp is capable of simulation of both UAC and UAS and can <send>
also generate both signaling and media traffic. <![CDATA[
During the development, the CLI was additionally extended REGISTER sip:[service] @192.168.0.10:5060 SIP/2.0
by usage of XML files specifying the SIP communication Via: SIP/2.0/[transport] [local_ip]:[local_port]
scenarios and these scenarios were extended by the possibility From: <sip:[service]@[local_ip]:[local_port]>
of insertion of data from external CSV files. Another big To: <sip:[service]@[remote_ip]:[remote_port]>
advantage of SIPp is that it was (and still is) open source, Call—ID: [call_id]
written in C++. Therefore every user can easily implement any ~ Cseq: 1 REGISTER
functionality according to his needs. Many patches for SIPp  Contact: sip: [service]@][local_ip]:[local_port]
were created, extending its functionality in many ways. Max—Forwards: 70
Thankfully, the maintainers of SIPp did not allow the tool to Subject: Performance Test
become a multi-branched unmanageable monster and restricted Content—Type: application/sdp
the way the patches were being adopted by the stable version Content—Length: O
of SIPp. The patches that did not make it to the stable version ][>
were made accessible in the project webpage for anyone to use</send>
or improve. </scenario>
Sipp, with a simple upgrade of the call scenarios, can carry
out malicious calls on SIP proxy. These calls are intended toFig- 2 Example of xml attack scenario
overload server's CPU. Figure 1 shows the impact of these
attacks on the server. The attack scenario applied was the sanf@aradoxically was the scenario in Figure 2 one of the most
for each attack. Sending malicious packets started in 10 s &ftgctive register attack scenario. It's because of his simplicity.
continued for 60 s. Another 30 s shows the time for which thW&hen SIP  proxy doesnt have enough information in
server is still inhibited by the attack. REGISTER message, it tries to find or guess missing data.
SIP messages nflence on CPU lead This behavior leads to a further increase in computational
load.
OPTIONS flood caused merely a delay in request
4 processing, yet the situation deteriorated as the attack
continued. In the end, not a single endpoint was able to
register or make calls. The relatively long time necessary for
the server to recover (in both cases) was rather surprising.
q The delay in connection was evident in the attack
performed by means of INVITE messages. Some calls failed
to be connected at all. The attack was performed by a non—
existing source user.
] Attacks performed by means of BYE, CANCEL and ACK
Y messages returned almost the same results, therefore Fig. 1
LTy illustrates only the attack by means of the BYE message.
g " = = O ety & 0 & ®  During the attack, no call or registration was affected. BYE
and CANCEL were not sent to end a particular call.
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Fig. 1 The impact of different attacks on a server’'s CPU load
A. Security precautions

nS_)ecurity precautions against all these attacks include Snort
ufes tracking the number of messages sent to the SIP server
from a particular source address. The blocking rules were

To enable the comparison of the efficiency of individual
malicious SIP messages, the messages had been sent to ther
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similar in most cases, like this Snort rule for blocking The performed tests clearly indicate that SIP proxy is rather

unwanted register flood. vulnerable to DoS attacks as is listed in Tab 1. As the server
runs on a limited physical machine, only very basic protection
alert udp $SEXTERNAL_NET any -> mechanisms against certain DoS attacks can be implemented.
$SIP_PROXY $SIP_PORT (msg:"SIP The most used precaution system based on linux and called
DoS attempt(registerflood)”; content:"REGISTER sip"; as SSI consists of the following applications: Snort, SnortSam
detection_filter:track by_src, count 50, seconds 5; and Iptables [10]. The tests proved that the analysis of the
classtype:misc-attack; sid:1000001; rev:1; fwsam:src, server’'s traffic does not significantly affect server's
10min;) performance.
The most dangerous attacks include flooding with
Fig. 3 The example of Snort rule. REGISTER, INVITE and OPTIONS messages. No effective

o protection to be applied directly on the server exists against
Where the limit for messages was exceeded, the blockiggrtain attacks. In this case, a more secure network topology is
rule was activated on the firewall by snortsam server. the only solution depicted in Fig. 5.

The time of blocking malicious traffic was set to 10
minutes. After this interval is the blocked IP allowed to
communicate with server. Snortsam automatically extend the
time of blocking, when the attack is still detected. Whole NS#’VIS';K
solution than really effective against actual attacks and can
simply converge to non-blocking state without human
intervention when the attack ends.

The CPU load with the activated IPS (Intrusion Protection
System) was about 9% during all these attacks as is depicted in
Fig. 4 in case of the most efficient attack (REGISTER flood,
see Fig. 1).
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Fig. 5 The proposal of a safer topology.

_ . . The main change in this topology is the inclusion of a
o . ‘ . ‘ . ‘ . ‘ D demilitarized zone (DMZ). It is located between two firewalls

. . Time [ . . i (inner and outer). The purpose of this zone is to separate the
Fig. 4 The impact of an attack with IPS and without thgafe inner part from the rather dangerous outer part of the
protection. network. Both firewalls run SnortSam agents so rules can be

. dynamically applied on both machines.
TABLE 1:IMPACT OF ATTACKS ON THE SERVER

Communication The inner firewall (marked as Firewall 2) serves to protect
VolP server : the SIP server against the attacks from inside of the network
Attacktype | p); " Threat with VoIP . g .
Impac server All traffic to the SIP server has to pass through at least one
High CPU firewall. The safe inner network should be implemented as a
REGISTER . . . o
flood usage at a small Very high | Impossible matter of course. The potential attack from inside of the
rates network would affect many users.
INVITE CPU load based . " ~ Using encryption, VoIP VLANs and methods such as ARP
flood on rates Hig Impossible inspection and DHCP snooping should provide an adequate
ACKEBYE response to possible security breaches. The implementation of
y ’ Very limited, a QoS mechanism should further reinforce the protection. A
CANCEL Low CPU load Low .
flood delayed honeypot located in the DMZ collects data on SIP events for
Gradually further classification.
OPTIONS . . .
increasing CPU | Very low Impossible
flood load
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IIl. CLASSIFICATION OFATTACKS AND RELATED WORKS Where ¥, is predicted value of variable in moment t aydis

Detection of SIP infrastructure attack is solved With,aaqred value of variable in moment t ahds time series

different ways in a range of studlgs and papers.'Some methggﬁod. Then ais data smoothing factor, Bis trend
rely on IDS system as Snort and its features or implement new

features for better attack detection [11]. Other ways u§&hoothing factor andyis the seasonal smoothing factor,
statistical methods to analyze attributes of the SIP traffic [1&]nally Mis the scaling factor for Brutlags confidence bands.
There are methods for attack recognition based on Hellinger-This paper proposes a SIP attack classification with MLP
Distance [13], forecast methods like Holt-Winters [14] andmultilayer perceptron) neural network from honeypot
Brutlag's algorithm [15] or variety of SIP traffic anomalyapplication Dionaea, the algorithm is described in chapter V.
detections.
Hellinger-Distance is used to quantify the similarity between IV. HONEYPOTNETWORK CONCEPT

two p“.’b"?‘b"“Y (jistribuyions @, where_ P _is the distributior_l O_f The classification engine based on MLP network is only a
data within training period and q the distribution of data W'th'Bart of IP telephony infrastructure protection. A single

short period [13]. honeypot application brings valuable information, with a
Lo , combination of honeypots running in different networks at
2 — _ different locations should provide even more detailed data.
H*(P.Q _Eg(ﬁ \/a) @ Exceeding number of running honeypots causes higher
h requirements for their management and support. The proposed
design of a distributed honeypot network, shown at Fig. 6,
Yolves this problem with a centralized server for data
dfg\thering, analysis and honeypot monitoring.

Holt-Winters model is used for detection of anomaly usin
predictive approach, see relations (2) — (5), this model
called also as the triple exponential smoothing model and it
a well-known adaptive model used to modeling time serie~

characterized by trend and seasonality [14]. Honeypot
ﬁ Server
Yo = L[—l + Ft)—l + S—T (2) Datssre™_
where L is a level component given by : Sener I :
_ :,'"‘ ‘_:: ------- _ﬁ
Lt = O’( ¥ - S—T ) + (1— O’)( L[—l + F%—1) 3) SSHMW‘ ':_{ % \\\
P is trend component given by : __:"' ﬁ] -
Honeypot imane Iii H;:t‘e"yg:(t —Gi
Pt=A(L - L)+ - AR, @ o
EL?:D Qlem 5 .
And S is seasonal component given by : g %?%unems\%.% e \gi
NG 2 S
St=p(y L)+ L-1S+ ® SN

Holt-Winters method was used to detect networkfitra
anomalies by Brutlag in [15]. In his concept of confidence
bands, pafam‘ﬂer9;’maxt and ymint were introduced and is  The main part of distributed network concept is honeypot
possible to measure deviation for each time point in tHe&age, which contains already prepared and preconfigured

Fig. 6 Honeypot network concept

seasonal cycle (6). honeypot application, operation system and other software
needed. This single node communicates with a centralized
~ = — server via secured channel and periodically sends information
Maxt - l‘—l+ El+ $ T+m* dt—T P y
(6) about detected attacks to server.
Yin, = kot Pit S-T-m*d_; Data gathered through data pump are converted into

serialized objects. These objects are periodically sent to server
for further operations and analysis. The honeypot client
includes so-called dead man switch mechanism. With this
_ o _ functionality is possible to monitor honeypot status easily and
q =yl ¥=¥% |+@ y)dt-T @) there is no necessity of developing a specialized monitoring
application. Clients send a simple UDP packet to server each 5

Where d is predicted deviation given by (7):
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minutes, the dispatched information are checked on server byeach neuron in the input layer has a value based on input
timers which are individually configurable for each image. parameters. This layer has the same number of neurons as

The server identifies a non-active honeypot after thredbere are parameters in the input set. After the input layer
undelivered messages and creates a system warning whichastinues two hidden layers and output layer. The output layer
reported in standard log file and eventually an administratortigs the same number of neurons as the number of attack
notified by e-mail as well. classes, so each neuron is then a single class of learned attack.

Neural network algorithm described in this paper is used in Number of neurons inside hidden layers depends on neural
honeypot network hierarchy as a module on the centralizadtwork configuration and are typically higher than the number
server for classification of SIP based attacks. of neurons in input or output layers.

More information about distributed honeypot network
covers previous paper [16].

A. Perceptron

V. MLP NEURAL NETWORK The perceptron is a more general computational model than

Neural networks try to model information proCessimj\/IcCulloch-Pitts units. The main innovation is in including
capabilities of the nervous system of mammals. This nervofigmerical ~weights ~for —connections and a special
system is composed of millions of interconnected cells in iBte€rconnection pattern. The activation function for neuron —
complex arrangement. The artificial neural network tries t9/g9moid impacts the final potential of a neuron. This result
model this design and it is also deployed for differerffotential is then transmitted through connections to neurons in
prediction purposes in telecommunication systems [22]. Tﬁl@e_ next layer while afflicted by each connection weight. These
function of a single neuron is well known and serves asWeights serve as a memory for neural network. Inputs for the
model for an artificial one. activation function are real inputg, ..., % from the

Even that we do not complete understand the complexWeViOUS layer, with the associated connection weights
and massive hierarchical networking of the brain, with it§/2---» W _
incredible processing rate, artificial neural network handle The output of a neuron is betweerand1, where0 means
complex problems by using different topologies. Manwhlbltlon and1 excitation. The final value on the output of
versions of these topologies are known today, each of them Rg§ron ¥) depends on its activation function. As was
its pros and cons. mentioned before, this function is a real sigmoid function (8)

The feed-forward MLP neural network was used for Vol@nd (9).
attack classifications. It consists of several layers, each

containing the specific number of neurons called perceptron. S : U - (0,1) (8)
These perceptrons in one layer are interconnected to each 1
other in the following layer (this connection could be also y = %( 2= — 9)
called a synapse) [17]. l+e

The Fig. 7 shows the inner structure of used MLP network.
The MLP network solution used for classification has two The relation (10) shows parametemwhich is the sum of the
hidden layers, with one input and one output layer. output from previous layer neurom and multiplies by
corresponding connection weigiwt Parametec represents a
skewness of the sigmoid function (typically itli<0). Higher
values of parameterbring the skewness of a sigmoid function
closer to the step function [18], [19].
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B. Backpropagation Algorithm

As was mentioned before, the memory of neural network is
saved in connection weights. The neural network learning
mechanism — backpropagation is used to acquire these values.
While classifying, the neural network is feed-forward mode
and information is transferred from the input layer to the
output layer. Backpropagation works as a reverse mechanism
to feed-forward, with the specific set of data called training
output set. Training set has same the format as attack inputs for neural
layer networks but contains also the final result of classification (or
the class of the specific attack).

input
layer

hidden layers

Fig. 7 MLP neural network topology
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The core of a backpropagation algorithm and the neuréérations. These tests proved different mean times of learning
network learning is a process of weight adaptation. It is dof@r different inner structures, see Fig. 9 (timesXXYY — XX
on the training set of inputs with known outputs. The solutiomeans number of neurons in first hidden layer, YY — number
of learning problem is a combination of weights with the®f neurons in second hidden layer). The impact of the structure

minimal error function. is evident only for backpropagation learning time.
n Means and 95,0 Percent LSD Intervals
a_J' - Z@yk (1_ yk)C\Njk (11) Mean time [s]
k=1
40

The equation (11) shows computation the o
backpropagation erro) for connection weight in one layer 3
(indexed ag). It is counted as a multiplication of higher layer
(indexed axk) backpropagation error, actual output, expecte20
output and actual weight of the connection. Paramgter
represents the output of neuraralways its inputs. Parameter 4q
c is the expected output amd the connection weight. The
backpropagation error is then used in weight adaptatic 0
equations (12) and (13).

0

imes804
imes807
imes810
imes904
imes907

Aw, =10,y (12) EEmene FEEELEEELISLLEREEEiiEL

W =W +Aw (13) different inner structure

Learn rate parametery)( affects connection weight With higher numbers of neurons in hidden layers, the mean
correction, used to lower the value of the error function (13lime of backpropagation learning decreases. On the other
The learn rate parametes)(serves to set a proper step ohand, raise memory and computational requirements of MLP
correction in one backpropagation iteration [18], [19]. neural network. After proper learning, inner structure has no

One iteration of backpropagation learning uses all record®re statistically significant impact on attack classification.
from the training set. The last parametgris the connection The final neural network structure for new generation network
weight from the previous layei)(to the actual layerj as contains 30 and 24 neurons in hidden layers, because of
shown Fig. 8. conducted investigations and tests.

(’;}- Both generations of MLP neural networks are learned to the
X Vd ' ¥ X; < ¥ same confidence interval. The successfulness on the training
J , | set is always lower than 5%. This ensures statistically
Wi N\ significant classification capability on the training set. Both
generations use the same configuration of skewrie§sgnd
Fig. 8 Indexing between layers learn momentumQ(.8).

VI. PRACTICAL IMPLEMENTATION B. Data source for classification & input vector
parameters

In previous research covered in [19] was used MLP neural . L . .
: . . All attack information is gathered through multi-service
network for detection of six basic SIP attacks. Because there o : .

o . oriented honeypot application Dionaea. We choose Dionaea
are changes in input vector and attack classes, inner structf.]re. . .
of MLP network was changed or |Fs featurgs tested in prewous.research. It emulates and

' monitors traffic of a SIP PBX (Private Branch eXchange).

However only specific set of information is saved to the
internal database e.g. used SIP message, IP addresses, ports or
] ) _ specific SIP header values.

The new final neural network contains 10 input layer Dionea honeypot contains strict information about malicious
neurons as the previous generation. The two hidden layergsfic. All running honeypots are accessible through internet
contain 30 and 24 neurons, the last and output layer 8 neurasi$.public IP addresses (IPv4). No legitimate calls or devices
The previous generation was not able to detect correctly oggnnect to this honeypot, so only malicious traffic or
class of attacks, so it detects only five types of SIP attagkisconfigured devices communicate with it.

With the change to eight classes, there is more robust andh|| attack data save Dionaea to sglite database. The
accurate detection of attacks. _ database contains several tables for specific protocols and
The inner structure of previous generation network wagnctions. But all tables have a single pointer to a table

based on test of convergence of 100 backpropagatiggnnection, which contains basic information about attack.

A. MLP neural network configuration
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Information about SIP attacks is distributed in five tables, eachE. Reference set

with different information. Selecting only single lines from ag 5 reference set serves an aggregated set attack vector
these tables for classification is valueless, partly because ected on various honeypots. All runs Dionaea application
request/response behavior of SIP protocol. All data for fingl;i on gifferent hardware, IP addresses and in different
cl_assificatio_n are aggregated from selected tables to an arg@hgraphical locations. One honeypot is masquerading behind
with 10 attributes. . a set of IP addresses for raising the malicious traffic. Each

These individual _10 attributes then serve as an attack VeCFaneypot application runs for other period because they are
(or neural network input). The aggregation depends on attagh; started together, so they provide a diverse group of
origin and also time of last message occurrence (there igygrected attacks. All attacks detected on these honeypots were
minute sliding window after last message detection). Attribute$, «sified by hand, so we cannot eliminate human factor error.
are in the following order: attack time duration; connection Tests of new MLP neural network on three reference data
count; REGISTER message count; INVITE msg. count; ACKet pring exciting information. These set do not contain data
msg. count; BYE msg. count; CANCEL msg. COUNtiom the training set. Result of analyses with MLP networks
OPTIONS msg. count; SUBSCRIBE msg. count; connectiqihs following successfulness: 94.94%; 79.85% and 97.54%.
rate. The connecthn count attribute holds the number _?Btally were detected 1631 attack groups and 57752 SIP
connection from a single source on honeypot. The ConneC“.FH%ssages (data for three months period). The lowest
rate is the ratio of all received SIP messages to connectiQgssification precision 79.85% was caused by new call attack,
count. which was not included in the training set.

C. Backpropagation configuration VIl. CONCLUSION

MLP neural network use backpropagation algorithm for SIP protocol is an open-source protocol and becomes one of

learning. SIP attack classification MLP network is evaluated #e most used protocols for handling of VoIP services. There
learned, if there correctly identify more than 95% of items ifé even estimated rise of SIP devices in the future and the

the training set (so the confidence interval is always IowerthggCurity of SIP device and PBX will become a crucial
5%). Before backpropagation starts, al! coqn_e_cti_on \_/velghts ad'ﬁestion. This situation will lead to a higher exposition to
set randomly from range-1(,1). After first initialization of arious types of attacks and even misconfigured devices.

weights §tarts backpropaggti.on iteration. Each.i.teration CYGlfiese factors will have a negative impact on VoIP service.
uses all items from the training set. After specific number revious research in our laboratory confirmed high

iteration cycles (100) is automatically checked successfulngﬁﬁnerabi"ty of SIP servers to various attacks [20].

of classification. If the successfulness on the training set ISThe proposal distributed honeypot network in combination
!ower_ than specified threshold, backpropa_gatlpn runs anm%‘fh neural network classifiers serves as another security level.
iteration cycle. When the successfulness is higher than 0.%':‘0,[ the potential lies not only in detection capability and

the neural network learning is done. To avoid the possibility Q%5 o research. with the possibility to change firewall rules or
stuck in local extreme, system automatically reinitialize a etwork routing, whole system can prepare precaution

connection weights after 2 500 000 backpropagation cycles. mechanisms against attacks even when it do not influence the

target network. The proposal of such monitoring system is
. distributed honeypot network.
D. Training set As we found out, similar research on using neural networks
The training set, along with neural network input, is one afjith for identification and classification of attacks in VoIP has
key parts of neural network. If the items in the training list areeen carried out in [21], where a feedforward artificial neural
not specific representative of an attack group, the attack cannetwork was applied as well. Nevertheless, this research was
be successfully classified. This misclassification has a negatiiegzused mainly on identification of DoS attacks and can not be
influence on learning and prevents successful learning ebmpared with our results. Since we exploit data from
attacks. honeypots, where only malicious traffic is directed, our
As a source for the training set was always used real attaelsearch is strictly oriented on classification of attacks. The
traffic. This traffic is aggregated and then classified by hanttained classifier was able to distinguish the particular type of
From this classified set is prepared training set with attaektack with high reliability.
groups. The new MLP neural network training set consist of Classification by human is very precise, but time consuming
104 items, 13 items for each attack group. These classes aé expensive. It is typically conducted after the damage is
options tests; options scanning; call testing; unknown protocalone. Automatic classification mechanism brings a solution for
register and call; registration test, registration floodingyolP classification and simplifies the analysis of attacks. The
register attempt. This set of attack classes correspondsbiggest disadvantage of this solution is it strong bindings on
detected types of attack from a period of two months. the training set. The MLP neural network cannot adapt to new
attack classes or scenarios.
Test of the new MLP classification network on reference
sets prove its quality but shows its limits and new ways for
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improvements. The future plans for neural networkkl] N. Shekokar and S. Devane, "Anomaly detection in VoIP system using

ipe . . . P neural network and fuzzy logicCommunications in Computer and
classification cover improving the accuracy of existing Information Scienqe\/olum):e 230 cCls, 2011, pp. 537_542_p

solutions and implementation of other evolutionary angz] p. Fazio, F. De Rango, |. Selvaggi, “A novel bandwidth reservation
statistical algorithms for attack classification. One of algorithm based on neural networks path prediction in wireless

challenges is also in detection of attacks in legitimate VolP environments”,Int.Symposium on Perf. Evaluation of Computer and
traffic Telecommunication Systems (SPECTS, '10/)2010, Ottawa.
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