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Testing and fault tolerance of secured circuits

G. Ait Abdelmalek, R. Ziani, and M. Laghrouche

Abstract— In this paper we studied the secured circuit’s testing
and fault tolerance under resistive open defects. However, this work
focused on the analysis of the impact of resistive-open defects on the
electrical behavior of two categories of secured circuits implemented
in Wave Dynamic Differential Logic (WDDL) and in Quasi Delay
Insensitive (QDI). The quality of this analysis is verified by SPICE
simulations. It is shown that the detection of defect depends on the
open resistance value. The some results are given for the defect
detection and the fault tolerance conditions.

Keywords— asynchronous circuits, C-dlement, fault models
resistive open fault, Secured circuits.

I. INTRODUCTION

ESTING component and integrated systems is a

fundamental step that must ensure their proper
functioning. Many works have concerned the implementation
of different methodologies for testing integrated circuits [1]-
[9]. To test effectively the integrated circuits, it is imperative
to define fault models in adequacy with the actual defects of
current nanoscale CMOS and future technologies. The
majority of the resistive open fault models [10]-[12] and the
resistive bridging fault models [13]-16] are used to describe
resistive shorts and resistive open fault between logical nodes.
Modeling defects of the traditiona CMOS technologies
received a particular attention during the last year’s including
largely submicron technologies (until 45 nm). But very few
works were carried out to model this type of defect for circuits
using CMOS technology like secured circuits. In the secured
circuits which require security and long communication
links, it is important to consider the interconnect testing
and their reliability. Indeed, they are a class of physical
attacks in which the observation of the current
consumption, the electromagnetic radiation, the timing
information, allows obtaining important information,
such as secret keys. Consequently, the security of
cryptographic implementations relies not only on the
algorithm quality but also on the countermeasures to thwart
attacks aiming to disclosing the secrets. There are several
types of protection and some will be discussed in this
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paper. We focus especially on WDDL and QDI
countermeasures for the secure circuit design that was
evaluated in terms of fault tolerance and reliability on
two examples. More recently, we have demonstrated that
the secure circuits can be tested with fault models similar to
those used for standard CMOS circuits [16]. Fick et al.
proposed fault-tolerant routing algorithms under the
permanent faults for specific applications, such as NoCs
[17]. Lehtonen et al. [18] implemented error detection and
retransmission methods in asynchronous communication link
for tackling intermittent and permanent faults. Lehtonen and
Almukharizim have focused on the permanent interconnect
fault in the asynchronous circuits [18], [19]. Verdel and
Makris proposed a duplication method [20]. They
compared the outputs of the duplicated circuits within a
specified time window to detect transient and permanent
faults. However, the authors found that the duplicated
circuit cannot be operated correctly under the
permanent faults. In [8], [9], we have evaluated the fault
tolerance and reliability of TMR under stuck-at fault.
We showed that if only one module is faulty, then the two
others will be dominant. Therefore, the fault will be
masked and the TMR produces the correct output, the
TMR can be operated with the presence of a single permanent
fault. But these approaches are limited to specific ap-
plications, such as standard CMOS integrated circuits.
However, Almukharizim and Sinanoglu proposed Triple
Modular Redundancy (TMR) method for asynchronous
circuits [19]. They also showed that the TMR -based circuit
can function under a single permanent fault.

This paper evaluates the robustness of the TMR -based AND
WDDL and the TMR -based AND QDI gates by injecting
open faults at the transistor level in the two of three gates
which generate the same outputs. In order to detect the
resistive open fault and therefore to know whether the TMR is
fault tolerant or not, we analyzed the impact of the open defect
on the electrical behavior of this type of structures. Since the
voltage level at the output V, in the resistive open-
fault condition is above or lower than the threshold
voltage, the gate in the input port can recognize the
interconnect fault by comparing V. with a threshold
voltage whose amount determines whether the
interconnect fault is an open fault or not. As a result,
the fault detection can be realized based on the
proposed output voltage monitoring.

The paper is organized as follows. The first step presents the
TMR -based AND WDDL and the TMR -based AND QDI
gates implementation, and shows when and how these latter
are fault tolerant or not. The simulated results of the
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electrical analysis of these two TMR structures and thus
the resistive open fault detection based on the proposed
method are presented by the second step. And finaly we
will conclude our work.

II. COUNTERMEASURESAGAINST SCAS’SIDE-
CHANNELSATTACKS”

The countermeasures in hardware protect the
information leaks out of the device through so called,
"side-channel attacks" (SCA). They are a class of
physical attacks in which the observation of the current
consumption, the electromagnetic radiation, the timing
information, allows obtaining important information,
such as secret keys. Fault injections are another menacing
attack type targeting specific interconnect lines in order to
change their value. There are several types of protection
[21]-[29], and some will be discussed in this paper. We
focus especially on WDDL and QDI countermeasures
for the secure circuit design that was evaluated in terms
of fault tolerance and reliability on two examples.

IIl. TAILORED METHOD FOR TESTING AND FAULT TOLERANCE

The concept of fault tolerant technique is to alow the
circuit to continue functioning even in the presence of faults.
There are several fault tolerant structures [30], [31] which are
classified according to the resources of redundancy which they
use: material, information, time, software or hybrid. These
structures have been designed to tolerate transient or
temporary faults but they can aso tolerate manufacturing
defects. They all use the concept of redundancy of which the
principle is to use materia resources to correct the faults. In
our work, we have chosen to use the Triple Modular
Redundancy (TMR). The TMR is a well-known fault tolerant
technique for avoiding errors in integrated circuits. As
presented in Fig. 1, the TMR scheme uses three identical logic
blocks performing the same task in tandem with
corresponding outputs being compared through magjority
voters. The voter chooses the outputs of the fault-free modules
that which masks the defectives modules.
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Fig. 1 TMR structure
The voter is a combinatorial structure whose number is

equa to the number of the modules outputs [31]. As an
example, if the modules have three outputs, i.e., Si1, Si2, Si3
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are the first module outputs, S;; S;2, Sy3 the second module
outputs and Sz, Sz2, Sszthe third module outputs. S, ;outputs
are voted together as well as the S, , and S, 3 outputs. The
function performed by each voter is: §=S; .S, i+ Sy 1. Ss +
$2,i. S3,-

In this section, we develop a TMR fault tolerance method
adapted to reliability test issuesin WDDL and QDI gates. This
method will enable high resistive open fault coverage for
relatively low costs compared to others methods. It is clear
that such a defect modify the dynamic behavior of the circuit,
so it can be detected by a dynamic voltage test strategy (delay
testing). The open circuit fault is shown in Figure 2 by
injecting the resistance Rop. The open resistance value Rop isa
variable parameter of the defect completely unpredictable

[10].
xt Rop N g &
&
& = % P 7

a. AND WDDL

yt

xt

b. AND QDI
Fig. 2 Resistive open injection

To analyze the impact of the resistive open fault on the
dynamic behavior of TMR -based AND WDDL and TMR -
AND QDI, we follow the above procedure shown in Figure3.
Firstly, we use the AND WDDL and the AND QDI gates, as
illustrated by Fig. 2(a) and 2(b), and we transform them into
TMR structure, i.e, TMR -based AND WDDL and TMR-
based AND QDI for which we inject the open fault between
the interconnect lines of the module 2 and 3 (Fig. 3), and
finaly we make several simulations based on SPICE and a 45
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nm CMOS cell library with 1.1 V power supply and with
different values of resistance to compare the resulting
behavior against the fault-free modulel behavior and
characterizeits effects.

The fault tolerance principle is described in Section 4. The
dynamic behavior and the results obtained on the collection of
the fault tolerance range are described in Section 5.
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WDDL/QDI St
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with open — >
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sz Sf
AND 1S, s
WDDL/QDI
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Fig. 3 Resistive openinjectionin TMR.

IvV. FAULT TOLERANCE PRINCIPLE

When the defects are correlated they occur by an error at the
same time, and cause the decrease of the circuit reliability. To
known when and how these circuits are able to tolerate
manufacturing defects, we must distinguish two cases [31]:

- Thedefects are present in the modules of the TMR

“Redundant part”;

- Thedefects are present in the voter “non-redundant part”.
To study the tolerance to manufacturing defects affecting the
modules in TMR, we distinguish several cases given by [31-
32]: (i) One or more open defects affect only one module, (ii)
two open defects affect two different modules and (iii) more
than two open defects affecting several different modules.

Let us consider for our work that the voter is fault free and
that both faults affect two different modules. If two defects
(dy, dy) are present in two different modules, then they can be
tolerated or not according to their effects, that is to say:

- They aretolerated if nonetest vector applied at the input

cannot propagate two errors up to two common outputs
of modules,

- They are not tolerated if two errors are propagated until

two common outputs of modules.

V. FAULT DETECTION AND FAULT TOLERANCE
RESULTS

Before the fault injection, it is necessary to characterize the
dynamic response of the two fault-free TMR structures
(without the injection of Rop resistance). Figure 4 shows the
transient response of these gates. The initia state is given by
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the test vector Vo = [xt, yt, xf, yf] =[0011] and the fina state
by the test vector V, =[0100]. The input yt switches from 0 to
VDD and the inputs xf and yf switch from VDD to 0, creating
thus the transition. We note that the evolution of the general
shapes, as presented in Fig. 4.aand 4.b are quite similar.

It is important to note that we have considered a cycle time
of about Tcl = 0.1nsin TMR —based AND WDDL, and Tcl =
0.2nsin TMR —based AND QDI). Thus from this simulation
we can define the following propagation times [33]:

e Ty, the propagation time before the defect,

o Ty, the propagation time after the defect,

e Ty, thedelay induced by defaullt,

o Ty, thedack time of path yt to St which depends on the

three previous parameters and Ty).
It is seen from Figure 4 that the rising edge of the input xt
reached the defect at time T,= 46.7 ps for TMR —based AND
WDDL and at time Ty, = 166.5 ps for TMR —based AND
QDI. This time is equal to the sum of the different gate
propagation delays (Ty) situated before node n.
It is very important to note that each gate propagation delay
depends on: the resistance R, of the line n, the size of the
transistors used (w', LY, w?, LY) and the node capacitance Cy,.
For TMR -based AND WDDL, the defect spreads to the
outputs (St) 4, ,, 3 of the gates in a period of time Ty, = 19.73ps,
which depends on the existing gates propagation delays after
the node n.
Then the outputs (St) 1, o, 3 Stay stable for aperiod of time Ty =
33.721 ps before being safeguarded, assuming a certain shift
register [34]. By cons, in TMR —based AND QD the dack
time Ty and is not defined and therefore it is the same for T,
because the outputs (St) 1 , 3 never reaches the threshold
voltage. Generaly the following relationship links the
different propagation times [33]:

Tg=Tpy+ Tpat Tqg........ (1)
1.2v
Voltage Clock
Ny, 2,3
0.8V
Tob Tpa Ty
0.4V
Sty, St, Stz
Tcl Tcl
ov " 00 01 \
0s 40ps 80ps . 120ps 160ps 200ps
Time

a. TMR-based AND WDDL
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Fig. 4 Defect free dynamic behavior (Rop = 0Q2)

After injecting the resistive open faults at the level of the
module 2 and 3 (Fig. 3), we will observe and anayze their
electrica behavior to highlight the fault detection and the fault
tolerance conditions. It is important to note that the resistive
open will have the same consequences on the more complex
secured circuits and therefore the conclusions that can be
drawn from this study can be extended and applied to complex
and fault tolerant secured circuits.

Figure 5 represents the SPICE simulation of the two TMR
with two test vectors. In Fig. 5a and 5b, we choose a rather
small fault resistance: Ry, = 2kQ for TMR -based AND
WDDL and Ry,= 4kQ for TMR -based AND QDI. The initial
state is given by the test vector VO = [xt yt] = [00], and the
transition is created by applying the vector V1 = [01]. It is
clear that the presence of the open circuit slows the signal. An
additiona delay To, = 16.213 ps for (AND WDDL) , zand T
=7.494 psfor (AND QDI) , 3 is observed. However, this delay
remains smaller than the dlack time T4 = 16.812 ps for (AND
WDDL) , 3 and Ty = 15.805 ps for (AND QDI) , 3. The output
S is interpreted normally and still insensitive to the presence
of adefect. A correct valueislatched into the scan register and
the circuit operates correctly. In other words, the fault is
masked and the two TMR are fault tolerant.

Toot Topt Tpa< T vevvvviennnnn .o 2

Considering this simulation, we can say that an open circuit
with a small fault resistance cannot be detected and thus can
be tolerated by the structure TMR.

If we consider now a higher fault resistance, Ry, = 5.329 kQ
for the TMR -based AND WDDL and Ry, = 5.713 kQ for the
TMR -based AND QDI, as illustrated in Fig 6.a and 6.b, we
find that the additional delay T, is larger than or equal to the
dlack time. The output voltage St has not dropped below the
threshold value of 0.55V when the clock edge occurs; we
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obtain 1 logic value instead O logic. An incorrect output value
is captured in the shift register and open circuit fault can be
detected:

- Tt Top+ Tpe 2Ty for (AND WDDL) 5 5...... 3)

- TwtTop+ Tps =Ty for (AND QDI) 5 5......... 4

This means that a resistive open can be detected by a two
test vectors {VO, V1} if and only if the resistive value of the
defect Ry, is larger than a certain critical value Re.. We
associate to an open circuit fault the detection interval DI
associated to the vectors VO and V1 defined by:

DIVoVi} = [R{cVO'VI}’ oo

DI =[Rg, o [=[5.325 kQ, [, for TMR -AND WDDL.... (5)

DI =[Rg, ® [=[5.713kQ, oo [, for TMR -AND QDI....... (6)
We note that there is a slight difference between the two latter
two due to the fact that the TMR -based AND QDI gate is
more robust than the TMR -based AND WDDL gate.
However, it is important to note that this value is associated to
the pair of test vector {TO, T1} and another vector test may
detect even smaller resistances and therefore a wider detection
interval.

In summary, for Rop € [5.325 k), oo [in AND WDDL and
for Rop € [5.713 k), 00 [ in AND QDI, the TMR -based AND
WDDL and the TMR -based AND QDI cannot function
correctly in the presence of two resistive open faults.
Otherwise, the two faults will not be masked and the voter
produces the faulty output St, the two TMR structures are not
fault tolerant and hence not reliable. However, for Rop €
[0, 5.325kQ [ and for Rop € [0, 5.713kQ [, the TMR -
based AND WDDL and the TMR -based AND QDI operate
correctly with the presence of the two permanent faults. In
other word, the two resistive open faults will be masked and
the voter produces the correct output S, the TMR -based AND
WDDL and the TMR -based AND QDI, are fault tolerant and
thusreliable.
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a. TMR-based AND WDDL with small resistance Ry,=2 kQ
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Fig. 5 Dynamic behavior of small fault resistance Rop
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Fig. 6 Dynamic behavior of high fault resistance Rop

VI. CONCLUSION

This paper analyzes the resistive open fault impact on the
dynamic behavior of TMR -based AND WDDL and TMR -
based AND QDI. It is shown that the dynamic characterization
encourage the use of delay based testing techniques, in order
to improve the weak opens detection in TMR -based secure
circuits. On the other hand, we have shown that depending on
the open resistance value there are two operating intervals of
fault tolerant secured circuits. In other word, it is showed that
there is a critical resistance at which the fault is detected and
the TMR is not fault tolerant and thus not reliable. Future
works will consider analyzing the effect of resistive open in
QDI circuits while taking into account the communications
protocols performed by request-acknowledge based
handshaking.
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