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Abstract—How to improve the accuracy of network security
evaluation and promote its practicability under large-scale network is
the focus of the research in the field of network security. This paper
detailed summary the research status and progress in network security
situational awareness. After that, provides a new model which refines
the attack graph node to component level and describes the interaction
process between the components in the attack step in the form of a
directed weighted graph to improve coarse grain size and limitations of
the current attack graph; At the same time, Through mathematical
calculation, come out the standard condition of probability
controllability or partial probability controllability for complex attack
network, and proved the relationship between the probability
controllability and the traditional controllability, besides give out the
concrete method for controlling network and defense node selection;
The analysis results and the examples show that, if valid defense
existed, the complex networks can still provide normal service
function in the case of attack and damage, the method proposed in this
paper can greatly improve the precision of network security defense.

Keywords—attack graph, probability controllability, complex
network, network security, vulnerability analysis.

I. INTRODUCTION

In the context of the information revolution, broadband
network has become a strategic public infrastructure of
national economic and social development, with the
popularization of internet application, the operation mode of
the current world has changed radically, but the various
types of network security incidents also began to see in the
newspaper frequency, the "Prism plan” happened in June
2013 makes the information security issues from the
economic benefits driven mainly to the national security
level. At present, the overall network defense capabilities
against the risk of national organizations attack is still
relatively weak ™. How to prevent the organized malicious
network attacks has become a hot research topic in the
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security field, and it has become a difficult problem in the
new century with the nuclear issue together.

At the beginning, the hotspot for Network security
problems is how to establish an absolute security system,
and reduce the vulnerability of the design to ensure the
confidentiality, integrity and availability of the system,
which can be regarded as the first phase of network security
research. But people soon realized that an absolute security
system is impossible in practice?, malicious intrusion must
exist in the reality, so that people began to think about
building a safety assistant system (for example: IDS
system), the basic goal is to detect and take appropriate
measures when the intrusion occurs, since the technical
report of Anderson in1980%!, intrusion detection has a great
development, but in general it can be divided into anomaly
detection and misuse detectiont, intrusion detection model
is the earliest proposed by Dorothy Denning[S], current
development is remains of little refinement in this
foundation, which can be regarded as the second phase of
the study of network security. Intrusion detection
technology has been widely used, but in principle it can only
detect the sample attack, and does not work for complex
attacks such as covert attacks which is bypass the firewall,
multi-step attacks, etc. Under the situation of the
increasingly serious network attacks, IDS is very difficult to
guarantee real-time detection and alarm, so the focus of
research turn to the active analysis from passive defense, the
concept proposal marks the beginning of the third stage,
such as vulnerability risk assessment model ® situational
awareness model I”)] etc. which is developed from hacker
technology, whose intention is to carry out the overall
security evaluation and make defensive strategies before
attacks happen, Or to ensure that the network can still
provide scheduled service functions under damaged attack.

Active evaluation model is a hot research topic, and it is
also a promising research direction. It mainly includes two
steps: model construction and analysis method construction,
the process of model construction is aimed to abstract the
elements of network and risk assessment and show in in the
form of particular language, the present work focuses on the
attack graph model™; analysis method construction includes
two species: qualitative analysis and quantitative analysis,
the focus of qualitative analysis is logical association
problem among vulnerabilities, which usually gets all the
possible attack path through visual analysis of attack
scenarios®. The quantitative analysis generally quantify
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some factors with the process of model construction, which
describe the security situation of the network in the digital
calculation method %, But most of the models are still an
experimental behavior in the small scale of network; there
are lots of steps to meet the security analysis requirements
for complex network, such as the description of attack
intention and large-scale system applications, and so on.
Therefore, Combine with complexity science such as
dynamic network ™, control theory ™, etc. should make a
great development in this field.

Based on the component attack graph, this paper proposes
an analytical framework for probabilistic controllability of
complex networks via attacks. The main contributions are:
(1) to refine and improve the description ability of attack
graph model; (2) the criterion condition of probability
control of complex network via attacks, and demonstrate the
relationship between probability controllability and
traditional structure controllability; (3) it is proved that the
network can have anti attack ability under the limited
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Il. RELATED RESEARCH

With the deepening of the research on computer network
security, it has integrated multi discipline. Formal model
analysis methods have been widely used in the evaluation
process of various systems ®*!, the active network security
analysis framework (such as attack model, vulnerability
assessment etc.) is different from the passive detection
technology (such as IDS, firewall, virus detection, etc.), its
purpose is not eliminate the vulnerability, but guide the
network administrator to find a effectively balance point
between "safe" and "function™ before the attack. However,
there is a big difference between the security problem
caused by the artificial attack and the traditional system
failure problem, and there are many new challenges in the
field . According to the analysis of the existing literature,
the network security evaluation mainly includes the
following four steps.

Build model

defense.
| Knowledge acquisition |—>|

|_>|

Index system

|—>| Calculation and Analysis

Fig 1 Main steps of network security evaluation

(1)Vulnerability scanning or knowledge acquisition.

Vulnerability scanning is the initial phase of security
analysis, whose intention is to detect whether there is an
open hole or a simple attack path in the system through a
vulnerability scan, such as host based scanning tool
coPS™ network based scanning tool Nessus™, etc.. A
list of vulnerabilities or a brief report clearly cannot solve
the wvulnerability associated problems, with the
development of research and in-depth analysis, the
information collection objects gradually increased, network
topology, key assets, services, and other related knowledge
have been incorporated into the scope of the
acquisitiont®*®?% The direct effect of this procedure on
network security analysis is not obvious, but this step is the
most basic link in the evaluation of the network security
model, The initial knowledge acquisition process is
manual, so far has basically achieved automation [16], In
recent three years, there are few studies on this aspect, most
of the articles get the required information with automated
t00|3[10’16'19].

(2) Formal modeling.

Formal modeling is the most important step of
network security analysis and evaluation, which is mainly
divided into two kinds: building based on rule and building
based on abstract model. Initial modeling approach is based
on rules, whose core idea is to extract the features of the
attack case and then to the regular expression, after that
match the rule and the target system one by one to safety
analysis, this approach can be said to be a continuation of
the work of vulnerability scanning ™7 or application of
intrusion detection in active safety analysis ***’, naturally,
there are similar defects, the generating process of the rule
becomes the restriction point, the collation of the
vulnerability rules can only be carried out locally, which is
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not suitable for the overall detection of the network,
currently mature network security scanning tools are most
based on the rules ??2 the accumulation of these rules is
also the basis of the abstract model analysis method (like
the rule description of the atomic attack in the attack graph
8281y Current research is transforming to the abstract model
analysis method®?.

Attack tree model is proposed by Scheier ! in 1999,
it can be seen as an extension of the fault tree, its advantage
is intuitive and easy to understand, but the describe ability
is very limited, A serial attack tree construction method is
proposed in paper [24], which greatly reduces the
complexity of the attack. Attack graph model first proposed
by Swiler in 1998 ® is the most widely used method at
present, Sheyner[zs] uses model checking method to
generate attack graph; Based on graph theory, Ammann °!
uses forward search method to generate attack graph from
initial state; Use attack as the center, paper [27] propose a
tool to generate attack graph. There is also paper focused on
the large-scale construction and visualization of attack
graphs presented ) paper [29] proposed a distributed
parallel processing attack graph construction method,
which can reduce the resource loss to a certain extent; Early
attack graph tends to state attack graph construction
(8102527 ')t easily lead to the explosion of the state space,
As the research goes deeper and deeper, the attack graph
tends to causal attack graph[SO], in which the edges represent
the connection between nodes or the logic relation of the
atomic attack, the expansibility of causal attack graph is
better and more easy application for large scale network, At
present most research are improvements to the original
model in order to enhance the describe ability ), or to

g\zesrsqe with other disciplines to enhance the analyze ability
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Similar to attack graph, Dacier®®" abstract the node in the
graph as the authority state, and propose the privilege graph
model, based on this, Ortalo®® establishes a Markov model
and give out the security evolution process of system, Dr.
Wang Lidong B3] refines this. But privilege graph model is
difficult to describe the dependency relationship among
states or random events, so the subsequent expansion of this
model has little impact on the results of the study.

For the first time, Kemmerer®™ proposed a state

transition graph, in which each node represents a temporary
state of the system, and each edge represents state transition
and transfer process, lots of model are extended based on
this such as probabilistic model™®, semi Markov process
model® etc.. The advantage of the state graph is its
describe ability, but all of them must face the state space
explosion problem, already existing solution to this
challenge™*! are still just passable.
Attack graph (tree) model, Privilege graph model and State
diagram model are three classic models, among them, the
research on attack graph model is the most popular one, lots
of scholars research is for attack graph, one of the important
directions is the combination of some advanced stochastic
models, Such as: Petri net!**4, game theory!**4, Bayesian
network>* etc.. But the improved model cannot
eliminate the limitation of the typical model fundamentally,
and there is no good way to solve the limitation of the
large-scale network in the attack graph generation.

(3)Establishment of safety evaluation index system

Formal model is an abstraction of the elements in the
network, on this basis of this, to achieve the purpose of
security evaluation and analysis of the network, it also
needs to define and quantify the security indicators. To
some extent, this is the detailed classification of the
elements in the model, and also the premise of safety
evaluation. The research of network security index is
mainly from two aspects, which are security attribute and
attack behavior.

Research from the perspective of security attributes,
Originated from the traditional industrial production of
reliability, reliability and other concepts, it is more focused
on the definition and interpretation of network security, try
to exhaustive classification of network security attributes,
gives out a clear meaning for each classification and gives
out the mathematical definition for each attribute. Lin has
made an effective analysis of the relationship between the
attributes. Wang[51] propose an attack technology
classification method which can meet the Amoroso
classification standard, and has a certain improvement in
accuracy. Most of the papers has focused on one of the
attributes of security, but the security of the network is
clearly a combination of some or all of the attributes. The
advantages of this method is can draw lessons from the
existing theoretical deduction and mature application, but
the existing indicators are too absolute quantification, the
actual meaning of each indicators are also to be a research.

Research from the perspective of attack behavior, use
attack as the center, and quantitative classification the
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important factors in the process of attack, so there is a
strong relationship between the method of classification
and the idea of model construction. According to the
statistics and analysis of the existing papers, there are 3
elements used almost in most of the model analysis and
basically formed a certain standard or standard, they are
attack severity, probability of attack occurrence
\probability of attack success, attack gain.

The premise for quantification of attack severity is the
qualitative classification of attack types, there are lots of
ways for classification of attacks, at present, the one that
accepted by most people and with strong practicability is
the six tuple representation method proposed by Christy™®],
on the basis of qualitative classification method, which
divides the attacks into a number of grades and quantify the
severity of the threat®™. This method is generally
associated with the IDS alarm mechanism and widely used
in intrusion detection system; CVSS vulnerability
evaluation mechanism ¥ is widely used in the attack
model, which evaluates every public vulnerability in three
ways: Basic evaluation criteria, Life cycle assessment and
environmental assessment, the final result of the operation
is a 0-1 value, the higher the score, the greater the threat of
vulnerability.

The purpose of attack occurrence/successful probability
quantization is measures the likelihood of the occurrence of
an attack and the success of the attack. There are a lot of
false and useless information in the progress of network
attack, information provided by the host and safety
equipment is often imprecise, which bring great difficulties
to the comprehensive estimate of the information fusion
model. Now Expert's subjective probability estimation
method®***#*44! is mainly used in each experimental
model, Bias network can express the probability of
uncertainty knowledge effectively, so the research based on
Bias's estimation method™*** has made some progress.

The quantification of attack gain is an important
component in the evaluation of attack effects, generally the
first step is qualitative destructive level of attack (such as:
the Root privilege of a service is obtained through
attack®®l), and then according to the qualitative
classification, gives out the quantitative value. At present
qualitative classification of atomic attacks is an important
means of security analysis, but the quantify process is the
hotspot and difficulty of the research. the research can be
carried out from two angles of the attacker and the
defender, from the point of view of the attacker it is the
return of the attack at a certain attack cost, from the
defender it is the loss of the system at a certain defense cost,
usually the attack gains are less than the loss of the network
system, for simplicity, most of the models use the defense
losses as attack gains B%.

(4)Model solving and security analysis.

According to the summary analysis of the first 3 steps,
the process of knowledge acquisition for building models
has been able to achieve automation; the process of formal
modeling can realize the abstract of small scale
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experimental — network  basically; the qualitative
classification and quantitative process of safety evaluation
index can also be used in the practical application, but in the
final step, the model solving and security analysis is still in
the true sense of the exploration phase, All models just give
some suggestions under the assumed conditions, the
horizontal comparison between the models is not
significant, and there is no systematic accepted theory
method.

Based on the quantification of security attributes,
Strutt!® proposed a new evaluation method firstly, in
which the risk is defined as the product of the attack
probability and the quantification value of the vulnerability
security, this kind of method is more concerned with the
formula calculation process based on the security
indicators, and less dependence on the formal model. Paper
[53] give out a hierarchical evaluation and calculation
method, Li®" gives a kind of model which can do real time
assessment and online monitoring of immune detection,
The risk propagation algorithm proposed by Zhang[55] also
has certain reference significance, the attack intention
analysis model proposed by Mal® try to get rid of the
dependence on CVSS and fusion potential threat, whose
result is more reasonable within the constraints. Paper [57]
proposes a polymerization method which can fuse the basis
points of common vulnerability scoring system and then
evaluate the security of the whole network.

Network integration analysis based on attack model is
currently a hot research topic, dozens of articles are found
in key %ournals each year, such as analysis based on attack

raph #3133 advanced model fusion analysis!*2 [4344:50)
47 and so on. In the past three years, Kerumati®®
proposes a more accurate method to calculate the
reachability of the attack; Roschkel*! intent to generate
alarm dependency graph through the parallel framework
and parallel implementation of the analysis process, if the
loop problem is considered at the same time, it will have a
further effect; Paper [59] discusses the solution of optimal
complement indemnity for property dependent attack
graph; Also has the paper focusing on multi-stage or multi
step attack’®; most of these analyses are around three
aspects, which are Attack reachability™***** Minimum
attack cost "* and Maximum attack gain “****°!, Gaol®!
firstly use the attack graph model in the analysis of the
safety risk of the industrial control system, a practical
example is given for the application of the attack graph
model.

By the research on communication network or military,
the survivability research of the network system will
become the mainstream direction', which is intended to
describe the ability to perform critical tasks under attack.
However, the survival analysis of the application system is
not mature, the survivability evaluation of network security
is still stuck in the theoretical definition and the qualitative
definition. Paper [62] propose a framework for
survivability analysis, but the description of the state
transformation of each node limit the large-scale

ISSN: 1998-4464

390

Volume 12, 2018

promotion; the penetration test attack model proposed by
Paper [42] can be used in the process of penetration testing
and describe the stability of attack; the research of
Zhou®*js helpful to detect recommended attack and then
improve the robustness of the collaborative
recommendation system and ensure the credibility of the
system recommendation.

This section effectively summary the main steps using
attack model for network security analysis, the main
functions and effects of each step and the research status
and difficulty of each step etc. The result shows that there
are serious challenges to solve the current situation of
network security, but using stochastic model to analyze is a
very promising direction, there already are some effective
results in knowledge acquisition, model building and index
quantification. Based on the current research of attack
graph, reference to the concept of complex network
controllability, this paper attempt to improve the modeling
capability of large scale complex attack networks, gives out
the attack condition of arbitrary network, and does the
theoretical argument for network anti attack ability under
attack, finally carries on the example comparison.

1. FORMAL MODELING

A. Attack network

Definition 1: the independent computing device in the
network system is called the network node, which is
denoted as v; the applications, operating systems, services,
etc. provided by network node v are called network
component, which is denoted as C, C,=(v,S) represents a
network node v provides a network component s,
A, :C — 2% represents a list of properties owned by the

network component C, « is the collection of all attributes of
the network component (both normal and vulnerable).
Definition 2: the relationship represents that a network
component has access connection relationship to another
network component. E=(C,;, Cy;, 1) is a directed weighted
link, which shows that the component i in network node x
has relationship | on component j in network node y.
Definition 3: attack network can be simplified to a

directed weighted graph G(C,E) , |C|=n shows the number

of network components collection is n; E is a set of directed
links, the weight w at the link represents the risk gain from
component i to component j due to the presence of access
connection relationship.

In this way, the process of attack can be interpreted as the
progress that attacker go through one or more network
components and gradually expand the scope of the impact
to obtain income. Supposed that, @ is the impact value of the
attacker's attitude for network component c, so 8={6; (t), 6>
®),..., 6y (O} is the attitude value vector of network

components, &i(t)e[-1,+1] is the attack effect attitude of

network component i at time t, positive value indicates that
it can be attacked, the greater the value, the more likely be
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attacked(+1 shows that one component can be fully
controlled, attacker has the Root privilege for example),
negative value indicates that it cannot be attacked easily
due to the presence of defense measures, etc.( -1 shows that
one component is completely uncontrollable, attack path is
not reachable for example).

B. Transition matrix

In traditional attack graph model, the principle of
maximum probability is generally followed™****! that is
rationally the attacker will select the path with the
maximum probability in attack progress, however in actual,
attack must be the progress of many times of infiltration and
temptation, which is not always from the path of the
greatest success probability. Together with vulnerability,
normal or authorized connection relationship also has
influence during the progress, so in this paper, the changes
in the impact of attacks of component i is defined as the
sum of all the effects on i.

Definition 4: J; represents the impact value from

network component i to network component j,
Wi ) ,
i = — , N(j) represents the inside edge
2, w(m, j)
meN(j)

collection of neighbor nodes of component j in attack
network, w(i,j) represents the weight between i and j.

At the time t+1, ¢9i(t+1)=ei(t)+2n:(.9j(t)—9i(t))¢T :

j=1
@=4; is the impact value defined in Definition 4, @' is the

matrix transpose. Affected by a number of neighbor nodes,
the attitude change value of the component i is

a6, (t) = Zn:(/iji (0,()-6,(1)), Let L as the Laplasse matrix
j=1

and AO()=LxO(1), ) O(t+1)=0(t)+A0(t)=
o)+Lxa(t)=(1+L)o(t) , finally 6(t) can be expressed as
0()= (1+L)'6(0).

Now the progress that the attacker launch an attack
through the initial access components can be expressed as
R=1+L=R; eT™", this paper use N to represent the

Transtion-probablity matrix of attack network, obviously
the sum of elements in each row is 1, and the matrix is a
random matrix.

DeGroot mode can describe the process of
information exchange and consensus, the change progress
in this paper can also be described by the rules in the same
way. R is a random matrix, it can also be as the one-step
transition probability matrix, According to the Markov
chain limit theorem we can infer thatl™, if the attack
network is strongly connected and non-periodic, the attack
impact of each node in the network will converge to a
certain value.

[[12.65]
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IV. PROBABILITY CONTROLLABILITY

In attack network defined in this paper, each network
component node has an initial value for the attack impact.
With the attacker's action, the interaction between the
neighbors and the time passes, the impact attitude of each
component from attacker will change. In short, the attacker
wants to control some component nodes, and then to
achieve the desired state. Follow the basic describe way of
network control characteristics, this paper defines the initial
attack node as source node (here suppose there is only an
attacker, that means only one source node, if multiple
attackers exist, merge them into one node), the direct access
node of source node is named drive node.

A. Fully probability control

Attack network fully probability control means that the
impact attitude value of all the nodes in the attack network
will converge to be same with target attitude value of source
node.

Theorem 1: In the attack network G(C,E), suppose that
DcC is a collection of drive nodes, then the condition of
fully probability control of G is that there is a directed path
for(vieC\D , 3 jeD , j-i).

The intuitive understanding of Theorem 1 is that if the
source node cannot access some component nodes, then
these components will not be affected by the attack. From
an attacker's point of view, the network is not controllable,
this is consistent with the definition of attack reachability in
attack graph®*°!. The following is a theoretical proof.

Proof: According to the definition of fully probability
control, there is at least a direct path from source node to
any node j in collection D. obviously if the directed path for

(vieC\D , 3 jeD , j—I) exists, then the source node can

reach every components in network. So theorem 1can be
proved only by the convergence of transtion-probablity
matrix.

The transtion-probablity matrix ) is a Markov chain
based on one step transtion-probablity matrix, there is at
least one direct path from source node to any component,
then there is at least one direct path from any component to
source node in Markov chain. That is, the Markov chain is a
chain of absorption (the probability from any state S to

source node is greater than 0: P" > 0). After the evolution
of finite steps, the impact attitude of any component node
will be the same with source node. Proof finished.

In figure 2, Fig (a) is an example of a sample attack
network, Eve is the source node (attacker node), Fig (b) is
the Markov chain based on one step transtion-probablity
matrix of Fig (a). In Fig (a), there is at least one direct path
from source node to any component node, in the
corresponding Markov chain (Fig (b)), there is at least one
direct path from any component node to source node Eve,

that is vieC, Pg, >0, and each temporary state will

converge to the same as the source node. If the attacker Eve
select E as the drive node in Fig (a), because the node E



INTERNATIONAL JOURNAL OF CIRCUITS, SYSTEMS AND SIGNAL PROCESSING

cannot reach node F and G, the corresponding Markov
chain can be divided into 3 Kkinds, they are
{Eve}{AB,CDE}{G} in which{AB,CD,E}s a
temporary state, after finite steps it will arrive at {Eve} or
{G} at a positive probability, therefore when E is selected
as the drive node, the attack network is not fully probability
control.

(a) A example of attack network  (b) The Mark0\} chain of example (a)

Fig2 An example of attack network and its Markov chain

If strongly connected, there is a direct path from any
component node in attack network G to any other
component node, so according to theorem 1, the condition
of fully probability control is that any component can be the
selected drive node.

If weakly connected, the attack network can be
divided into two, they are a finite number of closed sets (in
this paper the closed set is the smallest closed set'®®)) and a
set of nodes which is not in closed sets. In figure 3, Fig (a)is
another example, Fig (b) is the corresponding Markov
chain of Fig (a), the nodes can be divided into three set, they
are two closed sets CS;={B},CS,={E,F,G}and the set of the
nodes {A,C,D}which is not in the closed set, According to
the closed set definition[%], if the source node can reach any
node in the closed set, then there is a direct path from the
closed set to the source node in the corresponding Markov
chain. So, for the weakly connected attack network, we
should select drive node in each closed set to make the
network be fully probability control. For example, in Figure
3 (b), there are 2 closed sets, any component node in the 2
closed sets can be selected as the drive node, such as B and
E.

Inference 1: When strongly connected, the minimum
number of drive nodes to achieve fully probability control
is 1, when weakly connected, the minimum number of drive
nodes to achieve full probability control is k, and k is the
number of minimal closed sets in the network.

(a) weakly conn’o(:,cted attack network (b) The Markov chain of example (a)
Fig3 An example of weakly connected attack network

In ideal environment, if the basic physical network is

fully connected, the initial energy of the attacker can be

arbitrarily small, in a finite number of steps he can achieve

the expected purpose of the attack, but if the selected drive

node has bigger influence, the process of attack will be
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more easily, in the attack network model proposed in this
paper, that means the convergence rate of whole network
will be faster. This fact will be verified in the following
example.

B. Partly probability control

In the fully probability control, suppose that each node in
the network can be directly affected by the source node
(attacker), but this is not possible in a realistic computer
network, there must be some measures to prevent an
attacker from reaching the target, such as Access
restrictions, Implementation of defensive measures,
Physical link disconnection etc. This section will discuss
the controllability in this situation.

In the definition of attack network, we use a negative
number to represent a component node which is not easy to
be attacked, and use the absolute value of the negative
number to indicate the extent. Suppose that threshold
3(6<0) is the minimum value that attacker cannot control,
that means that if the attitude of a component node i is less
than & (¢;<d), then the component is not controllable (from
the attacker's point of view, it can not to be attacked); if the
attitude of a component node i is more than & (6;>6) and
after evolution the attitude is positive, then the component
is controllable; if the attitude of all component nodes is
positive, then the whole network is partly probability
control.

Definition 5: An attack network G(C,E), DcC is the set
of drive nodes, the initial attitude of source node is positive,

UcC\D , VieU , 6<é , |U|=m , VjeC\U, after a finite step
evolution, if ] >0, then the attack network is partly

probability control.

Take the weakly connected attack network in Fig (3) for
example again, if the node B is not controllable, node E in
close set {E, F, G} is controllable, all nodes in the close set
{E, F, G} will converge. According to this classification,
the nodes can be divided into {B} (immune closed set), {E,
F, G} (control closed set), and {A, C, D} (not in closed set).
Generally the random matrix of transition probability can
be simplified as ®=(R,,R,Rc) . in which R, is the
transfer matrix for immune closed set node, it represents the
impact of nodes that is not controlled by the source node;
R, Is transfer matrix for the nodes that is not in the close

set, it represents the impact among nodes; R, is transfer

matrix for the nodes that is in the close set, it represents
impact from directly attacked nodes by the source node to
the other nodes. Obviously the condition for the partly
probability control defined in Definition 5 is that the attack
impact of nodes in R is more than defense impact of nodes

in sJ{,(Eim(*ﬁc)k>lim(ml)k).
Theorem 2: The corresponding transition matrix R of

attack network in definition 5 is convergent, and the
sufficient condition for partly probability control is (1- R,

)_1( sBc - s°R| )>0-
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Proof: Proof of convergence. For simplified matrix
SR:(SR, Ry ,ﬂ%c) , the corresponding Markov chain has two
absorbing states, they are controllable state and immune
state, and all the nodes will reach one of the states in a
positive probability, also the two closed sets are strongly
connected and non-periodic, so the matrix R is convergent
[67]

Proof of sufficient. The transition matrix R (| R, [=n)
for the nodes that is not in the close set is a sub stochastic
matrix. Suppose that in R, , the set in which the sum of each

row is less than 1 is By, the set in which the sum of each row
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adjacency matrix graph of iR, any node in B, can access
the node in By, then when k—oo, (R, )k—>0. Here, we do not

prove the correctness of the conclusion *> %1, only give
examples of its specific application.

In Fig (3), suppose that B is an immune node, E is a
controllable node, then the sub random matrix of nodes
{A,C,D,F,G}which is not in close set is shown in R in Fig
(4), B={1,3,5}, B,={2,4}, in Fig (4) T is the directed
adjacency graph of R, and any node in B, can reach the

node in By, so when k—oo , (ERN)"—>O. Similar results can

is equal tolis By, The result of mathematical formula is ~ P& obtained for repeated calculations on %y
VieB,0<) R, <L YieB, Y R, =1|B,|+B,|=n, if in the
j=1 j=1
2/3 0 0 0 0 1 00 0O
5/22 0 9/22 8/22 O 1 0110
Ry=| O 0 2/3 0 0 , T={0 01 0O
0 0 0 3/4 1/4 00011
0 0 0 0 1/2 0 0 001

Fig4 the sub stochastic matrix and adjacency matrix for directed graph of {A,C,D,F,G}

Similarly suppose that D is an immune node, E is a
controllable node in Fig (3), then the sub random matrix of
nodes{A,B,C,F,G}which is not in close set is shown in R,

in Fig (5), B={3,5} , B,={1,2,4}, in Fig (5) T is the

2/3 1/3 0 O 0 1
0 1 0 0 0 0
Ry=[5/22 0 0 8/22 0|, T=|1
0 0 0 3/4 1/4 0
0 0o 0 0 1/2 0

o O - -

0

directed adjacency graph of R, and the node 2 in B;
cannot reach any node in Bj, in this case, when k—oo,
I!im(fRN)k is shown in Fig (5), (R, )k will not converge to 0.

000 0 08000
000 01 000
010,1@(5}%N)k=0 03 00 0
01 1 0 0 00O
001 0 0 00O

Fig5 the sub stochastic matrix and adjacency matrix for directed graph of {A,B,C,F,G}

According to the results of convergence, in the normal
state, the random matrix of attack network will converge to

a stable state, lim®* = ()5 (R (Re) ) because
Eilpo(ﬁiN)k and lim R* is idempotent, so:

lij[lo(mc)k =lim(l+%, +(R)?++ (R TR = (1-R) "R
Em(%.)k = lim(1+ %, +(R)’ o+ (R) TR = (1-R) 7R,
"-the condition for partly probability control is Em(mc)k >

lim(*ﬁl)k, S(=R) R > (1-R,) 'R, , From this we can

know that the sufficient condition for partly probability
control is(1- R, ) (R, - ], )>0. Proof finished.

In attack network, the effect of different nodes on the
spread of attack is different, the proving process of theorem
2 is not only given a sufficient condition for partly
probability control, and it also provides some methods for
the selection of the attacker's direct attack node (drive
node): repeat the calculation on the random matrix R and
the initial attitude 6 to get the weight of each node, when
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Eim(mc)k>|!im(ﬂﬁl)k, select the node which is connect to

probability immune node as the drive node, for better attack
effect, select the largest weight node in the adjacent nodes
of probability immune node, if there is more than one node
directly connected to probability immune node, then select
the out-degree bigger one.

C. Compared with the structural controllability
Paper [68] published the research of structural
controllability of complex network firstly in {Nature), after

that, research on this has entered a high point.
Controllability study is based on the classical control

dx(t) = Aex(t) + Beu(t))

dt

is generally used for this study, external controller achieve
his control objectives through the control input vector node
(matrix B) and the interaction among the nodes (matrix A).

Structural ~ controllability and the  probability
controllability of complex network model via attack
provided by this paper both want to discuss the evolution
process when the controller (source node) perform actions

theory, the theory of linear system (
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by driving the node and the conditions required to control
the evolution process. But the focus of structural
controllability is controllable conditions in theory rather
than specific methods or measures. During the attack,
attacker will adjustment his target and means. Therefore,
the focus of this paper is more about whether the evolution
of the results will result in loss and attitude trends in the
degree of loss, arrive at any state is not needed.

In structural controllability, the controllability condition
of complex network is the full rank (Rank(C)=n) of the
control matrix, but in this paper, the condition of fully
probability control or partly probability control is yﬂ(mc)‘f

>£im(snl)" . It can be learned that if a network is structure

controllable, the model proposed in this paper will be
established, but vice versa. It can be said that the model
proposed in this paper is a special case of structural
controllability in network attack and defense.

V. EXPERIMENTS AND ANALYSIS

In order to verify the correctness of the proposed model
and analysis method. Firstly, a typical example of Web
information system is constructed according to the
traditional approach of attack graph analysis, topology
structure is shown in Fig6, The environment used in the
experiment is Intel i5-2430M@2.40G processor, 4G
memory, Windows?7, the algorithm is realized by C#.

In Fig6, there are 4 servers in the experiment, 10.10.0.10
is web server, windows operating system, which provide
service through three network components: IIS, Apache
and FTP, The Internet users can access one of them through
the firewall; 10.10.0.11 is database server, windows
operating system, and has SQL server and RPC two
network components; 10.10.0.12 is mail server, windows
operating system, provides Email and Rshd service;
10.10.0.13 is file server, Linux operating system, provides
Telnetd and Ftp services.

According to the set of network security rules, internet
users can access I1S and Apache service on Web server, 10
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server can be remote to the database server and mail server,
apache component can access the Email service on 12
server, 1IS component can access the Sever SQL database
on 11 server, the Ftp service on 10 server can interact with
the Ftp component on the file server, The Rpc component
on the database server and the Rshd component on the mail
server can be remote to the Telnetd component on Linux

server.
FireWall DIDS
g

e

&

Internet

10.10.0.13
10.10.0.10

Fig6 Topological map for experimental network

Suppose there is a Null.htw vulnerability on the IIS
component, through which attacker can get the host Root
permissions, there is a remote command injection
vulnerabilities on Apache and there is Outlook URI
vulnerabilities on the Email component, There are FTP
directory traversal vulnerabilities on both 13 and 10 Ftp
component, there is RPC request buffer overflow
vulnerability on Rpc component, Rshd component allows
the user to perform remote shell commands with Root
identity, the Telneted component has an input validation
error that allows the visitor to obtain remote administrator
rights.

In this example, we refer to the attack and defense
strategy and its quantification results in paper [50], and use
this as the attack gain for each link, The graphical
description of the experimental attack network is shown in
Figure 7 (a), According to the calculation method in
definition 4, the Markov chain of the experimental attack
network is shown in Figure 7 (b).



INTERNATIONAL JOURNAL OF CIRCUITS, SYSTEMS AND SIGNAL PROCESSING

13-Linux

13-File
(a) the attack network for experimental network
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13-Linux

13-File
(b) The Markov chain of experimental network

Fig7 the graphical results for experimental network

In Fig7 (b), besides the attack node (source node) Eve,
there are two minimal closed sets:{10-11IS} and
{10-Apache}. According to the inference 1, the number of
driving nodes for fully probability controllability is equal to
the number of minimal closed sets, so if Eve selects 10-11S
and 10-Apache as the drive nodes, then entire network can
be fully controlled (Theorem 1).

In fully probability controllability, the impact of each
node in the network is different. One way to calculate the
influence of each node is to get the limit Eﬁn R* of the

transition matrix R , another way is make the multiplication
on initial impact vector and transfer matrix repeated as
shown in Fig8. The calculation results show that the effect
of three nodes 10-11S, 11-Windows and 10-Windows is
larger, according to the attack graph shown in Figure 7 (a),

13 will through the three nodes. Figure 9 shows the
different convergence rate in different states. Without
attack, components in network will affect each other, the
convergence process and rate is shown in Figure 9 (a),
Figure 9 (b) and Figure 9 (c) show the number of rounds
needed for network convergence when 10-1IS and
10-Apache are selected as the drive node respectively.
From the results, we can see that the greater the impact of
the driving node, the faster the convergence of the network
and the easier the attacker to achieve the purpose of
controlling the entire network. In the early analysis of
attack graph 89 the attack path through 10-11S and
10-Apache will be treated equally, but from the analysis of
this paper, the harm degree by the 10-11S is greater, the
rational defender should take this as the starting point to

there are 15 paths from Eve to 11-SQL or 13-File, in which camy on the defense measure.
008 o8] 2 12 0o O O O O O O O 0O O ©0 0 o071 [151T
10-Windows| 0.9 0 3 14 0 0 0 0 O 0 00 0 0 0 O 1.05
10-Apache (08| |58 38 0 0 O O O O 0O O O O 0 0 O 0.2
10-Ftp |03 0 0 711 411 0 0 0 O O O 0 0O 0 0 O 0.26
11-Windows| 0.9 0 0 /0 0 0 900 0 0 0 O0 0 0 0 O 1.38
11-SQL |05 0 331 0 0 O 8110 O O O O O 0 0 O 0
11-RPC |03 0 0 0 0O 0 710030 0 00 0 0 0 O 0.54
12-Windows|09| x{ 0 0 35 0 O O O 0O 25 0 0 0 0 0 0 |=075
12-Email | 0.3 0 0 0 30 0 0O 0 O 7100 0 0 0 0 O 0
12-RSHD |0.3 0 0 0 0O O O 0 O 35 025 0 0 0 0 0.57
13-Telneted | 0.9 0 0 0 0O O O 0¥ 0 012 0 0 0 O 0.1
13-Linux | 0.3 0 0 0 0O O O 0 O 0 O 0 110 910 0 © 0.75
13-File |0.3 0 0 0 O O O O O 0 O 0 417 817 0 517 0
13-Ftp  |0.6 0 0 O O0 3 0 0 0O 0 0 0O 0 47 0 0O 0.09
Ew [1] |1 o o 0 O O O O O OO O O O O] |[17]
Fig8 the calculation process of influence weight for each node
B Y 1 —
:/ — ;\\\ /f/ :
o op 0

-1 \ L | -1 |

10 15 20 25 30 35 40 45 0

6810121416182

5 10 15 20 25 30 35 40 45

!
(a) the reqU|red number of rounds without attack (b) the required number of rounds when attack 10-11S (c) the required number of rounds when attack 10-Apache
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Fig9 the convergence rate of experimental network under different conditions

In the above fully probability controllability analysis, do
not consider the impact of the attack and defense measures,
which means the impact of the attacker can be transmitted
directly between the nodes, but the actual situation is far
from this. Existing models use some other methods to
describe the uncertainty, such as Attack success probability
1045471 Offensive and defensive game [***5% Correlation
analysis ***** and so on, most of them get the harm degree
of each attack sequence or the importance of some key
nodes, etc. the selection of defense nodes, especially the
effect after defense is rarely analyzed and discussed.
Defense for each vulnerability is impossible, so the focus of
this paper is that under the limited defense, how is the
network’s security state.

In the simulation example shown in figure 6, defense
measures can be divided into 5 kinds, they are (a) 10-11S,

O(that means the threshold &=-1) when defense exists.
According to theorem 2, the calculation results of partly
probability control under different defense measures can be
get (as shown in Table 1), According to the calculation
results only 10-11S, 10-Windows defense can prevent the
attacker to achieve the results of partly probability control.
The graphical results of attack networks in Fig7 (a) shows
that if the attacker cannot affect the 10-Windows, 10-11S
two nodes, most of the attack path will be interrupted. The
results from table 1 also shows that 10-Apache defense
cannot play the desired effect, which is different from the
classical attack graph analysis model it is because the
10-Apache defense will be much less affected than the
attacker's attack on10-11S. So in Fig6 the optimal defense
strategy of the experimental network is repair Null.htw
vulnerabilities on 10-11S component, for other components,

10-Windows defense, (b) 10-Apache defense, (c) just need to update the patch properly, and ensure the access
11-Windows defense, (d) 12-Windows defense, (E) policy is correct.
13-Linux defense. Suppose that the attitude of attacker is
Tablel the calculation results of partial probability control under different defense measures
Controllable B, (the set that the sum of each . .
Defense nodes - B,(the set that the sum of each row is equal to 1) Conclusion
nodes row is less than 1)
10-11S 10-Ftp, 11-Windows, 11-SQL | 11-RPC, 12-RSHD, 13-Telneted, 13-Linux,
10-Apache N ) ] ) No
10-Windows . 12-Windows, 12-Email 13-File. 13-Ftp
10-Windows. 10-Ftp. 11-SQL 11-Windows, 11-RPC, 12-Windows,
10-1s 10-Apache : 12-RSHD. 13-Telneted, 13-Linux, 13-File, Yes
. 12-Email
13-Ftp
10-11S ) 10-Windows, 10-Ftp, 11-SQL | 12-Windows, 12-RSHD. 13-Telneted.
> 11-Windows Yes
10-Apache . 11-RPC, 12-Email 13-Linux, 13-File, 13-Ftp
10-11S ) 10-Windows, 10-Ftp, 11-SQL | 11-Windows, 11-RPC, 13-Telneted, 13-Linux
> 12-Windows Yes
10-Apache . 12-Email, 12-RSHD . 13-File, 13-Ftp
10-11S _ 10-Windows, 10-Ftp, 11-SQL | 11-Windows, 11-RPC. 12-Windows,
* 13-Linux Yes
10-Apache . 12-Email, 13-File, 13-Ftp 12-RSHD, 13-Telneted

At present, there is not a common data set or test model
for the horizontal comparison among different models.
Almost every article will illustrate the validity of the model
and analysis method as this section shows. Compared with
the early attack graph model 1 the construction process
of the model proposed in this paper can be completed with
the wvulnerability scanning tool, no more algorithm is
needed to do the conversion process of pre-condition and
post-condition. At the same time, each node in the attack
graph is the component of the network host, which is a
natural abstraction based on rights relations and connection
relations. Compared with the paper [31],[33],[47] etc., it is
more concise and clear, and there is no ambiguity, no need
to carry on the individual description to each element in the
chart. The results of paper [10],[40] is state attack graph,
although some simplified algorithm is put forward at the
same time, for large scale network security analysis, there
will be the risk of state space explosion. Based on the
logical cause and effect relationship, this model is more
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suitable for large scale networks, because the time
complexity is polynomial time on both model generation
and model calculation or analysis (time complexity is
O(n?)). More important is that this model can give the key
point of defense when get the conclusion whether the
network is safe, sufficient conditions for partly probability
control can give a theoretical and accurate solution whether
a defense measures can meet the security policy.

VI. CONCLUSIONS

This paper divides the process of network security
analysis based on formal model into 4 main steps, does
detailed summary of the current research status for each
step, and makes clear that using stochastic model for
network security analysis will be the main direction.
Referring to the concept of complex network
controllability, this paper refine the granularity of the
description of the traditional attack graph to component
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level, and use a directed weighted graph to represent the
diffusion process of an attacker's rights; after the definition
of attack network and transfer matrix, this paper also give
out the criterion condition for fully probability control or
partly probability control, and discuss the relationship
between probability controllability and traditional structure
controllability; finally show the basic process of the model
by a typical experiment and simulation experiment, The
analysis results show that with polynomial time complexity
it can be used to analyze the security of large scale network,
provide an effective selection of defense nodes, and do
validation of the effectiveness of the defense strategy.

In this paper, we use intrusion detection data set for
attack analysis first time, but there are obviously a lot of
shortcomings when using the classic data set for attack
model algorithm validation, besides most of the
quantitative results used in this paper are based on expert
experience, so it will be the important research direction on
constructing a data set suitable for large-scale network risk
assessment analysis and objective quantification of the
attack attributes.
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