
  
Abstract – A process of industrial control system design contains 

a set of steps. The result of the design process is significantly 
influenced by quality of execution of each step. An important phase 
of the design is a testing on different level of the design. The testing 
process influences a commissioning of the control system which 
follows the design process. The article describes innovative approach 
of automated control system design and analyses the possibilities of 
model based testing and commissioning. Both, the automated control 
system design and model based commissioning increase efficiency 
and quality of engineering process and of the designed control 
system. The model based commission is very close to digital twin 
approach which is one of important trends in automation. 
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I. INTRODUCTION 
NDUSTRIAL control system design is a complex process 
which contains a number of steps. The result of design is 

strongly influenced by this process, especially properties as 
quality of control applications, efficiency of design, system 
reliability, sustainability and further extension of the control 
system. 

The control systems are generally defined as a subset of 
the general concept of the system, which is defined in the 
IEEE standard glossary as “a collection of components 
organized to accomplish a specific function or set of functions. 
[1] 
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The main specifics that distinguish them from other 

systems interaction with environment (represented by other 
systems, hardware and software entities, people, the physical 
world, etc.) and the fact that controllers typically have to react 
with the surrounding environment in real time. 

The majority of resources in this area is focused on design 
of control application. There are many approaches how to 
proceed with the design of control application. The aim of 
these approaches is an effective design of a high quality 
application from the perspective of the structure, readability, 
extendibility, level of hidden faults, efficiency of 
commissioning etc. [3]-[4] 

A typical example of control application design is so called 
V-model which is used for standard control applications as 
well as for functional safety control applications. V-model is a 
graphical representation of a process system design used from 
facilitating the understanding of complex systems to detailed 
description of the various stages of the system life cycle. It has 
a characteristic V-shape in which the left side represents the 
decomposition and the specification of the system, while the 
right side represents a system integration and validation. [2] 

 
Fig. 1 Control system design by V-model. 

The control application and its quality are a very important 
aspects but from the point of view of the entire industrial 
control system design, this is the last step. To achieve proper 
functionality and quality of control applications, several levels 
of testing are necessary, as described in figure 1 – unit tests, 
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integration tests, whole system tests and user acceptance tests. 
In case of control applications, the processing of the tests 
requires to connect control system to a controlled system, or to 
a model of controlled system. The control system could be 
tested if real or simulated technological signals are connected 
to the control system.  

The subject of the research described in this article is based 
on requirements of the industrial engineering companies that 
need to increase their efficiency work and increase the quality 
of the projects. 

The aim of the research is to look at the design process on 
a wider scale and include all design steps which are typically 
solved by these engineering companies during industrial 
control system design during “automation project”. The other 
aim of the work is a demonstration how designed control 
system could be tested and commissioned using modelling and 
simulation. 

DESIGN STEPS IN AUTOMATION PROJECT 
It is necessary to look at the design process in complex view. 
In following text, authors will describe design process in a 
machinery application area, but it could be applicable also in 
other application areas, especially in the process automation 
and others. 

As the first step in system design could be considered a 
definition of requirements by a customer. This step is in fact 
outside of the design process, but it is a very important clear 
understanding of customer demands by engineering company. 
The close cooperation of customer and engineering company 
in this phase is very advantageous for whole following 
process. The results of this steps are: 

• Definition list of mechanical requirements. 
• Functional analysis of whole machine. 

The first step in engineering process is mechanical design. 
The mechanical design solves all mechanical aspects of the 
machine, especially: 

• Construction concept assuring required operation. 
• Dimensioning. 
• Definition and construction design of all subsystems. 
• Design of movable/solid parts. 
• Functional safety aspects. 
• Etc. 

The mechanical design brings important results from the 
point of view of industrial control system design. The 
mechanical design specifies information about specific 
components of a machine that will be subjects of control. 
Especially, the following components should be mentioned: 

• Motors and drives. 
• Another machinery components. 
• Requirements for sensing and actuating. 
• Etc. 

This information is the basis of Motor Control and 
Instrumentation List which is discussed in following section. 

The next step that follows of that could run partially in 
parallel with mechanical design is an electrical design. The 
main goal of this step is: 

• Specification of all components which will be a part of 
an electrical equipment of the machine. 

• Scheme of an electrical circuit. 
• Definition of technological signals. 
• Functional safety aspects. 

The electrical design is an essential step of a control 
system design. It brings very important information that have 
to be used during the design of a control application. 

The combination of specific information from mechanical 
and electrical design are combined in Motor Control and 
Instrumentation list, which is a basic data source for following 
design steps. Another important result is a list of technological 
signals. 

Steps mentioned above are preparatory from the point of 
view of a control application design, but they bring an 
important information that have to be used during the control 
application design. The way of using this information could 
significantly influence the efficiency and the quality of control 
application design. 

A typical industrial control system in machinery and also 
other industrial branches contains real time control system and 
human-machine interface. A real time control system in 
standard applications is typically based on programmable 
controllers in centralized or distributed architecture. Human-
machine interface could be typically realized as operator panel 
or as PC computer with SCADA software. 

As the PLCs and HMI operator panels are typical 
instruments in machinery automation, the following text will 
be mostly focused on this configuration nevertheless the 
described approaches are general and could be use also in 
another configuration and in another application areas. [5] 

The design of control application for system based on 
programmable controllers is a discipline in which could be 
used a lot of approaches but there is not any approach required 
for example by international standards. The companies have 
usually their own internal standardized procedures to design 
applications. The example of well known general approach is 
described in Fig. 1, but different approaches could lead to well 
designed control application. In all cases, important initial 
conditions must be met to enable effective and quality design 
of the applications: 

• Availability of complete and consistent data from 
mechanical and electrical design – list of components, 
subsystems, electrical scheme etc. 

• Availability of complete and consistent list of 
technological signals including ranges, measurement 
requirements, processing requirements etc. 

• Functional analysis of whole machine (system). 
• Definition of internal information signals (e.g. statuses, 

commands, alarms) that are related to used components 
and subsystems. 
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• Required connection to human machine interface, signals 
and variables required for visualisation application. 

The following text will deal with collecting of all 
mentioned information and their transfer within the design 
process. 

II. DEFINITION OF LINKS BETWEEN STEPS 
In previous section, the following main steps were defined 
based on analysis of design procedures of engineering 
companies: 

1. Definition of requirements by a customer. 
2. Mechanical design. 
3. Electrical design. 
4. Design of control application. 
5. Design of visualization application. 

The steps 1 – 3 are usually solved in different engineering 
CAD/CAE systems and another tools, and also in different 
engineering departments in company. These facts usually lead 
to situation that control engineer have several resources, from 
different software tools, from different departments. Data 
could have non-uniform format or format which is not suitable 
for direct use in control systems programming tools. [6] 

Usually the first task for control system programmer is to 
compile all these resources to obtain initial information for 
control application design process. This task is essential for 
the control application design process but as it could bring in a 
lot of potential errors to control application in case it is done 
in wrong way. As this procedure contains a lot of manual 
work and the programmer usually has to handle with 
hundreds/thousands of items, the risk of faults is quite high. 
This procedure has also significant influence on efficiency of 
the control application design process. 

III. ANALYSIS OF DATAFLOWS 
To be able to increase the effectivity and quality of the design 
process, the thorough analysis of design procedures of selected 
engineering company was done. The aim of the analysis was a 
definition of all involved parties, data structures and 
workflows within the design process of automation project. 

The main parties involved are following: 

• Mechanical engineer. 
• Electrical engineer. 
• PLC programmer. 
• Human machine interface programmer. 
• Other specialists involved to simulation, testing, 

commissioning and other activities. 

The mechanical engineer, electrical engineer and PLC 
programmer have an insight and understanding of controlled 
system and they could specify data structures and dataflows 
and they are responsible for data content. [7]-[8] 

The result of the analysis is described in Fig. 2. The 
mechanical engineer is at the beginning of the process. The 

result of his activity is (except of own mechanical project) so 
called Motor Control and Instrumentation List (MC&Instr. 
List). The MC&Instr. List is filled by the data from 
mechanical project and it is one of the inputs for electrical 
project. Electrical engineer uses this result and work on 
electrical project. The electrical engineer amends MC&Instr. 
List and creates so called IO List e.g. list of technological 
signals. Composition of these results leads to creation of the 
Definition List. The Definition List is common data repository 
which is main structure for exchanging data from initial steps 
of automation project to steps dealing with PLC and HMI 
application design The Definition List contains objects and 
others information that could be imported to the applications.  

Definition List could be then used to generate a PLC 
program structure, to generate list of variables, IO signals, 
data structures as well as it could be finally used also for 
generation of program code basis. Definition List could be also 
used for generation variables and structures to HMI 
application and to simulation. [9] 

There are black and blue items in Fig. 2. The black items 
and flows show the activities which are done especially by 
manual work, the blue items and flows shows activities which 
could be done automatically (despite of fact that they are 
usually done also manually in companies). 

 

 
Fig. 2 Description of involved parties and dataflows within the  

design process of automation project. 

Next result of the analysis is activity diagram in Fig. 3 of 
parties involved in the automation project. The figure shows 
by different way the process that was described in the text 
above. There is better visible the key role of PLC programmer 
in the process. All the information from previous steps are 
collected in the beginning of control application design step in 
the form of Definition List. The way of using this information 
and way of providing them to HMI step and simulation step is 
crucial in whole automation project. 
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A. Definition List Structure 
The Definition List contains objects. An object is a particular 
subsystem or component of controlled system, such as drive, 
hydraulic pump, valve etc. The object could be also a general 
subsystem related to controlled system, as diagnostic 
subsystem or processing analog signals. 

Each object must have assigned identifier – symbol, data 
type, data area, description and it could be assigned also an 
algorithm/program code. 

The control application must be able “to handle” with each 
subsystem represented by the particular object. It is necessary 
to know an object status and to influence the object. Usually it 
is also necessary to provide information about faults of the 
object which could be done by alarm messages. 

  
Fig. 3 Activity diagram of automation project. 

So, the object in Definition List is represented by: 

• Symbolic name of the object (identification). 
• Object description. 
• List of statuses. 
• List of commands and setpoints. 
• List of faults/alarms. 

The statuses, commands, setpoints are usually represented 
by variables of any elementary data types, while alarms are 
usually represented by a message text. 

B. Linkage with control algorithms 
The approach described in this article consider the Definition 
List as a basic source of information to create structure, 
variables, signals, data structures in control application. It 
reduces significantly the volume of manual work and reduce 
possible faults. 

There is other possible use of Definition List that can 
further increase efficiency of control application design. If the 
object represents a typical sybsystem which is used in 
different type of controlled systems, machines, the engineering 
companies could have already prepared control algorithms for 
such sybsystems. The control algorithm could be represented 
for example by a function block created by using the 
programming languages according IEC 61131-3. [10]-[11] 
Then the Definition List is also used to generate the basic 
program code of a control application. The PLC programmer 
then add a specific algorithm and other aspects of the 
application which are necessary for particular machine. [12] 

C. Possibilities of automated programming 
The systematic work with data which are generated during the 
whole process of automation project can lead to a real internal 
standardization of control system design. It increases 
efficiency and it could lead to a high level of automated 
programming. If the company is focused on a particular 
application area there is a high probability that a lot of 
subsystem are used repeatedly. Then the company could have 
a libraries of “macros” which contains: 

• Typical mechanical construction of a subsystem as part 
of CAD project. 

• Typical electrical configuration of a subsystem as part of 
CAE project. 

• Statuses, commands, setpoints, alarms of sybsystem. 
• Function block to control a sybsystem. 
• Visual component to display a subsytem on HMI. 
• Block to simulate a subsystem in a simulation software. 

In such case, there is a real chance to solve number of 
steps within the automation project very effectively and 
automatically. The PLC programmer will do an adaptation and 
tuning of the application to particular controlled system 
condition. 

The control application programming tools of main PLC 
producers have provided in last few years possibilities of 
automated programming or possibilities of external access to 
control application that can be used for automated 
programming. [13]-[14] 

As most of the steps regarding dataflows within 
automation project are general, vendor independent (IO List, 
MC&Instr. List, Definition List), the final goal of the process 
is automated generation PLC program or HMI application 
which are vendor specific. 

One of possible tool is TIA Portal V14(15) which is used 
for programming PLCs Siemens Simatic S7 to test proposed 
approach. TIA portal provide an interface TIA Openness built 
on .NET Framework. TIA Openness can be used for accessing 
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the TIA Portal project by external applications. This fact can 
be used to automate the control application development. [15]-
[16] An external application can access TIA Portal project. 
The data could be imported to or exported from TIA Portal 
project in *.xml format. The selected component of TIA Portal 
application can be exported, modified in external application 
and imported back. Generally, TIA Openness enables 
opening/closing TIA Portal PLC project, open and modify 
hardware configuration, compare offline and online project, 
import and export of program blocks, data tables, data types 
technological objects etc. Similar functions could be used also 
for TIA Portal HMI project. [17] 

Therefore, TIA Openness is a suitable tool for 
implementing described approach in which all suggested 
functionalities could be tested. Based on specified concept and 
on the possibilities of TIA Openness, the software tool for 
generation of control application data and program was 
developed. The structure of the developed tool is described in 
Fig. 4. The basic data source for the tool are data represented 
as objects. The source of the data, as mentioned above, is 
Definition List in *.xls format. Raw data are read by Load. The 
data could be then saved to User data storage by Save in XML 
format and read back by Load. These functions enable saving 
and re-reading the current state of application. The data in 
XML format could be then used to generate TIA Objects and 
create by this way the basic structure of program in TIA 
Portal. 

It is also possible to read current application from TIA 
Portal. To do it in a safe way, there is Helper objected data 
source to which data from TIA Portal are read and then 
compared with Main objected data source. The user can 
accept or do not accept detected changes. The data from Main 
objected data source could be exported back to Definition list. 

 
Fig. 4 Dataflow in developed tool for generation of control 

application. 

IV. MODEL-BASED DESIGN 
Testing and commissioning based on modelling and 
simulation could reduce the time of design process and could 
help in verification phase especially when testing on real 
controlled system is not possible. The approach in which are 
models used in systems design is generally called model-based 
design (MBD). [26] The MBD are usually considered set of 
methods describing specific problems associated with design 

of complex control including signal processing and 
communication systems.  

The model helps people to know, understand, or simulate a 
subject the model represents. The model is a representation of 
controlled system providing technological signals and 
behavior of controlled system which is then used for testing of 
control system functionality. Generally, the model could be 
physical (represented by real system) or mathematical 
(represented by mathematical description). The mathematical 
model consists of an abstract system of mathematical relations 
that describe the properties of examined device. An 
implementation of mathematical models and experimenting 
with them is the subject of the simulation. [18]-[19]-[20] 

The models are used instead of real controlled systems in 
the phase of testing of control application and can help 
especially in situations when real systems are not available or 
when testing activities could cause a damage on real systems. 
The process of using a model for testing can be divided into 
following stages [21]:  

• Analysis and design of a model of a system. 
• Verification and tuning the model. 
• Analysis and implementation a control 

algorithms/application. 
• Verification and tuning controller. 

• Testing the control application by simulation on the 
model. 

The standard approach of software design which is not 
based on modelling doesn’t contains a creation, a verification 
and a tuning of the model. These steps are additional and 
consume an engineering time. So engineering company need 
to consider whether potential benefits outweigh the 
disadvantages. [22] 

A. Strategies of model based design 
The approaches are called as model-based design could be 
divided to several categories according a way of realization 
and using model in a design process. [26] Basic categories are 
following: 

• Model in the loop (MIL) – the control system as well as 
controlled systems are simulated. So the design and 
testing process are performed without any physical 
hardware components - virtual representation of both 
parts. 

• Software in the loop (SIL) – developed control blocks 
are replaced in the simulation by software code 
representation which means the inclusion of compiled 
production software code into a simulation model. There 
is possible to use automatic code generation functions 
from specific control blocks.  

• Processor in the loop (PIL) – the control algorithm is 
operated on target control device. The model of the 
system is built by a specific tool, usually based on a 
software modeling tool on PC computer. The simulation 
is then running on this computer and the target control 
device is connected by communication network. 
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• Hardware in the loop (HIL) – similar like PIL but target 
control device and the simulation device are 
interconnected by real technological IO signals.  

• Rapid Control Prototyping (RCP) – this approach 
enables to design, test, verify and tune control strategies 
on a target hardware or a RT simulator connected to real 
(not simulated) prototype of controlled system. 

 
The SIL, PIL simulation strategies are widely used in 

engineering practice of companies focused on industrial 
automation. The HIL simulations are usually advantageous in 
more demanding applications. [23] [24] 

B. The digital twin 
The digital twin concept extends an approach of modelling the 
system. The digital twin concept is much more complex. It can 
be used to understand, predict, and optimize performance of 
the system in order to achieve improved business outcomes. 
As mentioned above, the digital twin is created during system 
design and remains connected to a system during whole its 
lifecycle. [25] 

The digital twin is usually described as a complex of three 
components: a data model, a set of analytics or algorithms, 
and a knowledge. [26] 

The digital twin is more complex but gives more features. 
It brings complete virtual design of product or system and is 
used for number of other purposes then only testing and 
commissioning. 

V. MODEL BASED TESTING AND COMMISSIONING APPLICATION 
EXAMPLE 

The application example is based on design of a laboratory 
production that performs an assembling of defined products 
built from Lego bricks. The production line contains different 
types of subsystems – conveyor belt, drives, robotic arms, 
pneumatic components etc. The control system is based by a 
programmable controller and operator panel. Robotic 
subsystems have their own controllers (in Figure 5).  

As the production line were designed virtually in selected 
CAD system the data from this mechanical design were then 
used for automated control system design as well as for testing 
of control application. [26] 
 

 

Fig. 5 CAD design of the production line. 

 

The following aspects were considered within pilot project 
design: 

• Obtaining data from MC&Instr. List and IO List. 
• Creation of Definition List. 
• Definition of statuses, commands, setpoints, alarms of 

sybsystems. 
• Composition of basic structure of PLC TIA Portal 

project. 
• Composition of basic structure of HMI TIA Portal 

project. 

A. Automated control system design 
The MC&Instr. List and the IO List are based on mechanical 
and electrical design. The data are compiled by software tool 
and the Definition List is automatically created. When the 
Definition List is completely created and verified, the 
automatic generation of the control application could be done. 
The program structure, all the lists of technological signals, 
variables, data structures, data types, statuses, commands, 
alarms lists etc. are generated automatically. The programmer 
then during the process of implementation of application can 
modify the lists of items and all the changes will take effect 
also in Definition List and vice versa. So, Definition List is 
real, basic, continuously upgraded data source for control 
application with minimal risk of errors and inconsistency. The 
additional control algorithms which are not generated 
automatically are completed by programmer. The automated 
generation of the basis of automation project reduces routine 
tasks which could causes errors in control application. 

Also, connections between PLC application and HMI 
application are generated as well as alarm messages. 

B. Testing and commissioning 
The testing and commissioning of control application is based 
on PIL model of controlled system. The inclusion of the model 
to a structure of control system is described in Figure 6. 

 

Fig. 6 Testing and commissioning using by PIL/HIL model.  
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Advantages of this approach: 

• In this configuration, the real PLC could be used while 
remote I/O modules and signals connected to these 
modules are simulated. So a configuration of the control 
system hardware is the same as during the real 
commissioning. 

• If the used software does not have a description of the 
peripherals used, it is possible add to this simulation 
mode additional information to describe the real remote 
I/O modules or motors drives, etc. This additional 
information could be in GSD files or similar. 

• Comfortable testing of process software during 
construction of the final process line. 

• The opportunity to train service technicians during 
virtual testing. 

• Switching from simulated mode to real mode is made 
simply by replacing simulated periphery by real 
periphery. 

• When the model is based on CAD design with exact 
dimensioning, the testing and commissioning is made in 
conditions which are very close to real system. [26]   

CONCLUSION 
 The main goal of the article is description of an approach of 
automated design of control system followed by model based 
testing and commissioning. The steps of the design process 
were presented, the data generated in each step were analyzed 
and possibilities of automation of design process were 
summarized. All these parts were specified with cooperation 
with engineering company focused on machinery automation. 
The result of the design process was then tested by a 
simulation based on PIL model. The basic steps needed for 
simulation were described in application example. The 
described approach is now implemented to engineering 
procedures of mentioned company and tested in real 
applications.  
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