
 

 

 
Abstract—Network security is required more by the development 

of e-commerce. Data encryption is an effective method to ensure 
network security. In this paper, Advanced Encryption Standard (AES) 
algorithm and Elliptic Curve Cryptography (ECC) algorithm were 
analyzed, and their advantages and disadvantages were found. Then a 
hybrid encryption strategy based on AES and ECC was proposed for 
the security protection of e-commerce networks. The performance of 
mixed encryption strategy was analyzed through different 
experiments, and it was found that AES algorithm and ECC algorithm 
had obvious advantages in symmetric and asymmetric algorithms. 
AES+ECC hybrid encryption strategy had lower space complexity 
and higher security. It took only 1000 ms to process 50 M packets. 
Experimental results demonstrated the reliability of AES+ECC hybrid 
algorithm. It provides some theoretical basis for its application in 
e-commerce network security protection. 
 

Keywords—e-commerce, mixed encryption, data encryption, 
advanced encryption standard, elliptic curve cryptography, network 
security.  

I. INTRODUCTION 

-COMMERCE is a form of using computer network to 
carry out business activities, and an efficient and low-cost 

way of consumption. Network security is a key issue in the 
development of electronic commerce. A lot of important 
information and data are stored in the network. However, due 
to the openness of the network and the complexity of the 
network environment, e-commerce data are easy to be attacked 
by eavesdropping, tampering or malicious destruction [1], 
which seriously hinders the good development of e-commerce. 
Data encryption technology is a key technology to realize 
e-commerce network security protection [2]. However, due to 
the large scale and complexity of e-commerce data, the security 
of traditional single encryption algorithm cannot be guaranteed 
[3], while this deficiency can be made up by mixed encryption 
methods. Cheon et al. [4] proposed a hybrid homomorphic 
encryption algorithm. Public Key Encryption (PKE) and 
Slightly Homomorphic Encryption (SHE) are combined to 
reduce the storage requirements of the algorithm. Kuppuswamy 
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et al. [7] combined public key encryption based on linear block 
ciphers with private key encryption based on simple symmetric 
algorithm to obtain a mixed encryption method. It effectively 
solves the problems of user privacy protection and 
authentication, and has high security. Advanced Encryption 
Standard (AES) and Elliptic Curve Cryptography (ECC) 
algorithms are studied in this paper. An AES+ECC hybrid 
encryption strategy is designed and its performance is 
analyzed. It is proved that this method has high security and 
high speed, and can realize the security protection of 
e-commerce network.  

II. DATA ENCRYPTION TECHNOLOGY 

Data encryption means that the plaintext of information is 
encrypted by some algorithm and transformed into 
unrecognizable code. The conversion of code to plaintext is 
only possible with the corresponding key. In this way, 
information and data can be guaranteed not to be stolen and 
tampered, so as to achieve network security protection [8]. 
Plaintext, ciphertext, key and algorithm are generally included 
in a data encryption technology. It is supposed that the 
encryption key is expressed as KE , the decryption key is 

expressed as KD , the clear text is expressed as M , and the 

ciphertext is expressed as C . The encryption process can be 
expressed as ( ) CMEK = . The decryption process can be 

expressed as ( ) MCDK = , and the relationship between 

encryption and decryption as ( )( ) MMED KK = . 

Data encryption technology needs to meet the following 
conditions: (1) the password system is uncrackable, or the cost 
of cracking is higher than the benefit of cracking; (2) it can be 
applied in different users and occasions, with a wide range of 
applications; (3) matching with the computer communication 
system and having no influence on the speed of system 
operation. 

Current data encryption technologies can be mainly divided 
into two types: symmetric encryption such as data encryption 
standard (DES), International Data Encryption Algorithm 
(IDEA), AES, etc. and asymmetric encryption such as RSA, 
Rabin, McEliece, etc. Symmetric encryption technology has 
the advantages of fast encryption speed and short key length in 
big data encryption. However, there are some disadvantages 
such as difficulty in key management and transmission. 
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Asymmetric encryption technology has large key space and 
high security, but long key and slow encryption speed [9]. The 
hybrid data encryption policy can fully exploit the advantages 
of both encryption techniques. Therefore, in this paper, AES 
algorithm in symmetric encryption technology and ECC 
algorithm in asymmetric encryption technology are combined 
to form a hybrid encryption algorithm for the network security 
protection of e-commerce. 

III. AES ENCRYPTION ALGORITHM 

AES [10] is a symmetric encryption algorithm with higher 
security than DES, which has been widely used in many 
industries and fields. AES is an iterative block encryption 
algorithm with block and key lengths of 128 bits, 192 bits and 
256 bits. The number of cycles for encryption and decryption of 
keys of different lengths is shown in Table I. 

 
Table I Number of AES cycles 

 Key block 
length 

Data block 
length 

The number 
of cycles 

128 4 4 10 
192 6 4 12
256 8 4 14 
 

The AES algorithm mainly includes four steps: s-box change, 
row shift, column mixing and round key addition. The 128 bits 
grouping length and the 128 bits key length are taken as 
examples. The algorithm steps of AES are shown below. 

(1) Exclusive OR (xor) operation is carried out with the 
extended key. 

(2) s-box change: each byte is treated as an element in the 
finite domain k, and the multiplicative inverse is mapped and 
affine transformation is performed:  
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(3) Row shift: The principle of byte displacement in a 4 × 4 

matrix is shown in Fig. 1. In Fig. 1, the first row remains the 
same. In the second line, 1A  byte moves. Then 2A  bytes in the 

second line moves. In the third line, 3A  byte moves. The 

values of 1A , 2A  and 3A  are taken according to different 

ciphertext lengths. 

 

(4) Column mixing: Each column in the matrix is regarded as 

the polynomial ( )xa  in ( )82GF  multiplied by the known 

polynomial ( )xb . The result is processed by modular 1+4x  

operation, and ( ) ( ) ( ) ( )1+mod= 4xxbxaxc  is obtained. The 

principle is shown in Fig. 2. 

 
(5) Round key addition: the bytes in the corresponding 

matrix of round key is performed by xor and the key is mixed. 
The principle is shown in Fig. 3. 

 
The AES encryption algorithm supports different key 

lengths. It runs fast and has low memory requirements. 
However, in this algorithm, a large number of keys are needed 
to implement encryption and decryption, and the storage and 
management of keys are very difficult. Therefore, the use of 
AES alone cannot meet the needs of big data encryption and 
decryption in e-commerce networks. 

IV. ECC ENCRYPTION ALGORITHM 

In the asymmetric encryption algorithm, ECC has the 
advantages of high security, low storage space and low 
bandwidth requirements [11], which has been widely used. 
ECC algorithm is based on elliptic curve discrete logarithm 
problem. All the coefficients in the curve equation 

64
2

2
3

31
2 axaxaxyaxyay 

 are elements in 
the finite field ( )pGF , where the elliptic curve ( )qFE  is 

defined as  pbaxxyE mod: 32  , 

    0mod274,, 23  pbapGFba  . 
In E , point ( )11 , yxP  and ( )22 , yxQ  are selected randomly. 

Its operation is shown below: 
(1) There is an infinite point O , OOO =+ , PPO =+ . 

(2) The negative element of ( )yxP ,  is  yx , ,   OpP  . 

(3) PQQP +=+ . 

In cryptography, it is supposed that the domain parameter of 
elliptic curve is ( )hnGbapT ,,,,,= , where bap ,,  is 

expressed to determine the elliptic curve, G  is expressed as the 
base point, n  is expressed as the order of G , and h  is 
expressed as the integral part of the number of all points on the 

 
Fig.3 Schematic diagram of round key plus 

Fig. 2 Schematic diagram of column mixing 

Fig. 1 Schematic diagram of row shift 
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curve divided by n . Any integer sK  is selected in  1,1 n . 

GKK sr =  is calculated and the key pair ( )rs KK ,  is 

determined, where sK  stands for the private key and rK  

stands for the public key. Suppose that a wants to send message 
m  to B. First of all, B's public key ( )( )QnpFE q ,,,  should be 

looked up, and m  is used to represent the domain element 

qFm∈ . A random number k  is taken from  1,1 n . B's public 

key is used to calculate ( ) kPyx :, 11 , ( ) kQyx =:, 22 , 2=: mxC , 

and the encrypted data ( )Cyx ,, 11  is sent to B. 

The decryption process of ECC is as follows: B uses the 
private key d  to calculate ( ) ( )1122 ,=:, yxdyx  and 

( ) ( )1122 ,=:, yxdyx  and then calculates  1
2:  Cxm to obtain 

plaintext m . 
ECC algorithm has short key length, low time complexity 

and small storage space. However, this algorithm is relatively 
complex and slow, and it cannot meet the needs of big data 
processing. 

V. A MIXED ENCRYPTION STRATEGY BASED ON AES AND ECC 

To make up for the limitations of the two algorithms, a 
hybrid encryption strategy is obtained by combining AES with 
ECC. This encryption strategy is more secure, efficient and 
flexible. The advantages of the two excellent algorithms are 
combined. 

The encryption and decryption process of the mixed 
encryption strategy is as follows: 

(1) ECC algorithm is used to generate public and private 
keys: point ,, ba  is selected on the elliptic curve; G  is chosen 

according to ( )baE p , ; a random number sK  is take from 

 1,1 n ; point pK  is determined; let GKK sp = , and the key 

pair ( )ps KK ,  is determined. 

(2) AES algorithm is adopted to encrypt the plaintext: sender 
A takes AK  as AES key; random number 

 1,,2,1,  nrr   is taken; according to key pair 
( )BpBs KK ,  of receiver B BprKu = , ( )111 ,== yxrGR , 

AKxv 1=  is obtained; binary group ( )vu,  is obtained and sent 

to A. 

(3) AES decryption: 1x  is decrypted by   uKyx BS
1

11,
 , 

AK  is decrypted by vxK A
1

1
 , and plaintext m  is obtained. 

VI. PERFORMANCE ANALYSIS 

Compared with single encryption algorithm, hybrid 
encryption strategy can make full use of the advantages of the 
two algorithms. Firstly, the advantages of AES and ECC 
algorithms are analyzed. 

E-commerce data packets of the same size are encrypted and 

decrypted by two symmetric encryption algorithms, DES and 
AES. The encryption and decryption speed of the algorithm is 
shown in Table II. 
 

Table II Comparison of encryption and decryption speed 
between DES and AES 

 DES AES 
Encryption speed 1.8Mb/s 5.1Mb/s 
Decryption speed 1.9Mb/s 2.9Mb/s 
 

It can be found from Table II that the encryption speed of 
DES is 1.8 Mb/s and the encrypted speed of AES is 5.1 Mb/s in 
encrypting data packet of the same size, indicating that AES is 
significantly faster. In terms of decryption speed, DES is 1.9 
Mb/s and AES is 2.9 Mb/s, indicating that AES is significantly 
faster. The encryption speed of AES is about three times as fast 
as DES, and its decryption speed is about two times as fast as 
DES, indicating that the encryption and decryption efficiency 
of AES is significantly higher than DES. 

The biggest problem with asymmetric encryption algorithms 
is encryption speed. The same e-commerce data packets are 
encrypted using ECC and another asymmetric encryption 
algorithm named RSA algorithm [12] to achieve the same level 
of security. The key lengths required for both algorithms are 
shown in Table III. 

 
Table III Key length comparison between RSA and ECC 

RSA 512 768 1024 2048 
ECC 106 132 155 211 
 

Table III shows that RSA requires a much larger key length 
than ECC in achieving the same security (2048 bits vs. 211 bits). 
Therefore, ECC requires significantly less computation than 
RSA in the encryption and decryption process. 

AES and ECC have excellent performance in symmetric and 
asymmetric encryption algorithms respectively, so the hybrid 
algorithm based on AES and ECC is much better than other 
hybrid algorithms. In Fig. 4, RSA, ECC and hybrid encryption 
algorithms are used to decode the same file, and the relation 
between the decoding time and the size of key is shown. 

 
As can be seen from Fig. 4, when the key size is less than 

1000 bits, the key size required to decipher the file in the same 

 
Fig. 4 Relationship between size of key and decryption time of 
different algorithms 
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time varies little. However, as the decoding time increases, 
RSA algorithm needs a large key to ensure the same security. 
While the space complexity of ECC algorithm is small, the 
space complexity of mixed encryption strategy is smaller than 
that of ECC algorithm. It shows that mixed encryption has a 
good performance in big data encryption and has high security. 

AES and ECC mixed encryption strategy is compared with 
AES and RSA mixed strategy. The encryption and decryption 
time of two encryption strategies for e-commerce data packets 
of different sizes is shown in Table IV. 

 
Table IV Comparison of encryption and decryption time 

Encryption and 
decryption time 

10
M 

20M 30M 40M 50M 

AES+RSA (ms) 250 520 710 935 120
0 

AES+ECC (ms) 235 500 700 910 100
0 

 
Table IV shows that the time required by the two mixed 

encryption strategies for encryption and decryption increases 
with the increase of data packets. It can be found from the 
comparison of the two algorithms that the running time 
required by the mixed encryption strategy in this paper is 
significantly less than that of AES+RSA algorithm. It takes 
only 1000 ms to run 50 M packets. It shows that the encryption 
strategy in this paper has obvious advantages in the running 
time, and it can encrypt and decrypt the data in a shorter time. It 
has higher encryption and decryption efficiency. 

VII. DISCUSSION 

With the development of social economy and information 
technology, people's consumption pattern and consumption 
concept have changed greatly. E-commerce has been 
developing better and better [13], occupying an increasingly 
important position in people's life and being favored by 
numerous consumers. In the complex and changeable network 
environment, the data security of e-commerce is greatly 
challenged [14]. E-commerce stores a lot of important asset 
information and financial information in an online database, 
which is of great significance to all parties involved in the 
transaction. It must be properly secured. Data encryption 
technology is a good method of security protection and has 
been well used in e-commerce. 

Single encryption technology has both advantages and 
disadvantages. In order to achieve more efficient data 
encryption, mixed data encryption technology emerges. Mixed 
data encryption and can solve the key problem in symmetric 
encryption. It can also solve the problem that it is difficult to 
deal with big data work. In this paper, AES algorithm and ECC 
algorithm are selected for research. AES algorithm is fast, 
efficient and secure, but it also has the disadvantages of easy 
key leakage and difficult storage management in the process of 
encryption and decryption. ECC algorithm can save bandwidth 
and storage space, and has unique advantages in public and 
private key generation. However, there are also problems of 

slow operation speed and poor ability to process big data in 
public key encryption. Neither algorithm can meet the 
requirement of e-commerce security protection. Therefore, this 
paper designs a hybrid encryption strategy based on AES and 
ECC. The combination of the two algorithms can reduce 
computational overhead and improve encryption and 
decryption efficiency [15]. 

Public and private keys are generated by AES+ECC hybrid 
encryption strategy via ECC algorithm. Then encryption and 
decryption are performed by AES algorithm, which not only 
ensures the running speed of the algorithm, but also avoids 
AES key management difficulties and other problems. The 
performance analysis results show that AES and ECC are 
excellent algorithms in their own algorithm categories, and the 
performance of their mixed encryption strategies is obviously 
better than other mixed methods. When the same data packet is 
encrypted and decrypted, the key length required by the mixed 
encryption strategy is obviously less than that of other 
algorithms in the same decoding time, which ensures that the 
algorithm has faster computing speed and higher security. 
Table IV also shows that although the running time of the two 
mixed encryption strategies increases with the increase of data 
packets, it can be found from the comparison that the running 
time of AES+ECC algorithm is still smaller than that of 
AES+RSA algorithm. In the encryption and decryption of 50 M 
packets, the running time required by AES+RSA is 1200 ms, 
while the running time required by AES+ECC is 1000 ms, 
which proves the high running efficiency of the mixed 
encryption strategy in this paper and the advantages of the 
algorithm in processing the encryption and decryption of big 
data. The data in e-commerce network is very huge, and the 
common encryption strategy cannot effectively protect the data 
in the network, while the mixed encryption strategy can achieve 
this goal. Experimental results show that the hybrid strategy 
proposed in this paper has high running speed, high security 
and high efficiency, and can meet the requirements of 
e-commerce network security protection. 

VIII. CONCLUSION 

This study explored how to realize the security protection of 
e-commerce network. AES algorithm combined with ECC 
algorithm gives full play to the advantages of the two 
algorithms. AES+ECC hybrid encryption strategy is obtained, 
and the experiment shows that the algorithm has high security. 
The encryption and decryption of 50 M data packets can be 
realized in only 1200 ms using the mixed encryption strategy, 
which is fast enough to fully meet the needs of e-commerce 
network security protection. It has a high feasibility in the field 
of e-commerce. 
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