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Abstract - The use of biometric technology in the 

electoral process has undoubtedly produced positive results 

in terms of protecting the electoral process, speeding up the 

results and enhancing the feeling of objectivity among the 

voters. But there is still room for falsification of election 

results, as the number of votes received by the candidates 

and the used ballot papers are kept centrally. It is also 

important to ensure the reliability of the templates for the 

biometric characteristics of the voters. In order to solve these 

problems, this work proposes the distributed database of key 

data, in particular, the  blockchain storage technology. The 

electoral process scheme and the blockchain-based 

biometric election system architecture and protocols are 

elaborated according to the proposed method. 

Keywords - Biometrics, blockchain, electronic voting 
system. 

I. INTRODUCTION 

With the development of high technologies, the 
interest and motivation for applying them in the 
electoral process has increased dramatically. First of 
all, this is due to the fact that, despite repeated attempts 
[1]-[3], the method and system for conducting the 
electoral process electronically and reliably (without 
falsification) has so far failed. Biometric technologies 
effectively solve the problem of voter identification 
and eliminate the problems of falsification associated 
with both voters’ lists and voting. With the refinement 
and availability of biometric systems, the interest in 
applying them in the electoral process has increased 
[4]-[5]. However, much more could be done for the 
improvement of election systems. Apart from voter 
identification problem, huge importance should also be 
paid to securely maintaining voters’ biometric 
indicators, filled bulletins and election results. 
Blockchain seems to be a good solution for solving 
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these issues, as it has decentralized database structure, 
where changing information is not possible without a 
notice. That is why various election systems based on 
blockchain technology are designed or being in 
development process [6]-[10].  

With this work1, we propose the new architecture 
of election system, where blockchain technology, 
together with biometrics is used. Blockchain ensures 
secure data saving and voting while biometrics solve 
user identification problem. 

II. THE PROBLEMS WITH THE USE OF BIOMETRICS 

IN ELECTION SYSTEM 

The use of biometric technologies in electoral 
systems is very promising at first glance as it solves the 
problem of high voter identification. However, it still 
has problems with the identification reliability.  

According to the Technical Document about FAR, 
FRR and EER there are three types of typical errors in 
biometric technologies [11]. To minimize these errors, 
the authors of Biometric Electoral System [12] suggest 

to use 𝑏𝑘 (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅, one of several different biometrics 
during the voting process. First of all, the selection and 
use of the relevant from several biometric indicators 
during the voting process is difficult and uncomfortable 
for the voter. This problem is solved by a method of 
prioritization of biometric indicator, which involves 
evaluating the quality of the biometric indicator at the 
time of voter registration and using a better-quality 
biometric indicator during the electoral process. This 
simplifies the use of the required biometric indicator in 
the voting process. It should also be noted that the 
person’s  biometric indicator is not changed with time, 
but the quality is improved. It should be borne in mind 
that there may be a great time difference (several years) 
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between the registration process of the person and the 
voting process. The biometric electoral system is  an 
electronic technology and can therefore become the 
target of cyberattacks. First of all, this is due to data 
processing and centralized storage. Cyberattacks also 
make it difficult to keep centralized biometric 

templates of voters 𝑏𝑘 (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅.  In case of losing the 
biometric templates of voters, their restoration or 
replacement, unlike the authentication password, will 
not be possible [13], and therefore biometric elections 
are not reliable in data security.  

III. THE PROSPECTS FOR USING BLOCK CHAIN IN 

ELECTION SYSTEMS. 

Block chain is a distributed database of 
interconnected data blocks by cryptographic methods 
[14], making it the most secure database.  

Election system block chain architecturally is an 
integration of all the computers subordinated to the 
central electoral body into a single network. Thus, the 
computer technology of the biometric election system 
should be used to organize the block chain network. 
The authors of Information and Computer Technology, 
Modeling and Control [12], presented the architecture 
of the electoral system, which includes registration and 
voting terminals at polling stations, being the 
combination of personal and console computers.  

Also, the computer technology of other 
organizations or NGOs may be included in a single 
network.  

Blockchain is characterized by a data storage 
procedure that is characterized by a large amount of 
data storage time.First, data storage time depends on 
the amount of data and the number of nodes involved 
in the blockchain.Therefore, for such a large-scale 
event as the conduct of an electoral process nationwide, 
it is necessary to store in the blockchain  the necessary 
data sensitive to the electoral process fraud. In the 
biometric election system, the following data are: 

 Number of votes accumulated by the 
candidates. 

 Voters biometric indicators templates. 

 Ballot papers  used by voters and thrown into 
the ballot box. 

 Therefore, the following structure of the blockchain 
data repository is revealed: 

 p𝑖  (i = 1, n̅̅ ̅̅̅) private storage voter (PSV). 

 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙,̅̅ ̅̅̅ i = 1, n̅̅ ̅̅̅) biometric reference 

template storage (BRTS). 

 cj (j = 1, m̅̅ ̅̅ ̅) repository of the candidate to be 

elected. 

 b𝑖  (i = 1, n̅̅ ̅̅̅) repository of the ballots 
(including void and canceled ballot papers). 

All storages have the corresponding public and 
private key. A pair of n keys to the PSV is generated 

when registering  a subject as a voter  of s𝑖  (i = 1, n̅̅ ̅̅̅). 

The PSV closed key is owned by the voter in the 
form of a QR code card (the card also contains the 

𝑝𝑖  (𝑖 = 1, 𝑛̅̅ ̅̅̅) voter's personal number, first name, last 
name) and the open key is owned by the central 
election authority. All other repository key pairs are 
generated during the run of the system and are owned 
by the CEC. 𝑝𝑖  voter 𝑃𝑆𝑉, in turn, includes: 

 Personal number. 

 Biometric templates  𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅. 

 Identification codes for biometric templates. 

 Election  participation status (current vote 
status: 0 or 1). 

 Filled ballot paper (either canceled or 
annulled). 

Unified repository of biometric indicators of voters 
includes: 

 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙,̅̅ ̅̅̅ i = 1, n̅̅ ̅̅̅) biometric 

templates. 
 N identification codes for biometric 

templates. 
The repository of candidate votes includes: 

 cj  candidate's personal number, name, 

surname. 

 cj  count of votes received by the candidate. 

IV. THE  BLOCKCHAIN-BASED BIOMETRIC 

ELECTION SYSTEM ARCHITECTURE AND PROTOCOLS 

 The biometric electoral process involves two 
stages: compiling biometric voter lists and biometric 
voting directly in the electoral process. 

Therefore, two systems are needed to conduct the 
electoral process: the voter registration system and the 
voting system. 

A. The Architecture of the Voter Registration System  

The system is a combination of the subject-voter 
registration terminals and the central electoral body 
server [12],  integrated into a computer network. The 
registration terminal is a personal computer with a 
biometric sensor, QR code scanner and printer 
attached to it.There is no need to use QR code scanner 
to register subject as a voter, but it is used to update 

templates 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ of biometric indices of an 

already registered 𝑝𝑖  subject.  

The CEC server is linked to the  blockchain. The 
database of the Central Election Commission server 
contains the voter list with identification data: 

 Personal number. 

 Name and surname. 

 Date of birth. 

 Election number of the subject. 
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 Registration polling station identifier. 

The system provides 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ layout and 

placement of the biometric indices of the 𝑝𝑖  subject in  
the blockchain. 

B. Subject voter registration protocol and algorithm 

At the moment of starting the registration process 
as a voter of a particular 𝑝𝑖: 

 The server database contains voter lists and 
their identification data. 

 The blockchain BRTS contains biometric 

templates for registered voters 𝑝𝑖  (𝑖 = 1, 𝑞̅̅̅̅̅, 𝑞𝑛) 

𝑡𝑘
𝑖  (𝑘 = 1, 𝑙,̅̅ ̅̅̅ i = 1, q̅̅ ̅̅̅) Identification codes for 

biometric templates. Obviously, if i = 1, then 𝑡𝑘
𝑖 = 0. 

Subject-voter registration protocol and algorithm: 

 Prior to enactment of registration terminals, 

𝑝𝑖  (𝑖 = 1, 𝑞̅̅̅̅̅) of biometric templates 𝑡𝑘
𝑖   (𝑘 =

1, 𝑙,̅̅ ̅̅̅ i = 1, q̅̅ ̅̅̅) of voters already registered from the 
Blockchain BRTS and relevant identification codes 
shall be downloaded in the server. The server uses the 
corresponding closed key for this purpose. 

 In the registration terminal, the operator 

enters the personal number of the subject 𝑝𝑖 , which 
will be sent to the server, where it will be verified in 
the electoral list.  

 If there is a subject 𝑝𝑖 in the electoral list, 
consent for subject registration will be sent from the 
server to the registration terminal. 

 On the registration terminal, the samples of 
the subject's biometric indices are formatted and 
transmitted to the server. 

 The server compares the newly formed 
biometric patterns with the biometric templates of the 

already registered voters 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙,̅̅ ̅̅̅ i = 1, q̅̅ ̅̅̅) [15]. 

 In case of a positive decision to register to the 
server, a pair of PSV open and closed keys is formed 

in the subject block  𝑝𝑖 , the closed key is sent to the 
registration terminal. 

 Registration at the terminal is done by 

printing the closed key of the subject  𝑝𝑖 . 

 Server blockchain BRTS will include 

biometric templates for   𝑝𝑖   subject 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙̅̅ ̅̅ ) and 

the corresponding identification code. 

 The personal number of the subject,  the 

identification code, biometric templates 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙̅̅ ̅̅ ) 

will be recorded in PSV using 𝑝𝑖   subject closed key. 

 The process continues for other voters. 

C. The protocol and algorithm updating voter 
biometric indicators 

 In the registration terminal  𝑝𝑖  the closed key 
of the voter is scanned and sent to the server. 

 The server downloads biometric templates of 
voters already registered from the Blockchain BRTS 
and relevant identification codes to the server.The 

server uses the corresponding closed key for this 
purpose. 

 The server uses the  𝑝𝑖  closed voter key and 
downloads the biometric template identifier from the 
blockchain personal PSV. 

  From the biometric templates of registered 

voters  𝑝𝑖 biometric templates according to the voter 

ID code 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙,̅̅ ̅̅̅ i = 1, q̅̅ ̅̅̅) the biometric patterns 

of this voter 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙,̅̅ ̅̅̅ ) is removed. 

 At the registration terminal  𝑝𝑖  biometric 
samples of the voter are formed and sent to the server. 

 The server compares the newly formed 
biometric patterns to the biometric templates of 

already registered voters applying  the  𝑡𝑘
𝑖  (𝑘 =

1, 𝑙,̅̅ ̅̅̅ i = 1, q̅̅ ̅̅̅) identification method. 

 If a positive decision is made to upgrade to 

the server, the templates 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙̅̅ ̅̅ ) will be inserted 

into the PSV of the voter using the subject closed 

key 𝑝𝑖. The same templates will also be added to the 
BRTS. 

D. Architecture and function of the blockchain-based 
election process management system 

The system provides for the voters voting at 
polling stations and remotely. 

The polling station includes: 

 Registration terminals. 

 Voting terminals. 

 Local polling station server. 

All terminals and local servers are united in the 
local area network.Local server is also connected to 
the central election commission server on a computer 
network. All the terminals and local servers at the 
polling station are on the blockchain. 

The registration terminal is equipped with 
biometric sensors and a QR code scanner, the voting 
terminal is equipped with biometric sensors.  

The remote voting terminal is a personal computer 
equipped with biometric sensors and a QR code 
scanner.The remote voting terminal on a global 
network is connected to the central election 
commission server. 

Prior to the start of the electoral process, the voters’ 
list with the  identification data is posted on the Central 
Election Commission server. At the moment the 
blockchain contains  𝑝𝑖  𝑖𝑛 𝑡ℎ𝑒 𝑣𝑜𝑡𝑒𝑟 𝑃𝑆𝑉: 

 Personal number. 

 Biometric templates𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅. 

 Identification code for biometric templates. 

 Election participation status is 1. 

 Filled ballot paper repository is empty. 

The ballot box contains: 
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 Name and surname of the candidate. 

 Counted votes are empty. 

The repository of used bulletins is currently empty. 
Before the start of the election process: 

 Candidates' personal numbers, names and 
surnames are downloaded from the repository of 
candidates for blockchain on the CEC server. 

 N ballot paper is generated at random in the 
CEC server. 

 Voting lists by precincts will be uploaded to 
local subsystem servers. 

 The closed key of the ballot paper repository 
will be sent to  the polling stations. 

Upon completion of the election process, the 
system uses the lock keys of the candidates for 
blockchain and downloads the values of the 
candidates' counters to the server. 

E. Voting from the polling station 

There are two phases of voting at the polling 
station: 

 Voter registration. 

 Voting directly. 

Voting algorithm 

 For registration, the 𝑝𝑖  voter represents the 
QR code of the private locked key. 

 The QR code of the closed key is scanned at 
the registration terminal. 

 The registration terminal adjusts the 𝑝𝑖  
closed key of the voter to the open key of all voters. 

 If set to one of the open keys, the blockchain 
PSV from the local server will receive the biometric 

patterns of the voter 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ and the value of the 

voting status equal to one at the moment. 

 Voter registration permission is issued from 
the local server at the registration terminal. 

 The registration terminal prioritizes one of 
the biometric parameters of the voter and forms the 
corresponding k biometric sample, which is then 
transmitted to the local server. 

 In the local server, from 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ is 

separated 𝑘 and compared to the biometric sample of 
the voter. 

 If a positive decision is made to register with 
a local server, the electronic bulletin will be received 
from the CEC server. 

 The e-bulletin will be sent to the voting 
terminal. 

 If a voter has filled out an e-bulletin, the 
filled-in bulletin will be recorded into the blockchain 
repository and PSV. Also the value of the voting status 
in PSV will be -0. At the same time, the CEC server 
uses the closed key repository of the candidate to vote 

and, consequently, the candidate's vote count is 
increased by one unit. 

 If the voter has not entered the voting booth 
or has not used an electronic ballot paper, then the 
polling station administrator cancels the unused ballot 
paper from the local server. Accordingly, the annulled 
bulletin will be copied to the blockchain repository 
and PSV. Also the value of voting status  in PSV will 
be zero. 

F. Voting remotely 

The voters go to the Voting Website and carry out 
the following procedures: 

 𝑝𝑖  voter scans QR code of the private locked 
key. 

 The CEC server adjusts the 𝑝𝑖  closed key of 
the voter to the open key of all voters. 

 If set to one of the open keys, the blockchain 

PSV from the server will receive 𝑝𝑖  voter biometric 

templates 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ and the voting status value is 

one at the moment. 

 An electronic ballot paper will be displayed 
on the voter's personal computer monitor. 

 𝑝𝑖  voter 𝑙 uses biometric indices to prioritize 
one and therefore 𝑘 biometric patterns are transmitted 
to the server. 

 The server separates 𝑘 template from 

𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ and compares the biometric pattern of 

the voter with it. 

 In case of making  a positive decision in the 
server, it is considered that the voter has filled out the 
e-bulletin. Filled ballots will be copied to Blockchain's 
used ballot repository and PSV. Also the value of 
voting status in PSV will be zero. At the same time, 
the server uses the closed key repository of the 
candidate to be selected and, consequently, the 
candidate's vote count is increased by one unit. 

G. Verification of the votes by the voters 

To verify the vote, it is enough to equip the PC with 
a QR code scan. 

The voter carries out the following procedures: 

 𝑝𝑖  voter scans the QR code of the private 
locked key. 

 The CEC server adjusts the 𝑝𝑖  closed key of 
the voter to the open key of all voters. 

 In case of adjusting to one of the open keys, 
the blockchain PSV will receive the bulletin used by 
𝑝𝑖  voter from the server, supplied to the voter's 
personal computer. 

V. ASSESSMENT OF THE RELIABILITY OF THE 

BLOCKCHAIN-BASED BIOMETRIC ELECTION SYSTEM 

Business process analysis of conducting electoral 

elections shows that the electoral process includes four 
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main components: voter identification, data 

transmission, data processing and data storage. 

Accordingly, there is a probability of securely 

(without falsification) managing these constituents: 

Pi
id– i (i = 1, n) for voter identification, Pi

dt for data 

transmission, Pi
dp

 for data processing and Pi
ds for data 

storage. The reliability of data transmission depends 

on the number of transmission channels, software and 

hardware and the amount of transmitted data. The 

security of data processing is based on the number of 

processor nodes, software and hardware and the 

amount of data. Data storage reliability depends on the 

method of data storage, the number of repositories, 

software access to data and the amount of data. For 

these last three components let’s assume that m is the 

number of components.  

Therefore, the reliability of each component stand 

for the system will be: Rsys
id = ∏ Pi

idn
1 , Rsys

dt = ∏ Pi
dtm

1 , 

Rsys
dp

= ∏ Pi
dpm

1  and Rsys
ds = ∏ Pi

dsm
1 . Consequently, 

overall reliability of the electoral election system will 

be: Rsys = Rsys
id ∗ Rsys

dt ∗ Rsys
dp

∗ Rsys
ds . In case of 

blockchain based biometric election system, with the 

high probability we can assume that Rsys
id = 1 and 

Rsys
ds = 1. Thus, for such a system Rsys

∗ = Rsys
dt ∗ Rsys

dp
. 

Accordingly, Rsys
∗ < Rsys. 

 

VI. CONCLUSION 

The use of biometric technology in the electoral 

process has some benefits in terms of protecting the 

electoral process from fraud, speeding up the results 

and raising the feeling of  objectivity of the voters. At 

the same time, electronic election systems are the 

target of cyberattacks as they use centralized 

databases. The problem can be solved by 

incorporating blockchain into the biometric election 

system architecture. The method of storing sensitive 

data to falsification of the biometric election system, 

such as templates of biometric indicators of voters, 

used ballot paper storage in the block chain is 

proposed. Accordingly, the blockchain-based 

biometric election system architecture, the process 

control and management protocols are developed.  
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