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Abstract— Cyber Physical Systems (CPS) are predestined
for use in Industry 4.0 applications. However, the interaction
between the virtual and physical world also createsrisksthat is
essential to be controlled. In highly automated industrial
systems, for example, robots are used in confined spaces
together with working humans. Therisk posed by such systems
endangers, among others, the people working there. This paper
presents an approach to ensure the safety of the situation
described above, which makes the workspace of industrial
robots safer by implementing a safe workspace detection
system. This system comprises several detection sensors
implemented in a 2003 safety architecture and a Safety System
on a Chip (SSoC) based on a safe 1002 system architecture.
The safety-related redundancy provided by the detection and
calculation elements enables a safe position detection of the
robotic arm in the 3-dimensional space. The presented system
monitors the position of the robotic arm and thus supports the
safety of the surrounding objects and the people working there
by leading to a safe standstill or to a reduced speed of
movement of the robot as soon as the defined and permitted
working spaceis|eft.
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. INTRODUCTION

At present, IloT and Industry 4.0 are booming, e.g. by
using such systems in smart factories. Through this
development step, the connections between the physical
world and the virtual world are established by Cyber
Physical Systems (CPSs) and supported by the Industrial
Internet of Things (I10T) [1]. To realise such smart factories,
complex electronic systems are implemented. However, the
increasing complexity of electronic systems increases the
probability of failure of these systems [2]. For this reason,
the prevention or reduction of accidents or failures must be
considered. This in turn requires a deeper consideration of
the failure mechanisms that can negatively affect the
functional safety of these intelligent and complex systems [3,
4].

Safety and reliability of electrical, electronic and
programmable electronic (E/E/PE) systems are the
prerequisites for modern and highly integrated industrial
automation systems in all application areas. By
implementing a safety system for a safety-critical
application, a high level of safety integrity is required and
must be ensured in order to guarantee the safety-critica
function of the Equipment Under Control (EUC). The safety
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system brings the EUC eg. into a safe state if the safety
objective is violated. The methods used to ensure functional
safety are used in various sectors such as the process
industry, aerospace industry, automotive industry, robotics
and medical applications [5-7].

One of the approaches for safe operation in industria
robotic systems according to the ISO/TS 15066 standard is
the limitation of force, speed and workspace [8]. With the
approach of working within a limit, many applications today
monitor a work area for the robotic arm by means of Radio-
Freguency Identification (RFID) tags [9], proximity [10, 11],
positioning [12, 13] and vision based system [14]. In the
positioning approach, the robot system may only be active
within its predefined workspace. Outside this area it is
inactive. The coordinates of the robotic arm position are
detected by the position sensor. In case it exceeds its
predefined coordinates, the robot arm must be stopped in
order to protect the human workers there. However, any
failure of the system, which includes positioning sensors or
controller, could lead to a hazardous situation. Electronic
components generaly have limited stress values and a
limited operating lifetime. This means that each electronic
element within a functional chain can fail with a certain
probability and can then lead to atotal failure of the system,
which in turn can lead to dangerous situations. Therefore,
safety architectures based on redundancy concepts such as
1002, 2003 are essential for the safe and reliable operation
[15-17] of industrial robotic systems.

This paper presents an approach to safe position detection
based on 1002 for the control unit and 2003 for the sensing
unit. In this approach the track of the robotic arm within the
predefined workspace is recorded by the position detection
sensor. The sensor unit is evaluated by a SSoC (Safety
System on Chip) which initiates a safe switch-off in case of
violation of the defined working area.

In the context of safe positioning of the robotic arm,
Section Il provides a brief overview on the mathematical
fundamentals on safe podtion detection. Section |1l
introduces the design and architecture of the system that
ensures a safe detection and postioning. Section 1V
describes the safety calculation of the presented safety
system. Section V describes the experimental results.
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II. CONSIDERATION OF POSITION MONITORING

To illustrate the safe position detection, point P is
assumed as the current known position of the robot arm in
three dimensions. (as shown in Fig. 1).

Fig. 1: Position detection principle.

If the robot arm moves, the position of the robot arm can
be determined by the double integration of the measured
acceleration vector (d) as:

Px(t) Jve(®) - dt I ax(t) - dt
B=(p,® |=| vy dt|=|[fa,®)-dt| (1
pz(t) [v,(t) - dt [ a,(t) - dt

If this detection method is applied to al three spatial
directions, a continuous precise determination of the position
of the robotic arm can be achieved. If this is additionally
realized with a safety-oriented architecture (e.g. 1002, 2003)
of several sensors, the position can be reliably detected and
then properly processed by the safety system.

I1l.  APPROACH TO THE DESIGN OF A SAFE POSITIONING
DETECTION SYSTEM

A. Safety Requirement of Industrial Robotic Systems

Defining the safety requirement for the industrial robotic
system is an essentia step in the early phase of the system
development. This includes the specification details on the
safety functions, the boundary limits and the interfaces of the
safety related system (SRS).

The proposed approach offers the functionality to limit
the activity of the robot in a certain area based on defining
the alowed operation range. If the robot would cross the
boundary of the working area or would be active in the
forbidden area, a dangerous situation would arise that could
lead to serious consequences. Therefore, it must be ensured
that the activity of the robotic arm is limited only within the
allowed safe working area. Based on the sensor data, the
safety system must initiate either a shutdown or, if allowed, a
safe and reduced speed of the robotic movement.
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B. Challenges and Solutions

Safe and reliable communication is essentia in a
compact, highly automated and smart manufacturing
environment. The requirements and necessities to use robots
near to each other or to humans, e.g. in a production or
assembly line, are becoming more and more frequent due to
their effectiveness and economy. Each robot has its own
defined workspace in which it is allowed to move. This
interoperability can only be achieved if each robot performs
activities exclusively in its defined workspace and cannot
reliably leaveit.

Unexpected, systematic or accidental failures in such a
complex system could lead to serious consequences. In order
to avoid accidents involving people, damage to property or
environmenta influences, it is therefore necessary to take
measures and use procedures in the development and
operation of these complex machines in order to predictively
avoid design weaknesses and to control errors that occur
during the operation. Conventionaly, the movement of the
robots in the workspace is controlled by a PLC. Correct
operation is based on reliable input data (sensor data) from
the controller and it must be ensured that these sensor data
cannot lead to malfunctioning. Today, in many application
areas, multi-channel systems are used for the automation of
these complex systems. A weak point, however, is aways
the position detection sensors, which can be the cause of
dangerous failures.

The solution presented here describes the implementation
of a safety mechanism for safe and reliable position
monitoring of a robotic arm compared to conventiona
systems. The demonstrated method is based on an integrated,
safe architecture (SSoC) and a 2003 sensor architecture,
which monitors and limits the active working of the robots
within their programmed workspace to enable the
interoperability of collaborative robots in  smart
manufacturing without risk.

C. Defining the Workspace

The maximum workspace that could be covered by the
robotic arm is, in principle, a hemisphere around its base.
The volume of the hemisphere (and therefore the limitation
of the robot's working space) can be represented in genera
terms using the following equation:

V= fon fozn fOR r2sind - dr d6 do )

The position sensor unit is attached to the robotic arm.
When the robot arm moves in its workspace, the sensor unit
also moves with it within this hemisphere, as Fig. 2.

Within this hemisphere, any desired working area can be
defined for the production infrastructure and the robotic arm
can be restricted to work in it. The position sensors provide
the acceleration vector(d), which can be used to determine
the current position as described in section 11.
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Fig. 2: Illustration of the hemisphere and the permissible working range of
the robot arm

D. Architectural Approach of Safe Positioning System

The dructure of the safe postion detection system
essentialy consists of two subsystems, as shown in Fig. 3.
Subsystem 1 is the safe redundant position sensing system
and subsystem 2 is the safe processing unit on a SSoC. These
two subsystems are explained in the following section.

1. Model of a Safe Sensing Subsystem

Accelerometers are used to measure the motion and
oscillation of a moving element that is exposed to dynamic
loads. In the presented model, a digital triaxial accelerometer
with 14 bit resolution is used. The working range of each
individual accelerometer can be configured [18]. The output
signal of the individual accelerometers assigned to the spatial
directions is continuously processed by the SSoC.

In the application of this model, a 2003 architecture is
implemented for a safe and redundant position sensing. The
configuration of each spatia direction sensor is chosen
where each sensor provides a resolution of 0.25 mg. The
sensor subsystem continuously records the coordinates of the
robotic arm and sends them to the SSoC for processing.

2. Safety System on Chip (SSoC)

This SSoC subsystem offers on-chip redundancy and
consists of a processing unit and a communication unit
which are free from interference. The SSoC is designed
according to the safety standard |EC 61508 for safety-critical
applications to achieve a Safety Integrity Level (SIL) of
SIL3. The SSoC isbased on a 1002D safety architecture. The
reliability of the system is achieved by implementing severa
functional safety features (e.g. independent diagnostic units,
etc.) on a single chip and can therefore sufficiently guarantee
SIL 3 capability. The two processing units in the control unit
have a symmetrica design and rely on the same safety
specification, such as their own dedicated memory and
communication interfaces. They operate in so-called lockstep
mode and perform the same activities per unit time. A
diagnostic unit compares al activities and checks for
deviations (both temporal and functional). In case of a
deviation, the system sets to a predefined safe state.
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Fig. 3: Safe position detection system.

A third unit is used as a communication unit and it is free
from interference to the other units. The 1loo2 safety
architecture is connected to this communication unit and thus
has an interference free communication channel.
Communication with peripheral units (such as the overall
control of the robot) can be carried out in two different ways.
On one hand, a fast protocol-oriented communication system
can be used to exchange the safe sensor data and, on the
other hand, the safety-oriented control of the safe shutdown
of the motion driver is possible in order to achieve a
predefined safe state.

3. Safe actuator

Typically, the system is set to a safe state by redundantly
designed shut-down drivers. In the model presented here, in
the case of a deviation in the 1002 channels, the diagnostic
unit will detect a violation of the functionally safe state of the
overall system and set the system to the safe date.
Furthermore, an additional testable, multi-stage, externa
watchdog sets a corresponding signal in the event of afailure
of the 1002 system and thus establishes the safe state of the
system. With both signals it is independently possible to set
the safety critical system into a predefined safe state.

4. Interfacing the subsystems

As dready mentioned, the 2003 accelerometer array is
connected to the SSoC as shown in Fig. 3. All three spatial
direction sensors are connected to both Processing Unit 1 and
Processng Unit 2 and transmit synchronously and
redundantly position data to both channels in order to
calculate the position of the robotic arm in its predefined
working space. Each processing unit continuously checks the
redundant data of the three acceleration sensors. The
calculated postion data is then forwarded to the
communication unit. This unit connects the safe position
detection system with the outside world (the robot's PLC) to
safely monitor the robotic system with regard to its
workspace. As soon as a violation of the functiona safety
requirements of the system occurs, this is detected by the
diagnostic unit. Appropriate measures establish the safe state
and report to the higher-level viathe communication unit.

IV. CALCULATIONS OF THE ARCHITECTURAL MODEL

A high level of safety is necessary for the industria
robotic system. The required safety level sets the conditions
for the working environment and decides what safety
measures must be implemented. In order to determine the
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safety level, different measures and methods must be applied
which will not be discussed here in detail. The determination
of the safety level (SIL) has certain consequences on the
design of the safety system. Apart from the architectural
measures, the consideration of the reliability of individua
components and other requirements of the appropriate safety
standards, the safety integrity level of the total system can be
evaluated. In this section the calculation of the model of the
safe position detection system is shown as arough example.

First, an analysis of the individua function blocks
(subsystems) of the safe position detection system is carried
out. The corresponding unique Safety Integrity Level (SIL) is
assigned to the function achieved from each of these
independent blocks. The individual functional blocks that
form the safe position detection system are illustrated in Fig.
4,

processing
unit 1

sensor
array

safe

diagnosis shutdown

processing
unit 2

Subsystem 1
2003 Input

Subsystem 2
1002D Processing

Subsystem 3
1002 Output

Fig. 4: Functional block diagram of the safety
position detection system.

In order to determine the intended SIL-level of the
proposed safe position detection system, it is necessary as a
first step to define the application case of the safety function.
The safety related function of the presented model is the
function to prevent the robotic arm from violating the limits
of its predefined workspace. Since this system is intended to
be implemented in an industrial production environment, it
has a continuous operating mode. Therefore, the Probability
of Failure per Hour (PFH) hasto be considered.

Fig. 4 shows the block diagram of the safe position
detection system. The standard determination of the PFH of
the system is determined according to eguation 3.

l:’FHsystem = l:’FI-Isensors + PFHSSOC + lDFHActuator (3)

The presented system comprises the 2003 sensor system,
the 1002D SSoC and the 1002 actuator. The PFH value of
the subsystems can be determined by the following equations
[19].

PFHg 2003 = 6((1 — Bp)App + (1 = BApy) (1 —B)
Apy “tee + B Apy 4)
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PFHg 10020 = 2(1 - ﬁ)ADU((l = B)Apy +
(1= Bo)App + Asp) * teg +2(1 — K) -
App + B Apy (5)

PFHG,looZ =2 [(1 - ﬁD) *App + ¢! _ﬁ) 'ADU] )
(A=PB) Apy-tece + B-Apy (6)

Where,

= pu(n App
tep = 2 (2 + MRT) + 722 MTTR @

Ty
A —+MRT )+ (App+Asp) MTTR
téE _ DU( 2 ) DD+ASD (8)

Apu+App+Asp

Based on equations 3 - 8, the PFH value of the complete
system can be calculated for the position detection system.
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Fig. 5: Displacement of the robotic arm measured and
calculated by the SSoC at a 10% standard speed of the robot

V. EXPERIMENTAL RESULTSAND DISCUSSIONS

A. Workspace Measurement

Due to the physical conditions (mass, inertia, braking
effect, etc.) the movement of a robot arm cannot be stopped
immediately at the limit of its predefined hemisphere. The
speed and reaction time result in a braking distance that the
robot moves after the stop command has been sent. The
maximum possible braking distance must be included in the
definition of the permissible work area, or the calculation
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algorithms must include it in the calculation of the
permissible position.

In this section the measurements of the safe position
detection system are presented. The working range of the
robotic arm is defined by the values specified in the GUI and
the robotic arm is operated at various different speeds. An
algorithm is designed that evaluates the raw data from the
accelerometers and determines the angular position. The
position measurements for different speeds were calculated
and plotted with a simulation tool. The results and the
screenshots from the developed GUI are shown in Fig. 5 to
Fig. 7.
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Fig. 6: Displacement of the robotic arm measured and
calculated by the SSoC at a 50% standard speed of the robot.

B. System Setup And Demonstration

To demonstrate the concept described in this work, the
realized safety-based hardware isinstalled on the robotic arm
and validated for its (safe) functionality. In the initial state
the sensor system is positioned on a fixed and known
reference point. The desired working area of the robotic arm
to be protected can be set via the graphical user interface and
the laser installed on the hardware is used to show the output
function of the safety system. The basic safety function of
this configuration is defined by the fact that the laser beam
may only be switched on within the work area defined in the
GUI and must be switched off if the work area is violated.
The position detection system must continuously and safely
detect the position of the robot arm in the entire possible
working area and this data must be safely calculated in the
SSoC as position data. Finally, based on these calculations,
the activity of the robotic arm must be controlled and limited
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to its defined workspace. The described principle is
illustrated in Fig. 8.

Fig. 8 shows that when the desired inclination of the
robotic arm is defined in the GUI, it actively performs its
activities within this inclination. In this demonstration, the
predefined workspace is set via the GUI. In (a) the robot arm
moves from the defined start position in the direction of the
negative Z-axis and the position detection sensors
continously senses its coordinates. While the robot arm is
within the predefined workspace, the laser beam is switched
on. In (b), as the robotic arm reaches the predefined
boundary of its active workspace, thisis detected by the safe
position detection system and the laser beam is switched off.

The demonstration shows that the position of the robotic
arm can be safely and accurately determined with the help of
the safe position detection system. With this principle a
workspace can be defined within which predefined functions
may be executed and outside of which these functions are
deactivated. This can be functions attached to the robotic arm
- in this case the laser - or the robotic arm itself. In the case
of an error in the system that could cause the robotic arm to
leave the alowed workspace, the safe position detection
system shuts down the drive system and brings it into a safe
state, or reduces speed to ensure the safety of the working
environment in which the robot isworking collaboratively.
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Fig. 7: Displacement of the robotic arm measured and
calculated by the SSoC at a 100% standard speed of the robot.
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Fig. 8: Setup and demonstration of safety positioning system.

CONCLUSION

In this paper a safe position detection system is presented
for industrial robotic applications. The system is based on an
integrated 1002 safety architecture and a 2003 architecture
for the discrete accelerometer sensors. The safe position
detection system ensures that e.g. the operating range of the
robotic arm is limited to the permissible, predefined
workspace. Due to its design and architecture, the system can
achieve SIL 3 according to the generic safety standard I1EC
61508.

In future, such an existing robotic system could easily be
extended and enable to achieve a desired safety level.
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Economically such a procedure is interesting for the
manufacturers and operators of highly automated industria
systems, if they adapt their production environment in view
of future oriented - industry 4.0.
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