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Physical Layer Security of Generalized Selection
Combining based Cognitive Radio Networks

Ajay Singh
Abstract—— Security has become an important concern in identification.  These  cryptosystems required high
the field of wireless communication, which is vulnerable to  computational power as their operation based on

ruinous attacks due to open nature of wireless medium. For
executing reliable transmission, physical layer security has
been raised as an interesting approach with minimum
complexity. Here we have considered a system having a
secondary transmitter (Alice) and secondary receiver (Bob)
and eavesdropper (Eve). In this model, we are assuming that
the Eve wants to know about the communication between Alice
and Bob in Rayleigh fading environment. This paper presents
a new structure for scrutinizing intercept probability (IP). The
aim is to measure the physical layer security of generalized
selection combining based cognitive radio networks under
Rayleigh fading using IP in the presence of primary user. We
have derived new closed form expressions for IP and examined
the effect of number of antennas on the secrecy of system.
Keywords—cognitive radio; generalized selection
combining;intercept probability; physical layer security; wiretap
channel.

1. INTRODUCTION

These days wireless communication is experiencing a
rapid growth and hence new security techniques are also
being developed at the same increasing rate. Physical layer
security has the ability to allow trustworthy authentication
and secure transmission. Cognitive radio network (CRN)
reduces spectral crowding problem by allowing the
advantageous usage of idle licensed spectral frequency
bands by the secondary users i.e. unlicensed users. In such
complicated surroundings, because of diverse nature of
upcoming high coverage heterogeneous systems and the
distributed properties of the broadcasting medium, security
has become a challenging issue. [1] presented new closed
form expressions for the exact and asymptotic secrecy
outage probability and revealed the impact of the primary
network on the secondary network and [2] carried out a
thorough analysis on the performance and power saving of
minimum selection — generalized selection combining i.e.
MS-GSC scheme.

The secrecy outage probability (SOP) performance
over single input single output (SIMO) Nakagami-m fading
channels in CRN considering physical layer security issue is
analyzed in [3]. Recently, researchers show keen interest in
the field of CRN because it is being seen as a radio spectrum
scarcity solution [4], [5]. In CRN, there are 3 spectrum
approaches namely underlay, overlay, and interweave
approach  through which all the secondary users i.e.
unlicensed users can share the band with the primary users
[6], [7]. Traditionally, in wireless communications, the
security issues are mainly handled in the upper layer using
public key and private key cryptographic authentication and

Ajay Singh is with the Department of Electrical Engineering,

Indian Institute of Technology Jammu,
Jammu & Kashmir, India. (Email: ajay.singh@iitjammu.ac.in)

ISSN: 1998-4480 21

mathematical operations, security provided by these system
is refer as computational security. Even computational
techniques are very effective but it may become very
difficult to execute these techniques in emerging network.
Presently, extensive use of wireless communication
networking and constant progress in wireless technology are
making physical layer security as an interesting area for
research [8].To comprehend secure communication using
physical layer security techniques, the time-variable
properties of wireless medium are utilized and no encryption
keys are required in it [9], [10], [11].

In literature a lots of work is done which focuses
on the security issues in physical layer in CRN [12]-[18] and
also in [15]-[18], all the channels were undergo Rayleigh
fading and at the receiving side authors only considered
selection combining (SC) or maximal ratio combining
(MRC) technique. In contrast to Rayleigh, Nakagami-m
model provides a good match to various fact-based data [19]
and it is broadly used for modeling wireless fading channels,
which includes Rayleigh (m = 1) and one-sided Gaussian
distribution (m = 0.5) as special cases[3].In [20], [21]
detailed study has been done on Generalized selection
combining (GSC) which is a hybrid combining scheme.
GSC technique bridges the performance gap between MRC
and SC and the performance is maximized at the cost of
complexity [21].Ref. The effect of GSC and the channel
state information (CSI) on the SOP in interference limited
spectrum sharing network were analyzed in [22].Our main
aim is to analyze the physical layer security of GSC based
CRN over Rayleigh fading channels, and derive the closed-
form expression for Intercept Probability (IP), and after
derivation simulate the result using MATLAB and compare
results with existing records.

The rest of the paper is organized as follows. In Section
11, the system model considered in our work is described. In
section Il we have derived the mathematical expressions for
intercept probability. Section IV includes numerical results
and Section V concludes the paper.

II.  SYSTEM MODEL

The system model consists of a cognitive wiretap radio
network, which includes a primary user (PU) , secondary
transmitter (Alice), secondary receiver as (Bob) and an
eavesdropper as (Eve).The primary user and the secondary
user are assumed to have single antenna whereas the
secondary receiver and the eavesdropper are equipped with
multiple antennas np and ny respectively. Here we are
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considering the case where the confidential messages are
being transmitted from a single antenna secondary
transmitter to a multiple antenna secondary receiver in the
presence of a multiple antenna eavesdropper and the
eavesdropper wants to overhear their communication [1] as
shown in the Figl. We have taken an underlay spectrum
sharing  cognitive network in which concurrent
transmissions are possible in the same spectrum band by the
primary user and the secondary transmitter. In our system
model, the licensed and unlicensed channels are
experiencing independent identically distributed Rayleigh
fading. The transmit power at the secondary transmitter
should be such that the interference power at PU is less than
a predefined threshold value. The channel gain and variance
of primary user are |hy|? and 2, respectively.

Generalized Selection Combining(GSC)

In reducing fading problems, diversity techniques
are advantageous in wireless communications. Optimal
diversity techniques are chosen by examining and
comparing various diversity techniques. Furthermore, a
variety of diversity techniques can be merged and employed
in wireless systems for reducing the effect of fading.

Y.-¥

Secondary Receiver
with ng antennas

Secondary "
Transmitter 7. ..
\ Eve

Eavesdropper
with ng antennas

PU

Primary User

Fig.1.System model signifying cognitive wiretap radio
network.

Diversity technique makes better the performance
of wireless communication systems at the expense of
increased processing power. In this paper we are
considering receiver diversity combining. Diversity
combining lessens multipath fading because the combined
SNR is larger than the SNR of individual branch. In GSC
during the data reception stage, all MRC branches are kept
active by the receiver [2]. Here the main channel and the
eavesdropper’s channel do not depend on one another.

GSC is commonly known as hybrid selection/maximum
ratio combining (H-S/MRC). In the GSC scheme, the most
advantageous MRC scheme is applied to predetermined
number of the best paths selected from existing ones. In
GSC scheme, it is not necessary to execute each diversity
path in the MRC manner due to this, its receiver hardware is
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less complicated as compared to receiver hardware in
traditional MRC scheme.

By GSC we mean that the receivers combine L,
strongest antennas at both Bob and Eve such that (1< L, <
L) gaining from best channel state information evaluation
by means of pilot signals which are transmitted by Alice [3],
[21]-[22].The receivers faultlessly evaluate CSI by using
pilot signals information and organize the channel gains,
denoted by |h¥|?(i=1,..,L), in decreasing order as
|h¥|? > |RE|? = -+ = |hFI?[3]. The legitimate receiver and
the eavesdropper consists of multiple antennas, therefore,
the antenna selection at both of them are taken into account
in such a way that they opt for their optimal receive
antennas in accordance with best CSI estimation through
pilot signals communicated by Alice [3]. Here the GSC
scheme is applied both at the Bob and Eve.

The main channel’s and eavesdropper’s channel
instantaneous signal to noise (SNR) are given by [3, Eq. 3]

P
Y= BV = 3% k€ (BE) (1)

where P, is the transmit power at A, and N is the noise
variance and

Yk=ZiLi1 |h¥|? k € {B, E} are the channel gains of main
channel and eavesdropper channel.

For ensuring reliable communication at PU, the
interference power at PU should be smaller as compared to
peak interference power threshold. According to underlay
cognitive radio transmission, P, is strongly confined by the
maximum transmit power P; at A and the peak interference
power I, at Primary user, [1] i.e.

.
Py = min(Z,R) 2)
Y
When X< Y—: »YM = YoYM> YE = Yo YE
and when, X> ﬁ, YMm = EYM ,YE = EYE . 3)
Yo X X

where vy, is the ratio of peak interference power I, and
noise variance, X is the channel gain of primary user and y,
is the ratio of maximum transmit power at A and noise

Yvp_ Db

variance and 6 = .
Yo Pt

L INTERCEPT PROBABILITY

The secrecy capacity analysis can help us to determine
how secure a cognitive radio network is, and whether we
need to further strengthen the security mechanisms to
defend against the potential attacks in the cognitive radio
networks. The secrecy rate is given by [1 Eq. 2]. The
maximum achievable secrecy rate is named as secrecy
capacity. In a CRN, considering single antenna at Alice and
multiple antennas at Bob and Eve, the secrecy capacity can
be defined as,

G, = {CM —Cg ifyy > 71

0 ify, < Vg @
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where Cy = log,(1+ v,,) is the capacity of the main
channel and, Cg = log,(1+ yp)is the capacity of the
eavesdropper’s channel.

The intercept probability is the outage probability
when R =0. The outage probability is the probability that
C, falls below R, [1 Eq. 3] is given below,

Pout = Pr(Cs < Rs) (5)
Pout = Pr(YM S YE)

+Pr(y,, > v;) Pr(Cs < Rglyy, > ;) (6)

A+vym)

Also Cs = log,— 7 < R 7
which is equivalent to
Ym <28 (1 +ye)—1=¢€(yg) (®)
Also, R, =0
We get, vy <vp =€(¥g) ©

This means that the intercept probability is probability when
signal to noise ratio of the main channel is less than or equal
to signal to noise ratio of eavesdropper channel. The
intercept probability given in [1, Eq 10] is
Pout f f yuml{x=x} (E(YE)) ny|{x x}(VE)fx(x)dYde
(10)

where, F, () is the CDF of yy i.e. of main channel and
which is also denoted by Pr. (. ) andf, (. )is the PDF of
eavesdroppers channel also denoted by p,. )

The CDF Pr.(.) is given by [2, Eq. 17] for
Rayleigh fading special case. Putting i= L, in [2, Eq. 17],
we get Pry (x)

as follows
Le-1

L |
= — — ¥y — | =
@=L (17 L \y

L-Lc
+ Z( 1)Leti= l(L (LL EC?)'III (E)

-1 1

x [(1 + Lic) [1—e ()

oS

m=0 k=0

PFLC (x)

Le—1

1n
The PDF f,.(.) also denoted by p,. () is given by [2, Eq.
33] for Rayleigh fading case. Putting i= L, in [2, Eq. 33],
we get pr, _ (x) as follows
L! o xlet
P =g T lpra ot
Le—1

L Le
(L —L)!

Z( L A s T L, —l)'l'(Lc>
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Le—2 m

@ T

m=0

The PDF of the primary user is denoted by fy (x).For The
PDF of the primary user is denoted by fy (x).

For multiple primary users the mathematical expressions for
PDF of primary users is given by [1, Eq. 22] where N is the

number of primary user
(n+1)x

b G [ Dl

£, = (13)

For single primary user the mathematical expression for

PDF of primary user can be deduced from above expression
by putting N=1 and we get,

X

1
fx(x) = ¢ "9

Q
The intercept probability can be calculated as,

Pouty= {ym <v&} (14)

J

Fylx=x (E(YE)) £, 1ox=x (7)) fx () dydx

] Frix=x (E(YE)) glx=g (V) e (O dy dx
By
Yo
=J1+)2 (15)
Where
7o
Yo o

Jl - .[ J‘FYM‘{X:X} (6(YE ))nyHX:X} (YE )fX (X)dYEdX

a7

After solving (16) for multiple primary users we getJ1 as

follows
N-1

J1= (L_L—ILC)'TIZO <N B 1) (="

1 _(n+1)yp
X <1 —e fovo ) X H
n+1

(18)

H is given by (19) wherey; is the maximum possible average
SNR of the channel between Alice and Bob, and y,is the
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maximum possible average SNR of the channel between
Alice and Eve.

Le-1
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Similarly J2 for multiple primary users is calculated and

obtained as
N-1

2= )V

1 _(n+1o
X <e Qo )xH
n+1

(20)

Adding (18) and (20) we get the closed form expression for
the intercept probability for multiple primary users.

IV. NUMERICAL RESULT

In this section, the numerical results are given for the
verification of the proposed analytical model. Using (15),
(18) and (19) the exact curves are obtained for the given
model. The parameters used for analysis are assumed to be
unity variance Qo = 1. After executing the program we got
the following graphs which show that on increasing signal
to noise ratio of legitimate receiver, the intercept prob.
decreases. Fig. 2 shows the plot of intercept probability
versus Y, for different values of L. for multiple primary
users (N). Here we have taken 4 primary users with
parameters set as 6 = 0.5, na = 1, L=ng = ng = 4 and y,= 10
dB and L, ranges from 1 to 4 and y, ranges from 0 dB to 25
dB. We see that as we increase y;, the intercept probability
decreases. For L. = 1, the curve is higher than the curve
for L. = 2. Similarly forL. = 2, the curve is higher than the
curve for L. = 3. Similarly forL, = 3, the curve is higher
than the curve for L, = 4.This means that as we increase the
number of L., the intercept probability decreases and the
network becomes more secure. By increasingL., the
network becomes optimum. For MRC case i.e L.=L, the

system is the most optimum and for SC case i.e Lc =1the

system is least optimum.
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Fig. 2. Intercept probability versus y; with 6 = 0.5, na= 1,
L=ng= ne=4,N=4,y,=10dB and L =1 to 4.
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Fig. 3. Intercept probability versus y; for different y, with
o= 0.5, Na = 1, L=ng= ne=4 . N=4.

Fig. 3 shows the plot of intercept probability versus
y, for different y,, with parameters set as na = 1, L= ng =
ng =4 and N = 4. It is shown that on increasingy,, the
intercept probability increases and the system become
more unsecure.

V. CONCLUSION

Higher layer cryptographic  authentication and
identification are expensive, power consuming and
vulnerable to attacks. Hence physical layer security is
used to secure data transmission as a solution to support
and supplement existing cryptographic protocols. Using
GSC scheme we derived closed loop expressions for the
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intercept probability which gives the measure of security
of the system. This model is very efficient, and can be
used reliably by utilities and industries in order to
determine the measure of security of their network.
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