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Abstract—The Threat of information security breaches is 

increasing. Large organizations have been targeted and have lost 
confidential customer information. Organizations have recognized the 
importance of information security investments. However, many 
organizations lack adequate investment in information security. In this 
paper, we derive the factors that affect investment in information 
security, provide a research model in accordance with information 
security decision factors and analyze the selecting priority of 
information security countermeasures using AHP decision model.    
According to the findings of this study, qualitative investment decision 
factors presented higher significance relatively and regulatory 
represented a relatively higher weight in the information security 
investment decision factors.  

Keywords—Information Security Investment, Information 
Security Countermeasures,  AHP 

I. INTRODUCTION 
N 2011,  several large companies were subject to attacks and 
these information security breaches were discussed in public. 

The companies lost personal data, including credit card 
information [12].  

In both foreign as well as domestic companies, and 
particularly for financial companies and telecommunications 
companies that hold large amounts of personal data including 
credit card information, hacking attacks are increasing. As a 
result, information security laws and policies have been 
strengthened, and concern for the protection of company 
information has increased.  

Companies have recognized the importance of information 
security investment and there is more interest in information 
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security. In practice, companies lack adequate investment in 
information security. 

In particular, results of information security investment have 
not occurred within the short term [18]. So, organizations are 
negative to invest in information security.  

Most of the studies related to information security investment 
are about the optimal level of information security investment, 
information security investment performance and information 
security countermeasures. Many studies are related to 
information security investment research to analyze the 
economic costs and benefits. Table 1 shows relative researches. 

 In situations, if we want to improve to an appropriate level of 
information security investment, economic aspects of the 
research as well as the factors affecting information security 
investment analysis needs to. 

We find that companies that have decided to invest in 
information security use standards and purpose for efficient 
information security investment. Also, we select information 
security countermeasures that based on each of the investment 
purpose and standards of information security. These lead to 
more efficient information security investment.  

Therefore, in this paper, we derive criteria to consider when 
we invest in information security and we perform an 
information security investment countermeasures priority 
analysis. The aim of this paper is to provide a model for 
selecting rational information security countermeasures 
according to investment objectives or standards for information 
security. 

 
Table 1. Researches of information security investment 

Division Type Contents 

Information 
security 

investment 
research 

Optimal level of 
information security 

investment 

Research of models that 
suggest the optimum level of 
information security 
investment  

Information security 
investment 

performance 

Research of the various ways 
in which to evaluate the costs 
and benefits of information 
security investment 

Information security 
countermeasures 

Research of information 
security countermeasure 
according to threat of 
information security 
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II. LITERATURE REVIEW 

A. Information Security Investment Decision Factors 
 
Very little research has been done on decisions about 

investment in information security or investment purpose. 
So, we consider the decision factors of investment in 

information systems.  Previous researches on this viewed that 
information security investment was part of IT investment.  

In this aspect, we can see that IT investment decision factors 
are related to information security investment determinants. 
These factors apply to the information security decision factors. 
We review affecting factors that information systems such as the 
business environment (competition, linking strategy), 
information technology (technical risk, support of management 
information), economics (return on investment, input costs), 
organization (size of organization, support of administration) 
[9]. Through this review, we determined that there are 
quantitative factors, qualitative factors and strategic factors.  

 And, decision of information security investment of 
enterprise can be prevented in an appropriate investment 
security incidents deemed risk. Also, if companies were adding 
information security countermeasure their external business and 
services, it is considering the positive effect on the profitability 
of these companies [20]. 

Through this, the investment factors were confirmed by a 
consideration of the outcome factors and risk factors.  

 
 

Table 2. Factors and Countermeasures  

Such as consideration of the characteristics of the decision of 
investment, in this paper was composed of factors that can be 
applied to risk factors, performance factors and quantitative 
factors, qualitative factors, strategic factors.  

 First, quantitative investment decision factors can be 
expressed by measuring a numerical objective, it allows that 
recognizes the need to investment in information security. In 
previous studies, these were described with terms such as loss of 
business from denial of service attack (DOS), faulty decisions 
based on altered data [26] and lost productivity [8], [11]. 

 Based on this, in this paper, we have discussed quantitative 
investment in terms of productivity, profitability, input costs. 
Qualitative investment decision factors cannot be expressed by 
measuring numerical objectives. However, these factors affect 
investment decisions in the same manner as quantitative factors. 
In previous studies, these are described with terms such as 
reputation, regulatory penalties and stock market price [5], [19]. 

Finally, there are strategic investment decision factors, which 
relate to performance and the positive effects that companies 
obtain from information security investment. These include 
customer satisfaction index [6] and competitive advantage [4]. 
 

B. Information Security Countermeasures 
Research on information security countermeasures was done 

by dividing the administrative aspects and technical aspects. 
Research on the information security countermeasures forms a 
main research covering the technical aspects. 

There are studies dealing with information security 
countermeasures through information security products and 

Division Type Description Reference 

Information 
Security 

Investment 
Decision Factors 

Quantitative Investment 
Decision Factors Productivity,  profitability and input costs 

Gordon and Loeb(2002) 
Sonnenreich, Albanese, 

Stout (2006) 
Qualitative Investment 

Decision Factors Reputation, regulatory penalties, stock market price Kim, Lee, In (2008) 
Butler (2002) 

Strategic Investment 
Decision Factors Customer satisfaction index, competitive advantage Blight (1997) 

Parker (1997) 

Information 
Security 

Countermeasures 

Information Security 
Policy 

Formulation of information security policy 
and periodic review of information security policy 

D`Arcy, Hovav, Galletta 
(2008) 

Aggarwal, Kanhere, 
Kanhere, Bajoria (2005) 

Lee, Jang (2009) 
SETA 

Program Security education, training, and awareness program Liu, Tanaka, Matsuura 
(2008) 

Information Security 
Products 

Access control information systems and installation 
information security products 

Liu, Tanaka, Matsuura 
(2008) 

Ram, Park, Chandrasekar 
(2008) 

Monitoring/Auditing Regular monitoring or auditing by internal/external 
experts 

Liu, Tanaka, Matsuura 
(2008) 

Cyber 
Insurance 

To cover losses and liabilities from information security 
breaches 

Baer and Parkinson (2007) 
Böhme  (2005) 
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technologies such as firewall, intrusion detection systems (IDS), 
antivirus products, virtual private networks (VPN), encryption,  
public key infrastructure (PKI), business continuity contract, 
operating system patches, password policies and periodic 
changes, network user accounts, uninterruptible power supplies, 
wireless security, disaster recovery plan, e-mail virus scan 
protection, malware/spyware inspection, distributed automated 
virus scan, automatic patching and updating, sniffer/network 
analyzer, HTTPs protocols, escrow and authentication, secure 
server, smart card, authentication policy servers, e-mail content 
inspection, vulnerability assessment, line encryption, onion 
router, traffic padding, data segregation, system activity 
monitor, power surge protectors, security evaluation systems, 
data backup systems etc [1],[14],[19],[21],[23].  

In addition, research on information security countermeasures 
was done by dividing IT-related efforts (software, hardware, 
data, network) and non-IT related efforts (physical, personnel, 
regulations/legality) [16].  

In research dealing with information security countermeasures 
from the administrative aspect, research was done by dividing 
information security management system (ISMS) [2],[13],[25], 
information security policy, security education, training and 
awareness program (SETA program) [7],[24]. 

 In addition, there was research to deal with emergency action 
plans (EAPs) corresponding to information security breaches. 

Domain of information security is divided into physical 
security, technical security and administrative security.  

In this paper, we derive information security 
countermeasures that can be applied to comprehensive. In 
addition, we consider the factors that could be proactive and 
reactive information security countermeasures.  

For this reason, we have deemed information security 
countermeasures cyber insurance against information security 
breaches [17],[27]. Table 2 lists the information security 
investment decision factors and information security 
countermeasures used. 

 
 

III. AHP DECISION MODEL  

A. AHP overview 
The AHP, develop by Saaty is designed to solve complex 

multi-criteria decision problems. The AHP is aimed at aimed at 
integrating different measures into a single overall score for 
ranking decision alternatives. This is an eigenvalue approach to 
pair-wise comparisons. 

It provides a methodology to calibrate the numeric scale for 
the measurement of quantitative as well as qualitative 
performance. The scale ranges from 1/9 for ‘least valued’, to 1 
for ‘equal’, and to 9 for ‘absolutely more important than’, 
covering the entire spectrum of the comparison. Table 3 shows 
Judgement scores for the important/preference of criteria using 
AHP.  

AHP helps to incorporate a group consensus. Generally, this 
consists of a questionnaire for the comparison of each element 

and a geometric mean to arrive at a final solution.  
The hierarchy method used in AHP has various advantages 

[22]. AHP has been applied to a wide variety of decisions 
[3],[15],[10].  

Table 3. Judgement scores for the important/preference of 
criteria using AHP 

 

B. AHP hierarchy 
In our paper, we explain the prioritized selection of 

information security countermeasures based on the information 
security investment decision factors using AHP decision model. 

Figure1 shows the structure of our AHP decision model. All 
layers are described as follows. 

First, quantitative investment decision factors have been 
configured to productivity, input costs and profitability. 
Secondly, qualitative investment decision factors have been 
configured to reputation and regulatory.   

Finally, strategic investment decision factors have been 
configured to customer satisfaction index and competitive 
advantage [Figure 1]. 

The definition of productivity includes investment factors 
with business damage (loss of data) and property damage 
(system interruption).  

The definition of profitability is investment factors with a loss 
of revenue and the rate of operating profits. The definition of 
reputation includes investment factors with a decrease in 
corporate image.  

The definition of regulatory is investment factors with a 
regulation or law related to information security. The definition 
of customer satisfaction index is investment factors with 
customer satisfaction and improving customer loyalty.   

The definition of competitive advantage is investment factors 
that enhance competitiveness against other companies. We 
define the factors used in the AHP model.        

Verbal Judgement Numerical rating 

Extremely important/preferred 9 

Very strongly to Extremely 
important/preferred 8 

Very strongly important/preferred 7 

Strongly to very strongly  
important/preferred 6 

Strongly important/preferred 5 

Moderately to strongly important/preferred 4 

Moderately important/preferred 3 

Equally to moderately important/preferred 2 

Equally to important/preferred 1 
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C. Survey Design 
In this study, it is possible to study information security 

countermeasures based on information security decision factors. 
We obtain the advice of a professional before advancing the 

survey, to confirm the agreement of the hierarchy.  
In addition, this study provides factors in selection of 

information security countermeasures, so we conduct a survey 
of professional engaged in a separate industry group. 

 

D. sample and Method 
This research surveyed current enterprise employees for 2 

weeks by utilizing both interviews and online surveys in parallel. 
In AHP analysis, we adopted a strict standard that the 
consistency ration should be less that the threshold of 0.10.  But 
for subsequent studies, if AHP is to be applied to social science 
areas, the threshold could be lifted up to 0.20, considering the 
fact that the details of each criteria are often failed to be fully 
delivered.   

The surveyed herein were those who had higher understanding 
of information security investment for their job or those who 
managed system security or computer management mostly.  

An e-mail invitation to complete the online survey was sent to 
64 employed professionals, of which 21 responded.  

Incomplete or otherwise unusable entries were discarded from 
data set, leaving 13 usable responses. A summary of the 
demographic characteristics of respondents is provided in Table 
4. For the empirical analysis in this research, Expert Choice was 
adopted.  

 
 
 
 
 

Table 4. Characteristics of Respondents 

Division Survey 
participants percent 

Company 
size 

Small and 
medium 9 69.2 

Large 4 30.8 

Industry 

Manufacturing 2 15.4 

Information 
technology 10 76.9 

Professional, 
Scientific and 

Technical 
services 

1 7.7 

Position 

Assistant 
manager 4 30.8 

Manager 2 15.4 

Deputy / General 
manager 5 38.5 

Director 2 15.4 

Career 

3-5 years 5 38.5 

5-10 years 3 23.1 

10-15 years 3 23.1 

15-20 years 2 15.4 

 

 
Fig. 1 AHP hierarchy 
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IV.  ANALYSIS AND RESULTS 
Though AHP analysis, we analyzed the relative order of 

priority of factors affecting information security investment 
decision making and the order of priority of information 
security investment countermeasures depending upon each 
information security investment decision.  

First of all, this research has formed a survey with qualitative 
investment decision factors, quantitative investment decision 
factors and strategic investment decision factors without adding 
each factor-specific weight then, combined the lower-class 
factor weights calculated after the survey to draw upper-class 
factor-specific weight.   

As a result, qualitative investment decision factors are 
considered to priority of information security investment 
decision. Table 5 shows the analysis results. 
 
Table 5. Weight of investment decision factors 

 

A. Priority comparison of information security investment 
decision factors 
 
As result of relative priority comparison on information 

security investment decision factors, we found that ‘Regulatory’ 
showed a weight 0.229, making the highest priority followed by 
‘Competitive advantage (0.167)’, ‘Customer satisfaction index 
(0.134)’, ‘Productivity (0.124)’, ‘Reputation (0.121)’, 
‘Profitability (0.115)’, ‘Input costs (0.110)’ in order. 

Based on this finding, we view that factors affecting 
information security investment decision by enterprises are 
more primarily focused on response to regulatory such as laws 
and policies on information security.  

 

B. Priority comparison of information security 
countermeasures according to investment decision 
 
This thesis examined the priority of information security 

countermeasures depending upon information security 
investment decision factors as follows. 

 
First, under the assumption that ‘productivity’ is regarded as 

a significant information security investment decision factor, 
‘Information security education, training and awareness 
program (SETA program)’ showed the highest priority with 
0.269 weight. Next was ‘Information security policy (0.230)’, 
‘Monitoring / Auditing (0.219)’, ‘Information security products 

(0.217)’ and ‘Cyber insurance (0.065)’. This order of priority 
demonstrates that enterprises primarily consider information 
security education, training and awareness program for 
employees as a countermeasure to information security 
investment to prepare for possible asset damages such as data 
loss or work damages like system failure. 

 
Second, under the assumption that ‘Profitability’ is regarded 

as a significant information security investment decision factor, 
‘Information security products’ showed the highest priority with 
0.300 weight. Next was ‘Monitoring /Auditing (0.235)’, ‘SETA 
program (0.198)’, ‘Information security policy (0.175)’, ‘Cyber 
insurance (0.092)’. This order of priority demonstrates that 
enterprises are viewed to consider information system access 
control and information security product purchase and 
installation to provide against damages to sales turnover amount 
or sales profit as countermeasure to information security 
investment.  

 
Third, under the assumption that ‘Input costs’ is regarded as a 

significant information security investment decision factor, 
‘Information security products’ showed the highest priority with 
0.282 weight. Next was ‘Monitoring/Auditing (0.232)’,  
‘Information security policy (0.199)’,  ‘SETA program (0.182)’,  
‘Cyber insurance (0.105)’.  

It was found in this research that enterprises thing of buying 
and installing information system access control and 
information security products as a priority in making 
information security investment by considering financial 
aspects such as establishment cost and maintenance cost.  

 
Forth, under the assumption that ‘Reputation’ is regarded as a 

significant information security investment decision factor, 
‘SETA program’ showed the highest priority with 0.293 weight.  
Next was ‘Information security policy (0.239)’, 
‘Monitoring/Auditing (0.206)’, ‘Information security products 
(0.170)’, ‘Cyber insurance (0.092)’. Through this, information 
security education, training and awareness program for 
employees was also found to be considered by enterprises as an 
information security investment decision countermeasure to 
provide against corporate image loss such as corporate 
reputation damage.  

 
Fifth, under the assumption that ‘Regulatory’ is regarded as a 

significant information security investment decision factor, 
‘Information security policy’ showed the highest priority with 
0.323 weight. Next as ‘Monitoring/Auditing (0.246)’, ‘SETA 
program (0.183)’, ‘Information security products (0.158)’, 
‘Cyber insurance (0.090)’. As an information security 
countermeasure to respond to regulations such as information 
security–related laws and policies, formalized information 
security policies and regular information security policies were 
found to be considered first.  

 
 

Criteria 

Quantitative 
investment 

decision 
factors 

Qualitative 
investment 

decision 
factors 

Strategic 
investment 

decision 
factors 

Total 

Weight 
(Rank) 

0.349 
(2) 

0.350 
(1) 

0.301 
(3) 

1.000 
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Table 6. Research analysis results  
Sixth, under the assumption that ‘Customer satisfaction 

index’ is regarded as a significant information security 
investment decision factor, ‘Information security products’ 
showed the highest priority with 0.245 weight. Next was ‘SETA 
program (0.230)’, ‘Monitoring/Auditing (0.213)’, ‘Information  
security policy (0.189)’, ‘Cyber insurance (0.123)’. When 
enterprises choose information security countermeasure with an 
expectation to elevate customer satisfaction and loyalty, they 
are deemed to consider information security product primarily. 
 
 Seventh, under the assumption that ‘Competitive advantage’  
 is regarded as a significant information security investment 
decision factor, ‘Information security products’ showed the  
highest priority with 0.273 weight. Next was 
‘Monitoring/Auditing (0.257)’, ‘SETA program (0.227)’, 
‘Information security policy (0.150)’, ‘Cyber insurance (0.093)’. 
This order of priority demonstrates that enterprises are deemed 
to consider information security products primarily when 
selecting a countermeasure to information security investment 
with an expectation to improve own competitive advantage over 
other rivals. The following Table 6 shows the analysis results.  

V. CONCLUSION AND IMPLICATIONS 
Based on this research analysis on information security 

investment decision and their countermeasures, the following 
implications are presented. 

 
First, when information security investment decision factors 

were divided into quantitative investment decision factors, 
qualitative investment decision factors and strategic investment 
decision factors according to features, they showed similar 
weights in general with the qualitative investment decision 
factors presenting higher significance relatively. This implies 
that if we are to explore ways to encourage corporate 
information security investment to an optimal level, qualitative 
analysis will be necessary on the effects of information security 
investment such as prevention against possible corporate image 
loss in addition to financial numbers to view such effects.  

 
Secondly, regulatory represented a relatively higher weight in 

the information security investment decision factors. Regulatory 
is defined as those from information security related laws and 
policies. Based in this research, it is deemed that enterprises 
importantly regard regulatory compliance according to 
information security related laws and regulations and possibility 
of additional expenses in making information security 
investment. Therefore, to help enterprise invest in information 
security to an optimum level, a first thing would be to implement 
laws and policies considering enterprises situations.  

 
Third, if this research analysis is utilized in selecting 

countermeasure way to information security investment, more 
practically applicable information would be offered. When 
companies make a decision on information protection 

Information 
security 

investment 
decision factors 

Weight Rank 
Information 

security 
countermeasures 

Weight Rank 

Productivity 0.124 4 

Information 
security policy 0.230 2 

SETA program 0.269 1 
Information 

security products 0.217 4 

Monitoring / 
Auditing 0.219 3 

Cyber insurance 0.065 5 

Profitability 0.115 6 

Information 
security policy 0.175 4 

SETA program 0.198 3 
Information 

security products 0.300 1 

Monitoring / 
Auditing 0.235 2 

Cyber insurance 0.092 5 

Input Costs 0.110 7 

Information 
security policy 0.199 3 

SETA program 0.182 4 
Information 

security products 0.282 1 

Monitoring / 
Auditing 0.232 2 

Cyber insurance 0.105 5 

Reputation 0.121 5 

Information 
security policy 0.239 2 

SETA program 0.293 1 
Information 

security products 0.170 4 

Monitoring / 
Auditing 0.206 3 

Cyber insurance 0.092 5 

Regulatory 0.229 1 

Information 
security policy 0.323 1 

SETA program 0.183 3 
Information 

security products 0.158 4 

Monitoring / 
Auditing 0.246 2 

Cyber insurance 0.090 5 

Customer 
satisfaction 

index 
0.134 3 

Information 
security policy 0.189 4 

SETA program 0.230 2 
Information 

security products 0.245 1 

Monitoring / 
Auditing 0.213 3 

Cyber insurance 0.123 5 

Competitive 
advantage 0.167 2 

Information 
security policy 0.150 4 

SETA program 0.227 3 
Information 

security products 0.273 1 

Monitoring / 
Auditing 0.257 2 

Cyber insurance 0.093 5 
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investment, this research analysis is expected to help them 
review countermeasures priority appropriate for their 
investment purposes or criteria and reach an effective 
countermeasure selection. 

 
Forth, this research viewed cyber insurance as an ex post 

countermeasure to information security investment. However, 
the awareness on the importance of cyber insurance as an 
information security countermeasure was found to be relatively 
lower. Most OECD member countries are pursuing integrated 
personal information protection policies both in the public and 
private sectors and related insurance products are being 
expanded. Many of the surveyed companies herein were mid 
and small-sized enterprises but they are in industries with high 
risk of information security accidents. In this sense, it should be 
noted that diverse investment countermeasures such as cyber 
insurance need to be more actively utilized.  

VI. LIMITATIONS AND FUTURE RESEARCH  
 This research may be limited in the follow aspects.  

AHP model in this research may face criticism for its 
methodology whether the information security investment 
decision factors and information security countermeasures 
include all kinds of factors and countermeasures and whether its 
implementation was done in a valid and appropriate manner.  
 

Therefore, continued investigation will be necessary on what 
kind of information security investment factors and information 
security countermeasures should be factored in additionally in 
an empirical analysis. 

 
Also, in analyzing information security investment decision 

factors and information security countermeasures selections, 
surveyed companies will need to be grouped into 
industry-specific areas to further compare and analyze the 
outcomes according to common enterprise situation and 
purpose of decision making.  
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