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Abstract— The importance of human-robot collaboration 

systems in industrial applications has increased due to the 

orientation towards the smart factory approach. To ensure the 

safety of such systems, collision avoidance techniques based on 

millimeter-wave radar sensors are used. Safe communication 

between the robot and the radar sensor is ensured by using the 

safety system on a chip based on 1oo2D architecture. The 

design and prototyping of a multi-channel communication 

FPGA-based development board is presented. Furthermore, 

the FPGA implementation of SoC with multiple Ethernet MAC 

interfaces based on various soft cores is demonstrated.   

Keywords—Safety System on a Chip, 1oo2D Safety 

Architecture, Human-Robot Collaboration 

I. INTRODUCTION  

Industry 4.0 is the way to the future of the industrial 
environment through the development of the so-called smart 
factories [1]. In this new approach, the connection between 
the physical world and the virtual world is established using 
Cyber-Physical Systems (CPSs), Internet of Things (IoT) and 
Internet of Services (IoS) [2]. The integration of CPSs into 
the industrial environment results in the Cyber-Physical 
Production Systems (CPPSs) that increases the flexibility 
and productivity of the production systems [3, 4]. The 
development of Industry 4.0 concept is based on the 
development of nine technology sectors, i.e., internet of 
things, cybersecurity, cloud computing, big data analytics, 
simulation, additive manufacturing, augmented reality, 
artificial intelligence and autonomous robots [5, 6]. 

Robotics in the industrial environment is a cornerstone 
that helps to realize the industry 4.0 concept. This concept 
includes the integration of free movement robotic systems, 
which provides flexibility and also increases the throughput. 
However, the mechanical force imparted by the industrial 
robotics is enormous. Hence, the presence of operators and 
other personal staff in the same working area may increase 
the risk of injury or death in case of malfunctioning of the 
robot or personnel in the vicinity of the robots while it is in 
operation. Therefore, in order to ensure safety in the 
industrial environment, the industrial standards EN ISO 
12100 [7], EN ISO 10218 [8]  and ISO/TS 15066 [9] 
regulates the safety requirements for machinery, robotics and  
human-robot collaboration, respectively. Based on the 
ISO/TS 15066, the force, speed and boundary of the working 

area of the industrial robots in the presence of human 
personnel are restricted. There are four approaches of HRC, 
i.e., Safety-rated monitored stop, Hand-guided, Speed & 
Separation Monitoring, Power & Force Limiting [10]. For 
example, the robotic systems are confined in a cage with 
interlock functionality. As an operator enters the operation 
area of the robot, it halts its operation. Such a situation 
hinders the throughput and leads to production overload. The 
restrictions mentioned above in the operation mode limits the 
flexibility and increases the cost and the infrastructural 
complexity of the production lines. 

The concept of human-robot-collaboration is successfully 
implemented using various collision avoidance techniques. 
Projection-based sensor systems [11], vision-based systems 
[12] natural communication-based systems [13], capacitive 
skin sensor-based systems [14], ultrasonic based systems 
[15] are examples of HRC approaches. The millimeter-wave 
radar sensor has a potential on realizing HRC systems due to 
their small size and lightweight [16]. Compared to the other 
collision avoidance techniques, millimeter-wave radar 
sensors-based systems are a good match to the industrial 
applications. The reason for this is the presence of aggressive 
particles and vapor that degrades the optical-based collision 
avoidance system in the industrial environments [17]. Within 
the scope of a funded project by BMBF [18], a smart 
approach is implemented based on using multiple millimeter-
wave radar sensors. The principle safety architecture of 
human-robot-collaboration system is shown in Fig. 1. 

However, to implement this concept, the foundation 
hardware is required that enables the HRC. Additionally, the 
hardware must be functionally safe to achieve this goal and 
to qualify as per the industrial standard. To establish high 
reliability and safety of the system, a new FPGA based 
communication SoC is designed on 1oo2D architecture [19–
21]. In this paper, the design and integration of the used 
development board are introduced while the safety 
architecture and its FPGA implementations are described in 
reference [22].  

II. SOC ARCHITECTURE FOR SAFETY SENSOR NODE  

The realization of current project enables in expanding to 
other innovative ideas of direct HRC in a physically close 
area. This technology can be adapted to produce various 
applications in the field of personal and home environment, 
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health and industrial. The system consists of 16 radar sensor 
nodes, a safety System-on-Chip (SoC), a data evaluation 
board and communication interfaces. The radar sensor nodes 
are distributed on a ring that surrounds the robotic arm. Each 
radar sensor node covers a detection angle of 60°. With a 
certain degree of overlap among the sensor nodes, a total of 8 
radar sensor nodes cover the complete 3D-detection range of 
360°. The remaining eight radar sensors nodes provide 
redundancy to the detection subsystem. The data collected by 
the radar sensor nodes is processed by the FPGA based 
safety SoC. The redundancy principle of the system and the 
architecture of Safety SoC are discussed in ref. [22]. The 
radar sensor nodes are connected to the SoC via the fast 

Ethernet that provides a data speed of up to 100 Mbps. The 
SoC checks the validity of the collected data and transmits it 
to the evaluation hardware via a gigabit Ethernet 
communication interface. The data evaluation board 
validates and processes this data. The processing of the data 
includes calculating the number of objects around the robot 
arm, the direction of movement and the speed. Based on this 
information and the position and the speed information 
provided by the robot, a decision is made to continue the 
operation, reduces the speed else the robot makes a transition 
into a predefined safe state. The transition to the safe state is 
attained when a collision with any object cannot be avoided.

 

Sensor 1

Sensor 2

Sensor 15

Sensor 16

Gigabit Ethernet

Robot arm

Fast Ethernet

Safety 
SoC

Data evaluation 
board 

 

Fig. 1: Principle safety architecture of human-robot-collaboration system. 

 

III. ARCHITECTURAL DESIGN OF SAFETY SOC 

A novel FPGA based safety SoC is developed within the 
scope of this project that supports multi-channel 
communication over Ethernet (17 ports). Therefore, a 
development board with multiple Ethernet ports was a 
prerequisite. However, such a development board is not 
available in the market. In this section, the development 
process of the in-house FPGA development board is 
described to satisfy the requirements for the current 
application. 

A. Methods and measures for implementation and testing of 

SoC design  

The standard Virtex 7 FPGA development board supports 
the development of hardware design for embedded systems. 
As a requirement for the application of current project, it 
could not qualify due to the fact that it provides just a single 
Ethernet port without additional add-ons to the board. The 
number of Ethernet ports is extended by attaching Gigabit 
Ethernet FPGA Mezzanine Card (FMC), from Opsero 
Electronic Design Inc., to the Virtex 7 development board. A 
single FMC has four Gigabit Ethernet ports and a maximum 
of two FMCs are possible to connect to a Virtex 7 board. 
This Ethernet configuration extends to a total of 9 ports.  

For testing purposes, 1oo1 SoC with nine Gigabit 
Ethernet interfaces based on MicroBlaze soft processor is 
implemented. The Gigabit Ethernet interfaces of 
implemented design is tested using the Xilinix SDK. 
Additionally, the embedded Linux OS based PetaLinux is 
customized, configured and built for the target development 
board [23, 24]. All nine Gigabit Ethernet interfaces are 
successfully implemented and tested for transmission. 

However, the number of Ethernet interfaces still falls short 
for our application. Due to this limitation in the number of 
Ethernet ports, the Virtex 7 board with the FMCs does not 
satisfy the requirement for this application. Hence, it 
becomes essential to develop an in-house FPGA 
development board. 

To develop the in-house FPGA development board, the 
first step was the selection of the design from the two 
available approaches. One is designing the board based on 
FPGA chip and the second is to use an FPGA module. The 
FPGA chip requires designing the complete circuitry, which 
is complex and time-consuming. In contrast, the FPGA 
module can be readily integrated onto the FPGA baseboard 
for design and testing. As soon as the SoC is tested, the in-
house FPGA board based on the FPGA module can be easily 
developed. Therefore, the second approach was selected. 

The Virtex 7 used in the testing phase is available in the 
market as a chip but not as a module. This scarcity was 
fulfilled by the Kintex module of the FPGA family. The used 
FPGA module is Mercury+ KX2 board from Enclustra 
FPGA Solutions. Also, the baseboard Mercury+ PE1 with 
two FMC connectors is used to test the combination of the 
soft core, FPGA module and the Gigabit Ethernet FMC 
cards. As a final implementation of the SoC for this project, 
the LEON3 processor is used. The LEON3 soft processor is 
a modular and configurable VHDL-based 32-bit processor 
[25]. 

A 1oo1 LEON3 based SoC with ten Gigabit Ethernet 
interfaces is implemented on the Mercury+ KX2 FPGA 
module and tested along with the Mercury+ PE1 baseboard 
and the Gigabit Ethernet FMC cards. Since the Ethernet 
interfaces of sensor nodes support only 100 Mb Ethernet 
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communication, additional implementation of 100 Mb 
Ethernet interfaces on the LEON3 SoC is performed and 
tested using the GPIO extension connector in the Mercury+ 
PE1 baseboard. 

B. Fundamental design of multi-channel communication 

system 

In the final stage, the multi-channel Ethernet 
development board is designed and realized. The 
development board has sixteen Ethernet ports each of 100 
Mb and one Gigabit Ethernet port. Multiple UART 
communication interfaces and flash memory chips are also 
integrated. In comparison to the standard solutions (Virtex 7 
development board and Mercury KX2 board), the in-house 
multi-channel Ethernet development board has many 
advantages (Fig. 2). The number of Ethernet ports is higher 
and the size of the board is smaller compared to the standard 
development boards. 

 

 
Fig. 2: The in-house multi-channel communication system. 

 

C. Application of multi-channel communication system 

The implementation of the SoC is carried out and tested 
in the laboratory. Furthermore, a demonstrator was built with 
the partners of this project to integrate and test the overall 
system, which was successfully validated (Fig. 3). 

 

 
 

Fig. 3: Demonstrator of RoKoRa project. 

 

IV. CONCLUSION 

In this paper, a smart approach of human-robot 
collaboration is introduced. Various standard development 
boards have been tested by implementing multiple Ethernet 
mac interfaces based on Microblaze and LEON3 soft 
processors. The implementation has been carried out using 
various FPGA families, i.e., Virtex 7, Artix 7 and Kintex 7. 
In the end, the in-house multi-channel communication FPGA 
based development board is developed to be used on the 
implementation of the Safety SoC. Verification and 
validation of the in-house multi-channel communication 
development board have been successfully conducted. In 
future work, a safety SoC based on 1oo2D safety architecture 
will be presented. 
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