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Abstract— The steganography research has grown rapidly since
last decade. This technique has been used to hide different types of
information, such as medical, personal and business information and
also in some cases it was used in criminal act. This paper presents a
robust steganographic scheme focused on the embedding of a secret
image into a cover image in the DCT domain using QIM embedding
algorithm. The experimental results show the robustness of the
proposed scheme against the JPEG compression and noise
contamination, while keeping an imperceptibility of hidden data. The
proposed scheme also is robust to commercial stego-analyzers, which
cannot detect the presence of the hidden data in the stegoimage
generated by the proposed scheme. The better performance of the
proposed scheme is shown comparing with a previously reported
steganography algorithm with the same objective of the proposed
one.

Keywords— Steganography, DCT, JPEG compression, QIM,
payload, robustness, secret image

HE growth sharing of digital files, such as images, audio

and video, on social networks or Internet, animates the

study of steganography as an important technique to
transport and share hidden information among several world
sectors. Recently this technique has been used to hide
different types of information, such as medical, personal and
business information and also in some cases it was used in
criminal acts.

The steganography is the technique or science of hiding
confidential information in a carrier file this word is derived
from the Greek "Stego", meaning cover, and "Graphs"
meaning writing [1]. The digital steganography must satisfy
three important requirements which are: the imperceptibility of
the hidden information, the capacity of large amount of hidden
data and the robustness against some common signal
processing procedures, such as lossy compression [2-4].

Until now several digital steganographic schemes to hide
secret information into digital files have been developed such
as those proposed by Stool [5], JSteg [6], F5 [7], Bit-Plane
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Complexity Steganography (BPCS) [8], JpHide [9], Outguess
[10] and so on. Among them, Least Significant Bit (LSB)
steganographic algorithms, such as Stool [5] and BPCS [8],
are able to hide great amount of information, however
generally they are vulnerable to statistical analysis and the
hidden information is easily destroyed after lossy compression,
such as JPEG compression.

The frequency domain steganographic algorithms, such as
J-Steg [6], F5 [7] and Outguess [10], embed the secret data in
frequency domain, which is relatively robust to lossy
compression; however in general the amount of the hidden
data is limited. The authors of [11] proposed a robust
steganography method called RIASIWT, in which data hiding
is carried out in Integer Wavelet Transform (IWT) domain.
The approximation sub-band of the IWT of the cover image is
divided into non-overlapping blocks of 4x4 coefficients and
then the secret information bits are hidden adaptively
depending on the condition number of each block. In this
algorithm, a gray-scale image is considered as a secret data.

The proposed steganography scheme provides robustness
to common non-intentional image processing, such as JPEG
compression and noise contamination, and also it provides the
high data hiding capacity, while keeping sufficient
imperceptibility. In the proposed scheme, an image data is
considered as secret data, because in many applications an
image provides a lot of visual information. The proposed
scheme is also robust to commercial analyser for
steganography [12], which cannot detect the presence of
hidden data in the stego-image generated by the proposed
algorithm. The rest of this paper is organized as follows.
Section 1l provides a detail description of the proposed
scheme, and experimental results and performance comparison
with a previous work are shown in Section Il1. Finally, Section
IV provides the conclusions of this work.

1.
The proposed algorithm is composed by a secret image
embedding process and extraction process.
A. Embedding Stage

The block-diagram of the embedding process of the proposed
steganography algorithm is shown in Fig. 1. This process is
given by following steps.

PROPOSED ALGORITHM

1. Adjustment: Firstly the pixel values of the cover image are
adjusted to avoid overflow or underflow of the range of
pixel values [0,255].
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Fig.1. Block diagram of the proposed steganography scheme.

2.

Image Segmentation: The adjusted cover image is divided
into non-overlapped blocks with 8x8 pixels.

2D-DCT: The bi-dimensional Discrete Cosine Transform
(2D-DCT) is applied to each block with 8x8 pixels to
obtain DCT coefficients from the DCT block.

Zig-Zag Scan: The DCT block of the cover image is
ordered in zig-zag manner as shown by Fig. 2 to obtain a
vector with 16 coefficients:
Cy =[B(13),B(2,2), ---,B(4,3),B(3,4)], k =1..K , where K
is the total number of blocks. Here only lower 16
coefficients, except DC and two lowest ACs, are used for
data hiding to reduce the visual distortion caused by data
hiding.
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Fig. 2 Zig-Zag scan to obtain 16 DCT coefficients.

Fig 3. An example of permutation. (a) original image, (b) permuted
image after applying chaotic mixing algorithm.

5. Permutation: The secret gray-scale image is permuted

using chaotic mixing algorithm using two secret keys [13],
whose objective is aggregate a security issue in the
proposed scheme. The chaotic mixing algorithm is given

by

u®=Al kKUO, i=12.P-1 1)
where U is state of the input image U© after applying i
times a transform matrix Ay (k) to U© . The transform
matrix Ay (K) is given by

YTV KL E 0 U R ELR STy 2
Av(K):Ly — N’yn+1_k ki1l yn mo 2

where (x,, yn) is coordinate of each pixel at time n, k is an

integer secret key which forms a transform matrix and NxN
is the size of the secret image. Here k and i are two user’s
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keys. Figure 3 b) shows a result of this process applied to a
result of this process applied to an image of Fig. 3a).

. Pixel Decomposition: The permuted secret image is
divided into pixel pairs Pqmy and Pi1ms1), Where (n,m) is
the coordinate of each pixel . In the proposed scheme, these
two pixels (P, and P,) will be embedded into each DCT
block of the cover image.

. MSB-LSB swapping: Considering that a secret image is 8-
bits grey-scale image, then each pixel is segmented into
four MSB-bits and four LSB-bits, i.e. P;=MSB;ULSB;,
P,=MSB,ULSB,. Taking in account that the four MSB-bits
of each pixel have more important visual information than
their four LSB-bits, therefore we arrange the bits in a
sequence of 16 bits as shown by Figure 4.

. Secret Bit Sequence Generation: In the Figure 4, P, and P,
are two pixels with 8 bits data. Four MSB bits (MSB; and
MSB,) of both pixels are collocated in the first 8 bits of the
16 bits-sequence S, and four LSB bits (LSB1 and LSB2) of
both pixels are collocated in the least 8 bits of the
sequence, so we get S- MSB;@®MSB,®LSB;@LSB,, where
@® indicates concatenation operation.

Py
MSB: LSB;
P2 //
MSB, LSB,
a)
s
MSB: MSB, LSB: LSB,
1 " 16
b)

Fig. 4 Bits arrangement used in the proposed scheme. (a) two
pixel P, and P, with 8 bits and (b) arranged 16 bits-sequence S.

This form to order the bits of two pixels ensures the
embedding of the 8 MSB bits into lower AC coefficients of
the DCT block, where the hidden information is more
robust than the AC coefficient with higher frequency,
which is shown by the Figure 5, this embedding location
ensures the extraction of the most important bits of each
pixel of the secret image, providing a better quality of the
secret image.

. Embedding: The arranged 16 bits-sequence Sy is embedded
into k-th DCT block using QIM embedding algorithm [14],
which is given by (3).
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10.

V.

a) b)
Fig. 5 Frequency representatio, (a) AC coefficients with lower

frequencies where MSBs of two pixels are embedded (b) AC
coefficients with higher frequency where LSBs of two pixels are

embedded.

if S, (b)=0
Cy (b) = 2q

where q=argmin ;|[Cy (b) - 2jA[¢

. 3)
it S, (b)=1

C,(b)=2q+1

where ¢ =argmin ;[Cy (b) - (2] +1)A|

il
where S, (b) is b-th bit of 16 bits sequence of the secret

data to embed in the k-th DCT block, C, (b) and Ek (b) are

b-th DCT coefficients of k-th block, respectively, and A is
step-size.

Inverse 2D-DCT: Finally stego-image is obtained applying
inverse DCT to each DCT block with hidden 16 bits
sequence (Sy).

In the proposed scheme, two pixels of the secret image are
embedded into each DCT block of the cover image
obtaining the stego-image; therefore there is a relationship
between size of the gray-scale cover image and that of the
gray-scale secret image, which is given by

Lz% 4)

where (NxN) is the size of secret image and (LxL ) is the
size of the cover image.

B. Hidden Data Extraction Process

The hidden data extraction process is similar to the embedding
process. This process is shown in the Fig.6.

1.

Image segmentation: The stego-image is divided into non-
overlapped blocks with 8x8 pixels.
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Fig. 6 Block diagram of the extraction of the proposed
steganography scheme.

. 2D-DCT: The 2D-DCT is applied to each block of the
stego-image obtained in the previous process.

. Zig-Zag scan: The Zig-Zag scan is applied to each DCT
block to obtain 16-coefficients per block, as shown in
Figure 2.

. QIM Extraction: The 16 bits of the secret sequence from
the 16 coefficients obtained in the previous process, are
extracted using the QIM extraction algorithm, which is
given by

$, (b) = mod(Cy (b) 2) (5)

where ék (b) is the zig-zag ordered b-th coefficient of the

k-th DCT block of the stego-image, which is probably
distorted by non-intentional attacks, such as JPEG

compression and noise contamination, and Sy (b) is the

extracted b-th hidden bit and A is the same step-size used
in the embedding process.

. MSB-LSB Reordering: The extracted 16 bits secret
sequence in the previous process is rearranged to generate
two pixels values (P, and P,) with 8 bits. All pixel values
are obtained at the same way.

. Inverse permutation: Applying inverse process of the
chaotic mixing algorithm [13] to all extracted data to
obtain the secret image. The inverse chaotic mixing
algorithm is given by

U@ = AJ (U O, i=12,.P-1 (6)
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Fig. 7 Cover Images used in the experiments.

where U ® is the extracted secret data in the step 5, whose

pixels are disordered and U © s the resultant image after
applying inverse permutation process, i.e. the extracted
secret image.

I11. EVALUATION RESULTS

In this section the performance of the proposed scheme is
evaluated from the several points of view, such as the hidden
data imperceptibility, the payload that indicates the hiding
capacity, the quality of the recovered secret images and hidden
data robustness. These evaluations are carried out using
several cover images and secret images with different
characteristics. Some of the cover images used in the
evaluation are shown by Figure 7. Firstly the step-size A of the
QIM algorithm must be determined adequately, because the
hidden data imperceptibility, the quality of the extracted secret
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image and the robustness of the hidden data are directly related
to this value. Figure 8 shows the relationship between the
step-size A and the quality of stego-images respect to their
original one and Figure 9 shows the relationship between the
step-size A and the quality of the extracted secret images
respect to their original one when the stego-image is
compressed by JPEG compression with quality factor 80. In
both cases, the payload of the secret image is 100%. For
example if the dimension of the host image is 512 x 512, the
dimension of the secret image is 90 x 90, applying (4) it
follows taht

512x+/2
N:TX‘/—zgo

Obviously using smaller step-size A, we can get higher
quality of stego-image, however the quality of the extracted
secret image is affected, and using a lager A, we can extract a
secret image with higher quality, however in this situation the
quality of the stego-image is affected.
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Fig. 8 Relationship between Step-size and quality of stego-images.
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Fig. 9 Relationship between step-size and quality of recovered secret
images.

Considering trade-off between the quality of the stego-images
and the quality of the extracted secret image, we consider that
an adequate step-size A is equal to 7.

A. Imperceptibility of hidden image
The quality of stego-image is inversely proportional to the
quantity of the hidden data. In the Table I, the quality of the

color stego-image with different quantities of hidden data,
respects to their original one are given. The size of the color

images is 512x 512. The image quality is assessed by the
Peak Signal to Noise Ratio (PSNRY), which is given by (7) and

(8).

2562
Ny Np
> S(lo-1sF
MSE ==t 8)
NN,

If the host image is color image, the payload defined by (4)
increases three times, because three color channels, Red,
Green and Blue, are available for the secret image hiding.

Table I. Quality of stego-image with different hidden data
uantities.

Hidden data quantities Quality of steo-image
pixels / payload (%) PSNR (dB)
6,075 (25%) 44.40
12,288 (50%) 41.28
18,252 (75%) 39.61
24,300 (100%) 38.44

(c) (d)
Fig. 10 Original host image (a) and (c), and stego-images (b) and (d).

Figure 10 shows gray-scale and color stego-images with
100% payload, together with their original cover images
for visual comparison purpose.

B. Quality of the extracted secret image and Robustness to
JPEG compression
The qualities of the extracted secret image using the proposed

algorithm, when the stego-images are compressed by JPEG
compression, are also evaluated. These evaluations reflect the
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robustness of the proposed scheme to non-intentional image
processing.

Table 1l shows the quality of the extracted secret image
under JPEG compression with different quality factors, in
which “Inf” means the lossless extraction of the secret image.
Here gray-scale images showed in the Fig. 7 are used as cover
images and the values of this table are average using 10 cover
images. Figure 11 shows the extracted secret image with 90
%90 pixels from the stego-images with 512x512 pixels, which
is compressed by the JPEG compression with quality factor
80. In this case the payload is 100%.

a)

Fig. 11 a) Secret image, b) recover image with 38.45 dB.

From this Table and the Fig. 11, we can conclude that in the
proposed scheme, the extracted secret image from the
compressed stego-image by JPEG compression with quality
factor 70 provides sufficiently good visual information to the
receptor.

A. Robustness to noise contamination

The hidden data robustness to the Gaussian noise in the
proposed steganography is also evaluated. Table 111 shows the
quality of the extracted secret image respect to its original one,
when the stego-image is contaminated by Gaussian noise with
different variances o of noise distribution. The Figure 12
shows an extracted secret image from the stego-image that is
compressed by JPEG compression and contaminated by

Gaussian noise with a variance 2 =10>. The PSNR of this
image respect to its original one is approximately 21.5 dB.

Table 11. Quality of the extracted secret image when stego-image is
compressed by JPEG compression with different quality factors.

Payload

(52
25% 50% 75% 100%
x10® | Extracted secret image quality in PSNR

(dB)

1.0 29.93 28.23 27.88 27.17
5.0 23.52 23.11 23.51 24.12
10.0 21.34 20.70 21.39 21.52
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Fig. 12 Extracted secret image under contamination by Gaussian

noise with a variance o2 =10"° and JPEG compression with
quality factor 90.

Table I11. Quality of the extracted secret image when stego-image is
contaminated by Gaussian noise with different variances

Payload
QF 25% 50% 75% 100%
Extracted secret image quality in PSNR
dB)
60 15.90 15.86 16.03 15.34
70 25.57 25.12 25.47 25.25
80 37.43 37.43 36.50 36.21
90 Inf Inf Inf Inf
100 Inf Inf Inf Inf

From Table Il and Figure 12, we can conclude that the
proposed steganography algorithm provides a sufficiently
good quality of the extracted secret image when the stego-
image is compressed by JPEG compression and contaminated
by Gaussian noise.

C. Performance Comparison with RIASIWT [11]

The performance of the proposed steganography algorithm is
compared with that of the RIASIWT [11]; because the purpose
of the RIASIWT is hide a secret image into the cover image,
which is the same purpose of the proposed algorithm.

Firstly, the imperceptibility of the stego-image is compared
under the same payload, i.e. the number of pixels of secret
image to be hidden. In the RIASIWT [11], the condition
number is calculated to determine if the block of 4x4 IWT
coefficients is proper or not for data hiding, then the payload is
varied depending on the characteristics of the cover image.
Generally the maximum payload of a specific image is much
lower than that of our proposed algorithm. So the number of
pixels of the secret image is unified among two algorithms.
Table IV shows a comparison of the hidden data
imperceptibility between the proposed algorithm and the
RIASIWT [11].
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Table IVV. Comparison of stego-image quality

Payload PSNR (dB)
# of pixels (%) Proposed RIASIWT [11]
6,075 (25%) 42.30 31.64
12,288 (50%) 39.23 31.63

Table V. Comparison of the maximum payload in the proposed
algorithm and RIASIWT.

Images Maximum payload (pixels number)
512x512 Proposed RIASIWT [11]
Lena 8100 3218
Chiles 8100 3093
Baboon 8100 4795
Boat 8100 2844
Gold-Hill 8100 3796
Barbara 8100 3085

Table VI. Quality of the extracted secret image under JPEG
compression

JPEG - QF 100 70

Size of secret | 6075 12288 6075 12288

image (pels)

Proposed 40.66d 39.76dB | 36.55dB | 35.70d
B B

RIASIWT | 14.89d 14.78dB | 14.85dB | 14.71d
B B

As we can observe from the Table IV, the proposed
algorithm provides a better quality of the stego-image than that
of the RIASIWT when the secret image is the same size.

Table V shows a comparison of the maximum payload
(pixel number) that both algorithms can provide. As mentioned
before, in the proposed algorithm, we can calculate the
maximum payload from the size of cover image using (4),
however in the RIASIWT, the maximum payload depends
strongly on the characteristics of the cover image. From this
table, the proposed algorithm provides a higher hiding
capacity than that of the RIASIWT. In the best case, the
proposed algorithm can hide three times larger secret images
than that of the RIASIWT.

Also the hidden data robustness against the JPEG
compression of both algorithms is compared. The comparison
results under the same condition are shown by Table VI. In
this table, the quality degradations of the extracted secret
image caused by JPEG compression are measured in terms of
PSNR. Two secret images with different size: 6075 pixels and
12,288 pixels, which are 25% and 50% of the maximum hiding
capacity of the proposed algorithm, are used. It is because the
maximum hiding capacity of the RIASIWT is approximately
50% of the maximum hiding capacity of the proposed
algorithm.

The table VI shows that the robustness of the hidden data
in the proposed algorithm is much higher than that of the
RIASIWT. The secret image extracted from the compressed
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stego-image generated by the proposed algorithm s
sufficiently clear, while the secret image extracted from the
compressed stego-image of the RIASIWT is too noisy to
observe the contents of the image.

D. Robustness to Commercial Analyzer

Recently the SARC (Steganography Analysis and Research
Center) published in his web site that the quantity of
Steganographic applications in his SAFDB (Steganography
Application Fingerprint Database) is approximately 1150. The
main purpose of the analyzers (StegAlyzerAS and
StegAlyzerSS) provided by SARC is the detection of stego-
files generated by several steganographic algorithms [12].

In other hand, the principal objective of steganographic
algorithms is generating a stego-image that any commercial
steganographic analyzer cannot detect as stego-image. All
stego-images generated by the proposed steganographic
algorithm are classified as natural images by the StegAlyzerAS
and StegAlyzerSS, meaning that analyzers cannot detect the
presence of the hidden data into the stego-images generated by
our algorithm.

IV. CONCLUSION

This paper proposed a steganographic algorithm, which
embeds and extracts a secret image in the DCT domain
using the Quantization Index Modulation (QIM)
embedding algorithm, in which unlike the previous
reported methods, such as RIASIWT, the maximum
payload is independent on the characteristics of either
cover image or secret image. The maximum hiding
capacity of the proposed algorithm is much higher than
that of some conventional steganographic algorithms
and it allows hiding a secret image.

The experimental results show that the proposed
steganographic algorithm provides a high
imperceptibility of the hidden information using DCT
domain hiding technique, which allows taking advantage
of the human visual system deficiency. This fact is
shown in the Table I, in which the stego-image quality
respect to the cover image is close to 40dB.

Also the proposed steganographic algorithm provides
the hidden data robustness to the JPEG compression and
the  Gaussian noise  contamination, extracting
sufficiently high quality of the secret image from the
stego-image attacked by the JPEG compression and the
noise contamination. This robustness is obtained by the
robust QIM algorithm and the rearrangement of the
nibbles (MSB and LSB) of the pixels before the hiding
operation. Additionally the proposed steganographic
algorithm provides a stego-image in which the
commercial stego-analyzer cannot detect the presence of
the hidden data in it.

The performance of the proposed steganographic
algorithm is compared with the previous reported
RIASIWT [11], whose objective is same with that of the
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proposed algorithm. The comparison results show the
better performance of the proposed algorithm than the
RIASIWT from the hidden data imperceptibility and
robustness points of view. Also the proposed
steganographic algorithm provides a twice or three times
higher hiding capacity than that of the RIASIWT.
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