INTERNATIONAL JOURNAL OF EDUCATION AND INFORMATION TECHNOLOGIES

DOI: 10.46300/9109.2020.14.13

Volume 14, 2020

Risks Inherent in Inaccurate or Inadvertent Use
of Social Networks in Greece

Eleni Stratigopoulou, Klimis Ntalianis, Vasiliki Kikili, Filotheos Ntalianis

Received: October 15, 2020. Revised: November 9, 2020. Accepted: November 11, 2020. Published: November 12, 2020.

Abstract— Social Networking Websites are not only the most
widely used tools to facilitate communication in today's digital age,
but they are also one of the biggest sources of Big Data. There are of
course many benefits of data applications, for both ordinary users and
professionals alike, but also there are many risks, that users of Social
Networking Sites can face. As users' interest in using Social
Networking Websites grows, so does their concern about the risks
they pose. The purpose of this thesis is to investigate the risks posed
by the use of Social Networking Websites to adult users in Greece
and examine the behaviors of users that may lead to risk exposure,
(behaviors such as Risk Taking, Privacy Behavior, Trust in SNS
companies, Privacy Concern, Perceived Control of Information,
Information Identity Disclosure will be examined).It will also
examine the correlation of user behaviors and exposure to risk and
socio-demographic data of users. The results of the present study
show that exposure to Risk in SNS is related to gender and also
“Privacy Behavior” and “Information Identity Disclosure” are related
to Age and Educational Level.

Keywords— Social Network, Online Dangers / Risks / Threats,
Privacy, Cyber-bullying, Careless Use of Internet.

[. INTRODUCTION

HE internet and social networks are part of the daily

lives of a large part of the national as well as the global
population, as their communication capabilities are enormous.
Worldwide users within a decade have grown from almost one
billion in 2010 to 2.8 billion in 2019 [1] (Clement, 2019).
Correspondingly, in recent decades the flow of information
has also increased. As reported by Hilbert et al. (2016) [2],
information exchange capability has increased from the
equivalent information of two newspaper pages per person per
day in 1986 to six whole newspapers in 2007, with Google
able to handle approximately 2,000,000 search queries in just
one minute, while users of Facebook can share about 700,000
pieces of content, respectively. All this information however
apart from the benefits it can offer (education, information,
exchange of experiences between individuals, business-to-
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business relationships, environment and medium for new
approaches and channels of communication and more),
however, it is a source for criminals, and generally abusive
behavior. That is, it poses risks to the Personal and Digital
Security of the individual. The "Cambridge Analytica
Scandal", when it gained access to Facebook users' data in
2014, is partly proof of the risks involved, and more
specifically in this case, of violating the privacy of Social
Networking Websites users, (through the terms of use privacy
of Facebook or other SNS’s- the privacy of users is not
necessarily guaranteed, as much of the disclosed information
is also disclosed by the users themselves in their interaction)
(Todd, 2018, [3]), (Gonzalez-Baildn, 2018, [4]). But there are
other cases like the aforementioned, including the example of
a breach of the privacy of Sony users in 2011 (Social Media
and Our Privacy, 2016, [5]). The issue of the security of social
networking users, the breach of their personal data and other
risks arising from the breach of personal data of users is a
concern that necessarily accompanies the use of social
networking sites by both users and researchers(“Today’s
social network sites,” 2017, [6]).

The dangers that have occasionally been reported to arise
from the use of technology and social networks are many and
are constantly renewed. The effects, which can have on the
individual, vary not only from the encounter of strangers,
which was and is a great fear of the interaction of people who
do not know each other, but also of the risks involved in
disclosing personal information. It should also be noted that
much of the technology-related risks associated with Social
Networks involve risks related to Private Life and Privacy.

Risks affecting social network users are categorized into 4
different categories. The first category relates to privacy and
security risks (classic threats). The second category concerns
new risks affecting Social Networking infrastructure and
Social Networking infrastructure itself is being used to
undermine the privacy and security of Social Media Users.
The third category is a combination of threats to bring greater
risks. The fourth category mainly deals with risks related to
children and through the social media (Fire et al., 2014, [7]).

Classic threats concern the use of the user's personal
information provided on the Social Network (s) that interacts,
with final aim of attacking the user and his/her friends, using
the user's personal information accordingly. Such threats
include malware, spam, phishing attacks, Spammers, Cross-
Site Scripting (XSS), internet scams. These risks, although not
new, are still a major problem, as they are rapidly expanding
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due to the structure and nature of Social Networks. The
purpose of the risk is the user's personal information, such as
information related to bank accounts, credit card numbers,
security codes, and in some cases the target becomes the
bandwidth itself of user’s network, in order to use it - to send
spam emails (Fire et al., 2014, [7]).

Modern Threats /Risks-They are threats related to the social
networking environment and are aimed at the personal
information of the user and his/her contacts. The intruder in
any case tries to connect with the user and his/her contacts,
creating a fake profile and initiating a friendship request with
a targeted user. Upon acceptance by the user of the intruder,
his data, are also exposed to the attacker. Privacy and
ultimately the security of the user is the goal of this risk
category. Such threats include Click-jacking, De-
Anonymization Attacks, Fake Profiles, Identity Clone Attacks,
Inference Attacks, Face Recognition, Information Leakage,
Location Leakage, Socware (Fire et al., 2014, [7]).

Combined Threats - Combining threats against the user, is a
way an attacker can use to create a more sophisticated attack.
This implies old and new forms of threats. For example, the
use of Internet fishing to extract a password or security codes
and then by posting a message on the user's log (click-
jacking), prompting the user to click on the post, to install a
hidden virus on their computer(Fire et al., 2014, [7]).

Risks and Threats to Children - Many of the Social Network
Sites are intended for use by adolescents and adults, some of
them have no age limit and some are aimed at children. It is
undeniable that Social Network Sites offers many
opportunities to young people but at the same time they are
also associated with risks.

Users of Social Networks of all ages are exposed to all the
above-mentioned threats and risks. However, children and
adolescents are also a completely different target and are
exposed to other risks. Online Predators, Risky Behaviors,
Cyber-bullying (& Cyber abuse), (Fire et al., 2014, [7]).

The purpose of this study is to investigate the classic risks
posed by the use of Social Networking Websites to adult
users. The expected results of the research include the
determination of the degree of the penetration of the use of
Social Networking Websites to Internet users, to examine the
behaviors of users that may lead to risk exposure (behaviors
such as Risk Perception will be examined, Privacy, Trust in
SNS companies, Privacy Concerns, Perceived Control of
Information, Identity Information Disclosure).

To fulfill the scope of the study, the following research
questions were stated:

1. Which are the most popular (dominant) Social
Networking Platforms.

2. What is the degree of penetration (use) of Social
Networks to Internet users.

3. What are the most common risks in Social Networks
Sites and exposure factors?

4. Is there a relationship between Socio-demographic
characteristics of SNS’s users and risk-taking behaviors?

5. Is there a correlation between the socio-demographic
characteristics of users of social networking sites (gender, age,
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educational level) and exposure to online risks?

II. RELATED WORK

The study of the literature reviewed regarding the risks on
social networking sites showed that the vast literature-
international and Greek-, mainly focuses on risks, such as
addiction in children and young adults, but also risks such as
cyber-bullying and sexual harassment. When the literature
focuses on risks in Personal life it examines mainly
Problematic Internet Use and feelings such as depression,
neurotism etc, that users feel as a result of Internet use.
Various research studies have examined different aspects and
dimensions of the topic of risks either in Internet or in SNS
and these are: International Literature addiction Internet or
Social Networking Sites: (Young, Kimberly S., 1996, [8]),
(Lee et al., 2015, [9]), (Banyai et al., 2017, [10]).

International Literature SNS Risks in Personal life, Cyber-
bullying, and other risks in Internet and SNS: (Ponte et al.,
2013, [11]), (Ybarra et al., 2006, [12]), (DeMarco et al., 2017,
[13]), (Debatin et al., 2009, [14]), (Fogel &Nehmad, 2009,
[15]), (Christofides et al., 2012a, [16]), (Christofides et al.,
2012b, [17]), (Saeri et al., 2014, [18]), (Kezer et al., 2016,
[19]), Meter & Bauman, 2015, [20]), (Sampasa-Kanyinga &
Hamilton, 2015, [21]), (Mitchell & Ybarra, 2009, [22]),
(Livingstone & Brake, 2010, [23]), (Weir et al., 2011, [24]),
(Hongyu Gao et al., 2011, [25]), (Vandoninck et al., 2012,
[26]), (Ephraim, 2013, [27]), (Hajli & Lin, 2016, [28]),
(Montes-Vozmediano et al., 2018, [29]).

Greece Literature Internet Generally Addiction &
Problematic Internet Use: (Tsitsika et al., 2009, [30]),
(Frangos et al., 2011, [31]), (Kormas et al., 2011, [32])

Greece Literature Internet Bullying and Risks in General:
(Floros et al., 2013, [33]), (Antoniadou & Kokkinos, 2015,
[34]), (Gkiomisi et al., 2017, [35])

Greece Literature SNS Risks in Personal Life, Bullying and
Risks in General: (Giota & Kleftaras, 2013, [36]),
(Kourouthanassis et al., 2015, [37]), (Tsiolka et al., 2017,
[38]).

The study of existing international literature mainly focuses
on risk issues such as bullying but also on specific age groups
such as those of children and adolescents (Ybarra et al., 2006,
[12]), (DeMarco et al., 2017, [13]), (Kezer et al., 2016,
[19]).The National Greek Bibliography, respectively, focuses
mainly on risk issues related to Problematic Internet use
(Tsitsika et al., 2009, [30]), (Kormas et al., 2011, [32]), also
searches reasons for using Social Networking Web sites, and
bullying, also in young people and children mainly (Gkiomisi
et al., 2017, [35]), (Antoniadou & Kokkinos, 2015, [34]).
Research of other risks in SNSs in Greece is very limited.
According to published statistics, social network users in 2019
was 45% of the global population with approximately 2.65
billion users. The corresponding figure in 2010 was about 1
billion users. Increased use of devices such as telephones, also
facilitates access to SNS (Clement, 2019, [1]).The expansion
as well as the proliferation of Social Networking Websites and
their penetration into a growing part of the adult population,
(not only nationally but also globally), almost makes it
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necessary to carry out the proposed research, - global SNS’s
users in 2021 is expected to be about 3.1 billion (Clement,
2019, [1]), (infographic — information — technologies — 2019
— ELSTAT, n.d., [39]) (Greece in Numbers—ELSTAT, n.d.,
[40]). Greece’s population age distribution, according to the
2011 census, as well as from other estimates published in the
press, reinforces the view that the Greek population tends to
be at an adult rate higher than in older times (Statistics -
ELSTAT, n.d., [41]) (“Statistics,” n.d., [42]), (Salourou, 2015,
[43]).

The purpose of this research proposal is to fill the existing
gap in the existing literature on risk detection on Social
Networking Sites in the adult population in Greece.

III. RESEARCH PREREQUISITES

This study uses the quantitative method to collect data, as
through these data and the results that were obtained, exposure
to risk factors can be examined, and if and how much the user
of SNS’s perceives exposure to risk. Research is targeted in
adults of age of 18+, as those ages are less likely to be
examined than children and adolescents.

Non-Random Sample of Approximately 4,000 People.
Participating adults over 18 years of age. Greece is the place
where the research was conducted.

The questionnaires were created through the Google forms
and distributed in two different ways, 1. via the Facebook
Social Networking application and 2. via Gmail. 1. Facebook
friends was invited to fill out the questionnaire, but also asked
them to post the questionnaire on their wall, asking their own
"friends" to fill it out - snowball method. 2. E-mail messages
were sent to employees in a large public organization. Both
the text of the Facebook post and the accompanying e-mail to
the prospective participants contained information on how to
maintain the participants' anonymity (both on completing the
questionnaire and on collecting data).In order to send the
questionnaires to the e-mail addresses to recipients of Large
Public Organization, permission was requested and obtained
electronically by the Management of the organization. Pilot
implementation period 17/07/2019 - 20/07/2019. Period of
implementation of the survey 21/07/2019 - 23/09/2019.

The questionnaire was eventually filled out by 432 persons,
of which 98 did not hold an SNS account.

The subscales used are:

Use of Social Networking Websites - 9 item General Social
Media Usage Subscale, of the “Media Technology Usage and
behavior Scale - MTUAS”, on 10th Likert scale from 10 from
1 = Never to 10 Continuous/ All Time (Rosen et al., 2013,
[44]). Reliability of Initial Questionnaire Cronbach Alpha
0.60-0.85.Reliability of Pilot Questionnaire Cronbach Alpha
0.861. Reliability of Research Questionnaire Cronbach Alpha
0.852.

Personal Information Sharing Practices (PISP) in SNS
Questionnaire (Ball et al., 2015, [45]), with Yes / No answers

Risk Averseness Scale was measured using the 5 item
questionnaire of Pan & Zinkhan (2006) [46], (Fogel &
Nehmad, 2009, [47]).Questions are rated on a 5 / Likert scale
from 1 = Strongly Disagree to 5 Strongly Agree. Reliability of
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Initial Questionnaire Cronbach Alpha 0.76. Reliability of Pilot
Questionnaire Cronbach Alpha 0.875. Reliability of Research
Questionnaire Cronbach Alpha 0.795.

Trust in SNS Companies was measured using the 4 item
questionnaire of Pan & Zinkhan (2006), [46], (Fogel &
Nehmad, 2009, [47]). Questions are rated on a 5 / Likert scale
from 1 = Strongly Disagree to 5 Strongly Agree. Reliability of
Initial Questionnaire Cronbach Alpha 0.95. Reliability of Pilot
Questionnaire Cronbach Alpha 0.949. Reliability of Research
Questionnaire Cronbach Alpha 0.895.

Privacy Behavior Scale was measured with 6 item
questionnaire of Buchanan, et al (2007), [48], (Fogel &
Nehmad, 2009, [47]). Questions are rated on a 5 / Likert scale
from 1 = Never to 5 Always. Reliability of Initial
Questionnaire Cronbach Alpha 0.80. Reliability of Pilot
Questionnaire Cronbach Alpha 0.944. Reliability of Research
Questionnaire Cronbach Alpha 0.790.

Privacy Concern Scale was measured using the 3 item
questionnaire of Dinev & Hart, (2004), [49], (Fogel &
Nehmad, 2009, [47]).Questions are rated on a 5 / Likert scale
from 1 = Strongly Disagree to 5 Strongly Agree. Reliability of
Initial Questionnaire Cronbach Alpha 0.92. Reliability of Pilot
Questionnaire Cronbach Alpha 0.763. Reliability of Research
Questionnaire Cronbach Alpha 0.916.

Perceived Control of Information was measured using the 3
item questionnaire of Krasnova et al. (2010), [50], (Hajli &
Lin, 2016, [28]). Questions are rated on a 5 / Likert scale from
1 = Strongly Disagree to 5 Strongly Agree. Reliability of
Initial Questionnaire Cronbach Alpha 0.89. Reliability of Pilot
Questionnaire Cronbach Alpha 0.932. Reliability of Research
Questionnaire Cronbach Alpha 0.830.

Identity Information Disclosure Scale was measured with
questionnaire of Stutzman, (2006), [51], (Fogel & Nehmad,
2009, [47]), which contains 2 sub scales 4 item, each.
Questions are rated on a 5 / Likert scale from 1 = Strongly
Disagree to 5 Strongly Agree. Sub scale A: Reliability of
Initial Questionnaire Cronbach Alpha 0.82. Reliability of Pilot
Questionnaire Cronbach Alpha 0.813. Reliability of Research
Questionnaire Cronbach Alpha 0.736. Sub scale B: As Scale
Reliability is not the same in both questionnaires - Cronbach
Alpha 0.813 in A questionnaire while B’s questionnaire
Cronbach Alpha was low, the items of B questionnaire were
analyzed autonomously.

All questionnaires were translated and adapted to Greek by
the researchers.

IBM SPSS v26 for iMac was used for data processing,
statistical analysis, output of tables, images and graphics.

IV. EXPERIMENTAL RESULTS

Of the 432 participants, 294 (68.1%) were women and 138
(31.9%) were men. The age composition of the sample is: the
age group of 18-28 consisted of 42 (9.7%) persons, the age
group of 29-38 years, 82 (19%) persons, the age group of 39-
48 years consisted of 150 (34.7%) persons, the age group of
49-68 consisted of 157 (36.3%) persons and 1 (0.2%) person
in the category of 69+ years. In terms of education level, 3
(0.7%) persons had Compulsory Education (up to 3rd Grade),
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59 (13.7%) had Secondary Education (High School), while
370 (85.6%) had Higher Education.

Regarding research question for degree of penetration (use)
of Social Networks to Internet users results, Figure 1shows
that 334 (77.3%) persons participate in Social Networking
Sites, while 98 (22.7%) do not participate. As the 98 persons,
out of 432 participants, do not have an account in Social
Network Sites, those98 persons, after the specific question, for
the remaining (and related social networking questions), were
excluded from the analysis of results. So, the analysis only
applies to the 334 persons who eventually have an account on
Social Networking Sites.

[ Yes
HENo

Fig. 1 Participation in Social Network Sites

Regarding results on the most popular (dominant) Social
Networking Platforms, it appears in Figure 2, 95.2% of users
have a Facebook account, (which show that is the most
popular Website) with the next one being YouTube, which
gathers preference of the 54.8% of users.
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Fig. 2 Most Popular SNSs
Moreover, participants maintain one (1) up to nine(9)
different accounts in SNS’s, as it appears in the Figure 3, with

most common case to be with accounts in two (2) different
SNS 27,2% and the next one with three (3) different SNS
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accounts 22,5%.

Regarding research question 3 about the most common risks
in Social Network Sites, as it appears in Figure 4 the majority
of users are aware of the listed risks. Risk perception rates
such as viruses and spam exceed 90%. However, lower rates
present risks such as phishing and identity theft that
nevertheless still exceeds 50%. Which indicates that users are
aware about risks in SNS.

30

Percentage of Users

s

Nr of accounts per user

Fig. 3 Accounts per User

gER | EE
o § @
D | e

¥
3

100 |

20

Percent of Cases

-
5

M
5

ak

s3SI
pnes

siaburg mmF

INNTIATYUT P
WIWEHRIEH
yayy Amuapp

Most Common Risks in SNS
Fig. 4 Common Risks in SNSs

Regarding Exposure to Risk, details of participants' risk
exposure are listed as it appears in Figure 5. The majority of
participants appear to have been exposed to some risk, with
the highest percentage (26.6%) having encountered at least 2
risks in their interaction participating in SNS’s. The next
higher rate of 21.3% is of that facing 3 different risks. The
percentage that has never faced any risk at all is 11.7%.

100

Frequency Percentage

Exposure to Risks

Fig. 5 Exposure to Risks
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As for exposure to risk factors in Table 1, there is an
analysis per factor and how both male and female behaves. It
is observed that the averages between the two sexes are
slightly different.

Regarding the results associated to 4rth research question,
the situation is as follows:

To examine the relationship behaviors in SNS and
Demographic Characteristics of users the following zero
hypothesis was stated and tested: Privacy Behavior and Age:
Hy: There is no difference between different ages (of
participating in SNS) regarding Privacy Behavior. Rejected.
One-way ANOVA test was performed (excluding category
69+ as it was a constant in Normality test) (F [3,329] = 8,827,
p=0.00 h2 =0.074).

Perceived Control of Information & Education Level. Hy:
There is no Difference between the Educational Level (of SNS
users) regarding the Perceived Control of Information
behavior. Rejected. One-way ANOVA test (F [2,331] =3.529,
p =0.030n 2 =0.020) was performed.

Identity Information Disclosure and Age. Hy: There is no
difference between the different age groups(of participating in
SNS) regarding Identity Information Disclosure behavior.
Rejected. One Way-ANOVA test (except for category 69+ as
it was a constant in Normality test) was implemented (F
[3,329]1 =4,890, p =0.02, h2 = 0.042)

«I am concerned with the consequences of sharing identity
information and gender Hy: There is no difference between
Male &Female users in behavior “I am concerned with the
consequences of sharing identity information” Rejected.
Mann-Whitney t = 10642.50, n1=110, n2=224, p<0,05).

“I believe that my identity information is well protected on
the Internet" and Education Level. Hy: There is no difference
between Educational Level (SNS Users) regarding “I believe
that my identity information is well protected online”.
Rejected. Kruskal-Wallis test (t = 7,543, df =2, p = 0.023)

As for the rest of the results on relationships between
behaviors and socio-demographic characteristics, it was found
that Risk Taking, Trust in SNS Companies, & Privacy
Concern do not relate to Gender, Age, and Educational Level.

Regarding the results associated to Sthresearch question, the
situation is as follows:

To examine the relationship between Exposure to Risk in
SNS and Socio-Demographic Characteristics of users the
following zero hypothesis was stated and tested: Exposure to
Risk and Gender HO: There is no difference between 'Male'
and 'Female' in Exposure to Risk in SNSs. Rejected. Mann-
Whitney test (t = 9220.50, nl = 110, n2 =224, p <0.05)

As there was rejection of the Zero Hypothesis, we conclude
that Exposure to Risk is Gender Related.

As for the rest of the results of relationships between
Exposure to Risk and socio-demographic characteristics, it
was found that Exposure to Risk do not relate to Age and
Educational Level.
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V. CONCLUSION & FUTURE WORK

The enormous expansion of the Internet and Social
Networks has worsened issues such as privacy and security.
End-user risks relate to and target the personal information of
the user, who himself (more often) intentionally than
deliberately "publishes". It has been argued by researchers that
most of the risks related to Information Technologies and
Social Networks are related to Privacy. The safety issue of
social networking users, either it concerns their personal data
or other risks that they pose to users is a matter that is almost
constantly a concern for users and researchers. As the use of
Social Networking Sites grows relevant research become
almost necessary and should be encouraged.

Concerning Greek Reality, the results of the present study
cannot be compared with other similar studies as no other
relevant studies have been identified. However, a study,
carried out by Fogel & Nehmad (2009), [47], was identified,
in which some measurements and results of the tested
characteristics can be compared with the present study.

Limitation of the present study could be the issue of
women's participation, as the sample of the female population
is larger than that of men. Women, however, are supported by
Kimbrough et al. (2013), [52], are more involved in social
networking than men, which is also supported by other
findings (Alnjadat et al., 2019, [53]), (Hargittai, 2007, [54]),
(Madden & Zickuhr, 2011, [55]). Although this difference,
according to recent US surveys, tends to be eliminated
(Madden & Zickuhr, 2011, [55]), it has also been argued that
women are involved in more research (Kimbrough et al.,
2013), (Branley & Covey, 2018, [56]). Another limitation that
could exist is that of under-representation of participants in the
69+ year age group. But as technology penetration at these
ages is less likely, the relevant research may be a field for
further research.
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