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Coding over elliptic curves in the ring of
characteristic two

Abdelhamid Tadmori, Abdelhakim Chillali, M’hammed Ziane

Abstract—In this article we will study the elliptic curve over the
ring A = F,a[£], where d is a positive integer and &% = 0. More
precisely we will establish a group homomorphism between the
abulia group (Egpc(Fae),+) and (Fpae,+), and we have given an
example for coding elements over this ring.
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TR where F,a is the finite field of order 2%. Then the
ring A is identified to the ring F,a[g]with e =0 ie: A=
{ap + a,.€lag, a; € F,a}. We consider the elliptic curve over
the ring A which is given by equation Y2Z + cXYZ = X3 +
aX?Z + bZ3, where a, b, c are in A and ¢®b is invertible in 4,
see [1] and [2].

I. INTRODUCTION
ET d be an integer, we consider the quotient ring A =

Il. NOTAIONS

Let a, b, ¢ € 4, such that c®b is invertible in A. We denote
the elliptic curve over A by E, ;, .(4) and we write:
Eqpe(A) ={[X:Y:Z] € P,(A)|Y?Z + cXYZ = X3 +
aX*Z 4+ bZ3®}. If by, ¢y € F,a\{0} and a, € F,a, we also
write: Eg p, e, (Fpa) = {[X:Y:2] € P,(F,a)| Y2Z +
CoXYZ = X3 + ayX?Z + byZ3}.

[1l. CLASSIFICATION OF ELEMENTS OF E, p, -(4)

Let[X:Y:Z]€E,;, (A), where X, Y and Zarein A.
We have two cases for Z.

® 7 invertible: Then [X:Y :Z]=[XZ"t:Y Z1: 1]; hence
we take just [X:Y:1].

® Z non invertible: So Z = z, ¢; see [3] in this cases we have
two cases for Y.
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Y invertible: Then [X:Y :Z]=[XY 1:1:2v1];
so we just take [X : 1: z, €] ; then is verified the equation of
Eqpo(A):Y2Z + cXYZ = X3 + aX?Z + bZ3.
So we can write:
a=ay+a¢
b = by + bye
€ =cCy+ i€
X =x¢+x,&
We have:
z18+ (co + c18). (xg + x18). 216 = (x5 + x,8)3 +
(ap + a;8). (xg + x18)%. 2,6 + (b + by&). 2363

Which implies that
z16 + (g + €18). (x0218) = x¢3 + (x9%%; + agxy2z,)e
Then
(21 + coxoz1)e = xo> + (x0%x; + agxo22;)e
Since (1, €) is a basis of the vector space A over F,athen
Xo =0,50 X =x;,eand z,& = 0 (ie z; = 0) hence
[X:1:2z,€] = [x,€:1:0].

Y non invertible: Then we have Y = y,¢; so

X = xy + x;¢€ is invertible so we take
[X:Y:Z]~[1:y,€:z,€] thus 1 + a.z,e = 0;ie 1 + agz,e = 0
which is absurd.

Proposition 1: Every element of E,; .(A), is of the form
[X:Y:1] or [xe:1:0] ; where x € F,a and we write
Egpe(A) ={[X:Y:1]€P,(A) Y2+ cXY = X3 +aX*+
b}u {[xs: 1: 0]|x € F,a }

IV. THE r, HOMOMORPHISM
We consider the canonical projection r defined by

m: Fyale] » F,a
Xo + X162 X
Lemma 1: 7 is a morphism of rings.
Proof. Let X = xy + x;eand Y =y, + y, e then:
X+Y=xy+y,+ (x; +y,)¢
X.Y = (xo + x18). (o + ¥1€)
Xo-Yo t XoY1€ + YoX1€
XoYo + (Xo¥1 + YoX1)€
(X +Y)=nX)+n(y)
n(X.Y) = n(X) X n(y)
Therefore 7 is a morphism of rings.
Lemma 2: Let [X:Y:Z] € P,(A), where
X =xy +x,8
Y =y, +¥:€

So:
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Z =2zy+ z4€

a=ay+a¢E

b = by + by

€ =cy+ €

X =xy + x;¢&.
Then [X:Y: Z]€E, ;. (A) ifandonly if

Yo%Zo + CoXoYoZo = Xo° + AgXo?Zg + byZy®

Y0221 + coXo(VoZ1 + Y120) + Yozo(CoXy + €1X0) = agXo%2y
+b,2o3 + ayx0%z + x9%x; + bozo?z,.
Proof. Since (1, £) is a basis of the vector space A over F,q
and [X:Y: Z]€E,,.(A), then Y2Z + cXYZ = X3 +
aX?Z + bZ3, so after the compute, we find the result.

* Let 1, the mapping defined by:

Tyt Eqp(4) — an,bo,co (]de)
[X:Y:Z] — [(X):m(Y): (2)]

We proof that the mapping ,is a surjective homomorphism
of groups.

Theorem 1: LetP = [X, : ¥; : Z;] and Q = [X,: V5: Z,] two
pointsin E, , (A) and P+ Q = [X3 : Y3 : Z3].

® |f ,(P) = m,(Q) then:

X; = X, Y, Y2 + X, Y, %Y, + ¢ X2V, 2 + c2X, X, %Y,
+aX,%X,Y, + aX;X,%Y; +ac X;°X,% + b X, Y, Z,°
+b X,Y,Z,% + bc X,%Z,% + ¢?b Y, Z,°Z, + ¢?*b Y,Z,%Z,
+c®b X,Z,%Z,.

Y; = Y.2Y,% + ¢ X,Y,%Y, + ac X, X,2Y; +a? X;?X,?

+b X,%X,Z, + b X, X,%Z; + bcX,Y,Z,% + bc? X, 27,7
+ab X,%Z,% + bc® Y, Z,%Z, + bc* X,Z,%Z, + abc? X,Z,°Z,
+abc? X,Z,%Z, + b?Z,7,%.

Zs = X:2X,Y, + X, Xo2Y, + Y, 2YoZ, + Y, Yo% Z, + e X, 2X,2
+cX,Y,%Z, + 2 X, 2Y,Z, +a X4 2Y,Z, +a X7V, 7,

+c3 X,%X,Z, + ac X,X,%Z, +bY,Z,%Z, + bY,Z,%7, +

be X,Z,%Z,.

® If 7, (P) + m,(Q) then:

X, = X, Y227, + X,Y,%Z, + ¢ X, 2,7, + ¢ X, Y, 7,
+a X,°X,Z, + a X,X,2%Z; + b X,Z,%7; + b X,Z,%Z,.

Y = X:2X,Y, + X X%V + Y2V, Z, + Y, Y,% 7,

+¢2 X, Yo7, + 2X,2Y,Z, + a X,2YoZ, +aX,2Y,Z,
+ac X;2X,Z, + ac X;X,%Z, + b Y,Z,%Z, + b ¥,Z,%Z,
+bc X,Z,%Z, + be X,Z,%Z,.

Zs = Xi*XpZy + X Xp%Zy 4+ Y1227 + Y27, + ¢ X, Y, 2,7
+cX,Y,Z, % +a X,2Z,% + aX,%Z, %

Proof. Using the explicit formulas in W. Bosma and H.
Lenstras article see [4] we prove the theorem.

Lemma 3. The mapping 7, is a surjective homomorphism of
groups.

Proof. The formula of lemma (2) means that 7, ([X :

Y:Z]) = [xo: Yo: zo], and [xo: ¥o: 2] € Eqy by, (Fpa) SO, i
well defined.
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7, is surjective: Let [xo: ¥o: zo] € Eq_ py,co (Fpa), We will
show that [x,: y,: z,] have an antecedent [X : Y : Z] €
Ea,b,c(A)-
e Case 1:z, =0, then [xq: vo: 2o] = [0: 1: 0] and we just take
[X:Y: Z]=1[0:1:0].
e Case 2: z, # 0, S0 z, is invertible then [x,: ¥o: zo] =
[2o™Yxq: 2o 1yo: 1], SO We just take [x,: vo: 1]. So we will
find an antecedent [X : Y : Z ] of [x,: y,: 1] of the form
[xo + x16 ¢ Yo + 1€ 1], from the formulas of lemma (2)
we have :
Yo? + CoXoYo = Xo® + agxo® + by

co(Xo¥1 + YoX1) + €1X0Yo = @1Xo® + Xo%X1 + by
There is three sub-cases :
e Case 2,1:x, # 0,thenwe justtake [X : Y : Z] =
[x0: v + (coxo) ™t (arx0? + c1X0Vo + by)e : 1], because c®h
is invertible so ¢y # 0.
e Case 2,2:y, # 0,thenwe justtake [X : Y : Z] =
[(coyo) ™" bye = yg : 11.
* Case 2,3 : y, = 0 and x, = 0 then we have b, = 0 absurd
because c®b is invertible ie, by # 0 and ¢, # 0.
1, is an homomorphism : We just use the theorem (1) and
lemma (1).
Lemma4: [xe:1:0] + [ye: 1: 0] = [(x + y)e: 1: 0]
Proof. We have 1, ([xe: 1: 0]) = m,([ye: 1: 0]), so by
applying the formula in theorem (1) we have : X; =
(x+y)e, Y3 =1+ cyeand Z; = 0, 50 [xe: 1: 0] +
[ye:1:0] =[(x+y)e: 14+cye: 0] =[(x+y)e: 1: 0]
Lemma 5: The mapping

0
Ide - Ea,b,c(A)
x+—[xe:1:0]

Is an injective morphism of groups.
Proof. 6 is well defined because [xe: 1: 0] € E,;, .(4), see
proposition (1) and from the lemma (4) we have: 8(x + y) =
[x+y)e: 1: 0] =[xe:1:0] + [ye:1: 0] = 8(x) + 6(y),
then 8 is a morphism.
* 6 is injective (evidently).
Lemma 6: Ker(m,) = 0(F,a)
Proof. Evidently we have 8(F,a) S Ker(m,), now let
P=[X:Y:Z]=[xg +x.6: Yo+ Vi€ 7y + 2.6] €
Ker(m,), implies that 7w, (P) = [x4: ¥o.: o] = [0:1: 0],
impliesthat P = [x;e : 1: z,€] € Eg - (A) and from the
proposition (1), we have P = [xe : 1: 0] € 8(F,a), ie
Ker(m,) € 6(F,a), hence 6(F,a) = Ker(m,).
From lemmas (3), (5), and (6) we deduce the following
corollary :
Corollary 1: The sequence

i T
0 > Ker (1) = Eqpc(A) = Eag by, (Foa) = 0
Is a short exact sequence which define the group extension
Eqp,c(A) of Eq b c, (Foa) DY Ker(m,), where i is the
canonical injection.

V. CODING APPLICAION

Let E,p(A) an elliptic curve over Aand P € E ;, .(A) of
order |. We will use the subgroup < P > of E, , .(A) to
encrypt messages, and we denote G =< P >.

1. Coding of elements of G :
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We will give a code to each element Q = mP, where m €

{1,2,....,1} whichA = ]Fzz[s]; defined as it follows:

If Q=[xo+x,6: yo+y.6: Z], where x;,y; € F,2 for

i=0orland Z=0or1. Weset:

Xi = Co,i + C1,i@
yi=do; +dy;a

, Where a is primitive root of an irreducible polynomal of

degree 2 over F, and ¢;;,d; ; € F, . Then we code Q as it

follows:

If Z=1then:Q = cpoC1,0C01C11d0,0d1,0d01d111

If Z=0then:Q = 00cy,c;,10000
2. Example:

Leta=0,b=14+¢and ¢ = 1. So the elliptic curve

E,p.c(A) has 32 elements :

Let P=Ja+1+(a+Dea+1+(a+ De: 1] =

111111111 € E;, .(A) , we have :

2P=[1+ac+e:1+¢:1]=101110101
3P=[a+¢: €:1] =011000101
4P =[e:1+¢:1] =001010101
SP=Ja+(a+1e: a+e:1]=011101101
6P =[1+ac: ac+¢:1] =100100111
7P ={a+1: ac: 1] =110000011
8P =[e:1+4+as:0]=010010011
9P =[a+1:a+1+ae1]=110011011
10P=[1+ac:1+¢&:1]=100111001
11P=[a+ (a+1e: ac: 1] =011100011
12P =[e:1:1] = 010010001
13P =[a+¢: a:1] =011001001
14P =[1+ae+¢: ac: 1] = 110100011
15P=[a+1+ac+¢e: 0:1] =111100001
16P =[0:1:0] = 000010000

So,

G =1{111111111,101110101,011000101,001010101,
011101101,100100111,110000011,010010011
110011011,100111001,011100011,010010001,
011001001,110100011,111100001,000010000}.

VI. CONCLUSION

In this work we have studed the elliptic curve over the ring
_ F,alx]
o@?)

sequence that defines the group extension E , .(A4) of

, precisely we have established the short exact

Eqypoc, (Foa) by Ker(m,), and we have given an example of

coding over this ring.
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