INTERNATIONAL JOURNAL OF APPLIED MATHEMATICS AND INFORMATICS

DOI: 10.46300/91014.2020.14.11

Volume 14, 2020

Elliptic Curve Over SPIR Of Characteristic Two

Abdelhamid TADMORI

Abdelhakim CHILLALI

M’hamed ZIANE

Departement of Mathematics FST Departement of Mathematics
Faculty of science Mohamed first USMBA, FES Faculty of science Mohamed first
University Oujda MOROCCO MORROCO University Oujda MOROCCO
atadmori @yahoo.fr chil2007 @voila.fr Ziane20011 @yahoo.fr
Abstract—In [1] and [4] we defined the elliptic curve over the b="by+ b1
ring F.a[e], e = 0. In this work, we will study the elliptic curve
over the ring A = F,a[c], where d is a positive integer and c=cy+cCy1
¢? = 0. More precisely we will establish a group homomorphism
between the abulia group (E, ; (Fya),+) and (Fya, +). X=zy+x

I. INTRODUCTION
Let d be an integer, we consider the quotient ring

A — Faa [X]
(x2) 7
where Foa is the finite field of order 2¢.
Then the ring A is identified to the ring Fya[e] with 2 = 0,
ie:
A={av+as-c]|ag,a; €Faa}.

We consider the elliptic curve over the ring A which is given
by equation Y2Z +cXY Z = X3 +aX?%Z+bZ3, where a,b,c
are in A and c5b is invertible in A, see [1] and [2].

II. NOTATIONS

Let a,b,c € A, such that ¢%b is invertible in A. We denote
the elliptic curve over A by E, ; .(A) and we write:

Eqpe(A) ={[X:Y:2]€Py(A)| Y2Z +exvz=x%1ax?z+0b2%}.

If by, co € Faa \ {0} and ag € Fya, we also write:

2 3 2 3
Eag.bg,coFad) = {[X 1Y 1 Z) € Pa(Fog) | Y2 Z+coXYZ = XPtagX?2+b02° }.

ITII. CLASSIFICATION OF ELEMENTS OF E, ;, .(A)

Let [X :Y : Z] € Egp(A), where X, Y and Z are in A.

We have tow cases for Z:

o Z invertible: then [X : YV : Z] = [XZ ' :YZ7 ! :1]
hence we take just [X:Y:1].

e Z non invertible: so Z = z;¢, see [3] in this cases we
have tow cases for Y.

- If Y invertible: then [X : Y : Z] = [XY ' :1:2ZY ],
so we just take [X : 1: z1¢] € Eqp o(A), then is verified
the equation of

Eopo(A):Y2Z +cXYZ = X3 +aX?Z + 073,

SO we can write:

a = ag+ a1
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- We have:

z1e4(cotere) (motmre)-z1e = (wotz1e)3+(agtare)-(wo+wie)? -z1e+(bo+bie) 25,

which implies that
216 + (co + c16) - (voz16) = w3 + (x321 + aprdz1)e

SO
_ .3 2 2
z1€ + coroz1€ = Xy + (251 + aprjz1)e

then

(21 + coxoz1) - € = xh + (w321 + aprizr)e

since (1,¢) is a base of the vector space A over Foa then
g = 0, so X = x1e and z1e = 0 (ie z; = 0) hence
[X :1:2z€] =[ze:1:0].
- If Y non invertible: then we have Y = y;¢,
SO T = xo + 1€ is invertible so we take [X : Y : Z] ~
[1:y1e: 21¢], thus 1 + a.z1e = 0, ie: 1 4+ ag.z16 = 0,
which is absurd
Proposition 1. Every element of E, p .(A) is of the form
[X :Y :1] or [ze : 1: 0], where © € Fya and we write

Eqpe(A) ={[X:Y:1]€Py(A) | Yitexy = x3tax?4b} | J{lwe:1:0] | = € Foq }-

IV. THE m3 HOMOMORPHISM
We consider the canonical projection 7 defined by:
Y[ ng [5] — FQd
o + T1E —> Xg
Lemma 2. 7 is a morphism of rings.

Proof.. let X = x¢+ 1€ and Y = yp + y;€ then:
X+Y =z0+yo+ (1 +y1)e
XY = (z0 +z18) - (Yo + 11€)
= To Yo + ToY1€ + YoT1€

=0 - Yo + (Toy1 + YoT1)e,
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' (X +Y) = 7(X) +7(y)

(X Y)=n(X)xn(Y),
therefore 7 is a morphism of rings.

Lemma 3. Let [X : Y : Z] € Py(A), where

X =20+ 118
Y =yo+y1e
7 = zg + 216

a=ag+ a1€
b=1by+ bie

c=cCg+ ci€
then [X :Y : Z] € Eyp,c(A) if and only if

320 + comou0z0 = =g + aga =0 + bo=)

yEz1+coz0(Woz1+v120)+y020(com1+e12g) = agrazi+byzg+aradzotaawy+boza 21

Proof.. Since (1,¢) is a base of the vector space A over
Fou, and [X : Y : Z] € By (A), then

Y2Z 4+ cXYZ=X3+aX?Z+ 023,
so after the compute, we find the result.
* Let my the mapping defined by:
Eop.c(A) =2 Eqg g,co (Faa)
(XY Z) = [m(X) s 7 (V) : w(Z)]

We proof that the mapping 72 is a surjective homomorphism
of groups.

Theorem 4. Let P = [X; : Y] : Z1) and Q = [X3 : Yo : 23]
tow points in Eqp o(A), and P+ Q = [X3 : Y3 : Z3).

o If m3(P) = m2(Q), then:
Xg = X1V Y2+ XoY2Y, X2Y2 +c2x,X2Y; X2ZXoY: X1 X2Y
3= X1 Y1Y5 + XY Vo +eXp Vi + e X X5 Yy +aX{XoVs +aX X5V +
acX?X2 + bX1Y1 23 +bXoYoZ? + beX{ 22 + 20y, 2321 + 2bYp 232y +
3bx,222;

Y3 Y2YE + eXoYPYs + acX1X3Y7 + a?X2X3 + bXPXoZy +
bX1X27Z1 +beX1Y1 23 +0e2 X222 +abX2322 +bcBY1 2123 +bet X121 23 +
abe? X121 23 + abc? X222 25 + 0223 22
Z3 = X?XoYp + X1X3Y] + YPYoZo + YIYEZ| + cXPX3 + Y2 X2Zo +
2X3YyZo+aXPYoZo+aX3Y1Z1 +3X2X0Zo +acX 1 X3 2y +bY 2123+
bYoZ3 Zo + beX 21 Z3

. Ifﬂ'Q(P) 75 7'(2((.Q)7 then:

X3 = X1Y$ 21+ XoY2 Zo+cXPYoZo+cX3Y1Z) +aX{XoZo+aX X321 +
bX1 2123 + X927 25

Y3 = X?XoYo + X1 X3V + YR Y0 Zo +Y1YSZ1 + 2 X2V Zo + 2 X2V, 2 +
aX?YyZo +aX3Y12Z1 +acX?XoZy +acX1 X321 +bY 12123 +bY2 2225 +
beX1Z173 +beXoZ2 25

Z3 = X?X0Z0+X1 X321 +YP234Y3 23 +cX1Y1 23 +cXa Yo Zi +aX P23 +

252
aX35Z7

Proof.. Using the explicit formulas in W.Bosma and
H.Lenstra article , see [5], we prove the theorem. O
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Lemma 5. The mapping s is a surjective homomorphism of
groups

Proof.. The formula of lemma(3) means that mo([X : Y :
Z]) = [xo : Yo : 20], and [To : Yo : 20] € Eag.by,co (Faa), sO m2
is well defined.

o is surjective: let [xo : yo : 20] € Egg,by,co (Faa) we will
show that [z : yo : zo] have an antecedent

[x:y:2] €Eqpe(A)
o Case 1: 2o =0, then [xg : yo : 20] = [0:1: 0] and we
just take [X : Y : Z]=[0:1:0].
o Case 2: 29 # 0, then [z : Yo : 20] = [zalxo : zglyo : 1)
so we just take [xq : yo : 1].

so we will find an antecedent [X : Y : Z] of [zg
the form

2 yo ¢ 1] of

[xo + 1€ : yo + y1€ : 1],
from the formulas of the lemma (3) we have:
Yo + cooyo = g + aoxy + bo,
and
co(woy1 + yox1) + cr1zoyo = a1x3 + xga:l + by,

there is three sub-cases:
o Case 2,1: zyp # 0, then we just take

[X:Y :Z]=[x0: yo+(coxo) *-(arxd+cizoyo+bi)e : 1],

because b is invertible so cq # 0
o Case 2,2: yg # 0, then,we just take

(X :Y :Z) = [(coyo) ™ -bie: o : 1]

o Case 2,3: yo = 0 and g = 0 then we have by = 0 absurd
because c%b is invertible ie by # 0 and co # 0

mo is an homomorphism: we just use the theorem(4) and

lemma(2) O]
Lemma 6.
[2e:1:0]+[ye:1:0]=[(x+y)e:1:0]
Proof.. We have ma([xe : 1:0]) = m2([ye : 1 :0]), so by

applying the formula in theorem (4)we have:
Xs=(x+y)e,Ys=1+cye and Z3=0,
so
[ze : 1:0]+[ye : 1: 0] = [(z4y)e : 14cye : 0] = [(z+y)e : 1: 0]
O
Lemma 7. The mapping
Fou —%5 Eqpo(A)
x+— [xe:1:0]

is an injective morphism of groups.
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Proof.. 0 is well defined because
[ze :1:0] € Eqpc(A),

see proposition (1) and from the lemma (6)we have:

O(z+y) = [(z+y)e: 1:0] = [ze : 1: 0]+[ye : 1: 0] = O(x)+6(y),

then 6 is a morphism.
o0 is injective (evidently) O

Lemma 8.
Ker(ma) = 0(Fqa)

Proof.. Evidently we have: 0(F,.) C Ker(ms), now let,
P= [X 1Y Z] = [x(]+x15 C Yotyi€: Z(]+Zl€] € Ker(7r2),

implies that o (P) = [zo : yo : 20] = [0: 1 : 0], implies that
P = [z1e:1: z1€] € Eg,(A) and from the proposition (1)
we have:

P =[ze:1:0] € (Fsa), ic: Ker(mz) C 0(F54), hence
Ker(m2) = 6(Fqa) O

From lemmas (5), (7) and (8) we deduce the following
corollary:

Corollary 9. The sequence
0 — Ker(ms) — Bap.o(A) =2 By by (Fad) — 0

is a short exact sequence which defines the group extension
Eqb,c(A) of Eqy by ,c (Faa) by Ker(ms), where i is the canon-
ical injection.

V. CRYPTOGRAPHIC APPLICATION

Let E, 5 c(A) an elliptic curve over A and P € E, 3 .(A)
of order [ . We will use the subgroup < P > of E, ; .(A) to
encrypt messages, and we denote G =< P > .

1) Coding of elements of G

We will give a code to each element () = mP where
m € {1,2,..,1} defined as it follows:

if Q = [zo+ x16 : yo + y1€ : Z] where x;,y; € A for
t=0or1and Z =0 or 1. We set:

T; = Cpi + C1,
yi = do; + dy;o

where « is primitive root of an irreducible polynomial
of degree 2 over Fy and ¢;;,d;; € Fa.
Then we code @ as it follows:
If Z =1 then: Q = 000010001011d00d10d01d111
If Z = 0 then: Q = 00¢p1¢1110000

2) Example Let a =0, b=14¢ and c = 1.
So the elliptic curve E, ; .(A) has 32 elements: {[0 :
1:0,[1:e:1,[1:14e:1],[a: (a+1)e:1],]a:
a+(a+1)e:1),[e:1:0],[e:1:1],[e:14e:1],[e:
I+ae:1,[e:14+(a+e:1],[ae:1:0],[(a+1)e:
1:0,1+e:0:1],[14¢e:14+¢e:1],[I14+ac: (a+1)e:
1], [14ae : 14¢e: 1], [14+(a+1)e : ae : 1], [1+(a+1)e :
14+e:1],[a+1:ae: 1], [a+1:at+1+ac: 1], [ate:
a:lJat+e:e:1],Ja+ac:0:1],[a+ac:a+ae:
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o+ (a+ e :ae: 1, jJa+(a+1)e: a+e:
,[a+1+e:e: 1], Ja+l+e:a+1:1][a+1+ae:
(a+1)e: 1], [a+14ae : a+l4e: 1], [a+1+(a+1)e:
0:1,[a+1+(a+l)e:a+1+ (a+1)e:1]}

Let

P = [a+1+(a+1)e : a+l+(a+1)e: 1] = 111111111,
we have:

2P = [1+ae+e:1+e:1]=101110101
3P =[a+¢e:e:1]=011000101
AP = [z :1+¢:1] = 001010101
5P =[a+ (a4 1)e:a+e:1]=011101101
6P =[1+4 ae:ae+¢e: 1] =1001001111
TP =[a+1:ae:1] =110000011
8P =[e: 1+ ae: 0] =010010011
9P =[a+1:a+1+ae:1]=1100110111
10P = [1+ae:1+¢:1] = 100111001
11P=]a+ (a+1)e: ae: 1] = 011100011
12P = [e : 1 : 1] = 010010001
13P = [a+¢:a:1] = 011001001
14P = [1 + ac + ¢ : ae : 1] = 110100011

15P=Ja+1+ae+¢e:0:1] =111100001

and 16P = [0: 1 : 0] = 000010000

so, G = {111111111,101110101,011000101,001010101,
011101101, 1001001111, 110000011, 010010011, 1100110111,
100111001, 011100011, 010010001, 011001001, 110100011,
111100001, 000010000}.

VI. CONCLUSION

In this work we have studed the elliptic curve over the

F,a[X

ring A = { X[.z)], precisely we have established the short
exact sequence that defines the group extension E,; .(A)
of Er,(a),ws(),ma(c)(F24) by Ker(7z), and we have gived an
example of cryptography over this ring.
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