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How standardized Utility Cloud Services and
Service-oriented Architecture benefits in Public
Protection and Disaster Relief?

Jyri Rajaméki and Paresh Rathod

Abstract— All emergency response service providers in
developed countries are using Information and Communication
Technology (ICT) tools and technologies. Recent studies shows
majority of the public protection and disaster relief (PPDR)
organizations are using ICT services in very heterogeneous and
customized delivery methods. Many organizations have tailored
processes, contracts and technologies. PPDR organizations are
lacking supporting infrastructure and expertise hence ICT services
are managed by internal and external suppliers. On other side, ICT
field is going through constant innovations as a process of evaluation
in technologies. Cutting-edge technologies including cloud
computing, utility computing and service-oriented architecture (SOA)
can be beneficial in emergency response services. Advancement in
these technologies is constantly bringing various challenges. This
paper is investigating use of utility cloud services and service-
oriented architecture in public protection and disaster relief
operations. The paper studies and compares cloud and utility
computing the context of ICT services. The paper is also
investigating design principles of service-oriented architecture to
leverage benefits in PPDR. The study argues that all processes,
technologies and contracts in utility computing and service-oriented
architecture should be standardized to leverage the full benefits of
these innovative technologies in PPDR. Further, it also discusses and
describes the benefits and disadvantages of standardization and lack
of standardization respectively.

Keywords— ICT Services, Cloud Computing, Service-Oriented
Architecture (SOA), Utility Computing, Utility Cloud Service, Public

Protection and Disaster Relief (PPDR)
Information and communication technology (ICT) services
are undergoing an evolutionary phase. The traditional ICT
services used to be built of hardware and software
components. These are now offered as commodity services.
Organizations have realized that the personalized service
model where everyone used to build their own services may
not be the most effective solution. The application of shared

large scale utility services combined with Service Oriented
Architecture (SOA) is more flexible both from the financial
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and service quality perspective. Multiple standardized utility
services already exist, e.g., Customer relationship
management (CRM), managed operating systems, e-mail,
instant messaging and file sharing. Deployment can be quick,
and service charge is based on actual consumption, time,
transactions or other measurable units.

Deployment of utility services has been typically
automated, making it a very effective way to duplicate the
service to multiple clients. From the business perspective, this
approach is warmly welcomed—time of project deployment
reduced dramatically, and substantial investments are not
required. For example, the ICT costs for the Finnish
government in 2009 were 1.8% out of the entire Finnish
government’s costs [1]. Additionally, even service pilots can
be done in a very short time and with minimal investments.

The Public Protection and Disaster Relief (PPDR) actors
have significant organizational and technical problems with
interoperability, intercommunication and interconnection with
each other. In the European Commission Framework
Programme 7 security theme, this research activity is divided
into four areas: information management, secure
communications, interoperability and standardization [2]. An
actual technical problem is that every participant organization
has its own ICT solutions, and even if they have the same
program, it is not shared. Every authority has its own
installation of the same program, which means that they might
have different versions of it.

This paper investigates leveraging benefits of utility cloud
services and service-oriented architecture, and also how
processes, technologies and contracts surrounding ICT
services could be standardized especially in the field of Public
Protection and Disaster Relief. Further, advantages of
standardizing and disadvantages of not standardizing are
discussed. A novel conceptual method is presented for PPDR
organization and how they can prepare for the benefits of
utility and cloud computing with SOA presented. The paper is
a descriptive paper resulting in practical recommendations in
the field.

II. CLOUD AND UTILITY COMPUTING

The organizations in private and public sectors are
interested in knowing what cloud and utility computing is and
what it can bring to them? There are four different cloud
computing deployment models: Public cloud, Private cloud,
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Community cloud and Hybrid cloud. Fig. 1 depicts these four
deployment models. Further it also categorized with special
characters for Utility Computing.
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Fig. 1 Cloud computing deployment models
A. Cloud Computing Categories and Models
In the Public cloud deployment model, the cloud

infrastructure is provided for open use by the general public. It
may be owned, managed and operated by a business, academic
or government organization, or combination of them. It exists
on the premises of the cloud provider [3]. In the Private cloud
deployment model, the cloud infrastructure is provided
exclusive use for single organization comprising multiple
consumers (e.g., business units). It may be owned, managed
and operated by one or more organization, a third party, or
combination of them, and it may exist on or off the premises.
[3].

In the Community cloud deployment model, the cloud
infrastructure is provided for exclusive use by a specific
community of consumers from organizations that have shared
concerns (e.g., mission, security requirements, policy, and
compliance considerations). It may be owned, managed and
operated by one or more of the organizations in the
community, a third party, or some combination of them, and it
may exist on or off the premises [3].

While in Hybrid cloud deployment, the cloud infrastructure
is a combination of two or more distinct cloud infrastructures
(private, community, or public) that remain unique entities,
but which are bound together by standardized or proprietary
technology that enables data and application portability (e.g.,
cloud bursting for load balancing between clouds) [3].
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Fig. 2 Cloud service models
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There are three service models of cloud computing:
Software as a Service (SaaS), Platform as a Service (PaaS) and
Infrastructure as a Service (laaS). In SaaS, a client only pays
for the use of the software. The user has extremely limited
rights to the software. The consumer does not manage or
control the underlying cloud infrastructure, including network,
servers, operating systems, storage or even individual
application capabilities, with the possible exception of limited
user specific application configuration settings. In PaaS
service model, the client maintains the software used by them
and the cloud provider maintains the hardware and the
virtualization. The consumer does not manage or control the
underlying cloud infrastructure, including network, servers,
operating systems or storage, but has control over the
deployed applications and possibly configuration settings for
the application hosting environment [3]. While in laaS service
model, the cloud provider maintains only the hardware, and
the client takes care of the rest. The consumer does not
manage or control the underlying cloud infrastructure but has
control over operating systems, storage, and deployed
applications and possibly limited control of select networking
components (e.g., host firewalls)[3]. Fig. 2 depicts how these
responsibilities work in different service models.

B. Utility Computing and Services

Utility services are defined as a “collection of technologies
and business practices that enables computing to be delivered
seamlessly and reliably across multiple computers” and
“capacity is available as needed and billed according to usage”
[4]. In this model organizations are able to use resources when
and according their consumption need.

Utility
Computing

Cloud Computing

Fig. 3 Utility Vs. cloud computing

Traditionally ICT services have been insourced or
outsourced, and the platform is fixed for the organization only.
This means an organization using the ICT service has a
dedicated environment for them. Organizations have the
possibility to use their own technologies. In many cases they
are partly legacy, their own support methods and processes
and also custom contracts both internally and externally. In
utility services, multiple customers using the service
underneath shared platform. As the service is shared, the
customers in a multi-tenancy environment have no or very
little possibility of special tailoring for their service.

In shared service, all customers need to follow the service
lifecycle and service conditions much more strictly than they
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are probably used to doing [5]. The common practice of non-
standard customized technologies is informal processes and
gentleman agreements. As a contrast, global utility computing
service suppliers having thousands of customers from different
background and cultures, have standard technologies,
processes and contracts for their service catalogue.

Utility computing is very often connected to cloud
computing as it is one of the options for its accounting. Utility
computing refers to the ability to meter the offered services
and charge customers for exact usage. The most fundamental
difference is utility computing does not required cloud
computing and it can be done in any server environment. On
the other hand, if PPDR organizations want to leverage
benefits of utility and Cloud computing then it can be
achieved using utility cloud services [6].

Ross and Westerman [4] studied large ICT outsourcing
arrangements in different circumstances. Their research
provides clear recommendation on how organizations can
achieve fruitful outsourcing agreements. They also predict
that, in the future, organizations will continue their
outsourcing as part of utility computing. Smaller organizations
will more likely make a partnership with one supplier,
whereas large organizations are more likely to use selective
sourcing with their network of suppliers [4].

Increasingly organizations are moving their services to
cloud computing as their utility service, because using
resources when needed is strategically feasible and financially
beneficial. In order to use cloud resources firm’s architecture
should be standardized. A heterogeneous environment cannot
get the benefits of utility computing and therefore a strong
global standardization is required. Some organizations seek
partners to help them to standardize the environment to
compensate their resource deficit and allow organizations to
have a roadmap for utility services.

The demand for ICT services are increasing every day.
Hence, standardized architecture would be more beneficial
and needs to develop strong strategy of it.  This allows
organizations to have the cost effective outsourcing models
and to move towards utility computing efficiently.

SERVICE STANDARDIZATION TO UTILITY MODEL

A. Computing Exchange and Contracting

Buyya et al. [5] have studied how cloud computing as utility
is going to change the computing model. They have presented
a model in which computing capacity is provided by the same
model as electricity exchange. In current electricity exchange
model, the market prices are changing based on demand and
supply. A similar model could work in the ICT domain where
large data-center and powerful computing capacity holders
could sell their services on market price. And anyone
requiring could buy for the best market price. Within this
model, brokers buy and sell capacity (e.g, computing, storage),
and enterprises purchase capacity where they can get it most
economical and can customize according to their need [4]. The
idea of computing exchange sounds an effective way of
managing the demand and supply of computing capacity
globally. However, the technology and standards that support
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the movement of ICT services between different suppliers’
data-centers on the fly do not exist yet.

Another very important aspect is the agreement in addition
to the technical boundaries. In order to make computing
exchange possible, all different types of contract terms for
computing exchange should be standardized and preferably
categorized to avoid possible risks. The risks would include:
the supplier is selling more capacity than it actually holds,
which might cause unavailability of service, performance
issues or inability to transfer the service between the suppliers.
Different type of Quality of Service (QoS) agreements must be
in place together with penalties, aligned with service level
agreements and key performance indicators. Several ways to
measure performance exist.

B. Demand Management and Processes

One of must significant study of ICT management history
from 1970 to 21st century carried out by Salle [7]. His studies
reveals how the ICT domain started to work in a more
structured way and how the same ICT service management
practices have spread around the world. Thus, core ICT
processes look similar in most organizations. Salle also
describes how the roles of ICT managers are changing from
technical ICT experts to organizations’ strategic business
partners who manage the services based on the business’
requirements.

In the early years of ICT, it was seen as a technology only
and not as a service for business organization. Hence, there
were no common processes or practices existed for ICT
problem management. The IBM Information Systems
Management Architecture (ISMA) was the first service
management practice that was created to respond to this
problem. ISMA was later extended and refined with, for
example, Information Technology Infrastructure Library
(ITIL), HP IT Service Management (ITSM) and Microsoft
Operations Framework, which are taking a broader look into
service management and defining core functions and processes
in more precise and practical ways.

Organizations are increasingly aware that, in order for ICT
to be managed efficiently, a standardized service management
framework needs to be followed. When organizations consider
changing a part of the business support into utility services,
they need to validate their capability to operate with a supplier
following ITSM principles. For the client organization, the
challenge is not to manage the technology any longer but to
master the demand from business, and work with the supplier
accordingly

C. Demand Management and Processes

There are three pillars of ICT services and should be
standardized on the journey to utility services: 1) technology,
2) contracts and 3) processes. These are presented in Table 1.
We have briefly presented the benefits for both supplier and
customer organizations when these pillars are standardized
[6].

The first standardization aspect is the applied technology
and architecture while developing software for public
protection and disaster management [8]. For example, a client
is looking for the most efficient hosting solutions for their web
application developed with PHP. PHP is a popular web
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application development language. We can find hundreds of
hosting services which provide a managed hosted server
where clients can install their own PHP applications. Clients
are not required to have their own teams around the clock to
maintain the availability of servers; this is done by the
supplier. These types of utility services are typically cost
effective as the same platform can be shared among tens of
clients with no customization or manual work. However, if the
web application needs to run some customized scripts on the
host operating system then service offering disrupted. It is
very rare to find such suppliers where customers have options
to access data files at an operating system level and run scripts
in supplier portfolio. This would make the management
complex if users had customized access. It would also cause
security concerns if the users had access to each other’s data.
In such cases, the client would be required to have a non-
standard and dedicated service for them which is considerably
more expensive. Applications which are not built to run on
standard technology and based on best-practices can be very
expensive in the long run.

Table 1. Service Standardization

Standardized Non-Standardized
Technology -Operations can be -Tailored and
and automated. heterogeneous.

Architecture -No automation, a lot of

manual work. Hence, it can

-Commodity cost
effective to run,

transferable from be costly.
supplier to another. -Client specific knowledge
-No specific needed.

knowledge required.

Contracts -Predefined service -Based on gentleman
levels and penalties, agreements, no official
formal papers and warranties or penalties.
agreements.

Process -Ability to operate -Based on people

with practically any relationships, no roles.
supplier. -Does not scale up to
-Capability to manage | support broad business

changes and problems | models.
between the companies
not just between

people.

The next standardized aspects are contracts. They would
describe the service performance, availability, support hours,
and other aspects. They are commonly referred as different
Service Level Agreements (SLAS). If the contract between the
supplier and the client does not have any warranties about
performance or service hours, later on the client (or the
supplier) could be in trouble. Clients should confirm that their
suppliers are capable of delivering services based on their
contractual requirements, such as 24/7 support or four hour
response time for the contact center. If contracts are
standardized and they describe the sufficient service detail, it
is possible to compare service between different suppliers.
Hence, over all standardized contract helping both clients and
suppliers. The next standardized aspects are contracts. They
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would describe the service performance, availability, support
hours, and other aspects. They are commonly referred as
different Service Level Agreements (SLAs). If the contract
between the supplier and the client does not have any
warranties about performance or service hours, later on the
client (or the supplier) could be in trouble. Clients should
confirm that their suppliers are capable of delivering services
based on their contractual requirements, such as 24/7 support
or four hour response time for the contact center. If contracts
are standardized and they describe the sufficient service detail,
it is possible to compare service between different suppliers.
Hence, over all standardized contract helping both clients and
suppliers.
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Fig. 4 SOA Metamodel

The final aspect is process standardization. Within all
leading ITSM frameworks, some processes are very similar.
Common ITSM processes include the change management,
problem management and incident management. All of these
processes have certain roles from both suppliers’ and clients’
perspectives. Communication and collaboration are very
complex if no common understanding exists about what is an
incident or what are the responsibilities of the change
manager. A typical issue would be clients who are unfamiliar
with ITSM practices. The requests cannot be managed by a
single person in varying situations. Organizations which are
used to working with gentleman agreements will need to
revise their requirements. Standardized processes are
beneficial for both the client and the supplier.

D. Cloud Services and Security

Security is one of the biggest concern and reason behind
cloud services not been implemented widely as would be
expected, especially in the public sector and authority work,
where the security is playing a crucial role in everyday
function [9]. Almost all information they are dealing with is
confidential and sensitive in nature. The Public cloud has the
biggest problems with security because it is unrestricted in
use, so everyone can buy the services and put their own
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software to the same cloud. That brings security challenges
due to exploitation of vulnerabilities. In comparison to the
Public cloud, the Private cloud deployment model has the least
security problems [9][10].

IV. SERVICE-ORIENTED ARCHITECTURE (SOA)

SOA is an architectural paradigm, the main characteristics
of which are to promote loose coupling, reusability and
interoperability during the designing and implementation of a
software system [11]. As shown in Fig. 4 SOA is all about
fixing existing systems’ architecture, addressing them as
services and abstracting those services into a single domain
where formed into solutions. SOA approach fixes many
architecture problems faced by public protection and disaster
relief organizations. The larger goal of service-oriented
architecture is to converting IT assets to something more agile
and flexible for any current or future changes [12]. This is a
loosely coupled architecture.

SOA allows all systems including inside or outside
emergency response organizations to expose and access
services and further those services can be developed as
required solutions. There are three key components which are
essential to building SOA services. The service provider can
build a SOA service, but if the service is not published
anywhere then no-one can use it because of the invisibility of
those services. That is why the service provider has to publish
it in a Discovery Agency. The service requester will find
compulsory service descriptions at the Discovery Agency.
With this description, the client can make the connection to
the right service provider by adhering to the communication
agreement and is able to use the SOA service [11]. In SOA
approach, a service inventory establishes a pool of services,
many of which will be deliberately designed to be reused
within multiple service compositions.

supported

by service-
oriented

architecture

Fig. 5 Service composition in SOA [12]

SOA approach brings many benefits for emergency
response organizations to deal with public protections and
disaster relief operations. First, reuse of existing services and
encapsulating legacy systems. Second, Agility to change
processes and information flaws to support any changes.
Third, ability to monitor points of information and points of
service in real time. These monitoring allow checking and
determining the state and well-being of emergency services.
Forth, extended reach and ability to expose certain required
processes to other external entities for the purpose of
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interoperability, cooperation or shared processes. Service-
oriented solutions can be comprised of services built as web
services, components, or combination of both.

=

=

mixed
services

services as
proprietary
conponents

services as
Web Services

Fig. 6 Mixed services in SOA [12]

V. UTILITY CLOUD SERVICES MEETS SOA

Utility cloud services is any billed IT resources including
databases, applications and storages that exists outside of the
PPDR organization’s IT infrastructure. Utility cloud service is
leveraging the benefits of internetwork. It is much cheaper to
leverage these IT resources as services, pay as you use and
PPDR organizations’ need, than it to buy more IT hardware
and software for the data center. Utility computing allows
PPDR organizations to expand and contract their costs in
direct proportion to their need.

SOA

eShared Services
eShared Information
eShared Processes

Utility Cloud
Services

eService on Demand
eApplication on

*Agility Demand
e|ntegration

8 ePlatform on Demand
eGovernance

Fig. 7 Utility cloud services meets SOA

The relation between utility cloud services and SOA is that
utility computing provides IT resources as needed including
host data, services and processes. It provides an ability to
extend SOA outside of the PPDR organization firewall to
utility computing providers and seeking benefits of SOA as
described in last section.

SOA is important to utility cloud services for few key
reasons. SOA is good architecture approach that deals with the
proper formation of the PPDR information systems using
mechanisms that make them work together with inside and
outside suppliers. To take advantage of utility cloud services,
PPDR organizations need interfaces and architectures that can
reach out and touch utility cloud service resources. And SOA




INTERNATIONAL JOURNAL OF COMPUTERS AND COMMUNICATIONS

would be more realistic architecture to leverage benefits of
utility cloud services in that case.

Study shows there is a common view of SOA as something
that occurred exclusively within PPDR IT infrastructure and
within firewall. Extending the reach of their SOA to internet-
based resources was taboo [13]. Web-based resource delivery
such as utility cloud services are not in common use in PPDR.
We are scientifically arguing that a utility cloud service is
really SOA that uses internet-based resources, including
services, applications, directories, tools and many other useful
services. This approach accepts that it is okay to place some
PPDR business processes outside of the firewall. That does
not mean to replace SOA or traditional architecture, but it is
an approach to architecture where core acceptance of internet-
based resources due to fast delivery, large number of resources
and a minimum cost to PPDR organizations. These internet-
borne systems and architectures provides much more
development speed, access to prebuild resources and more
value when compared to traditional architecture approaches.
These are core reasons SOA provides itself on the platform of
the web based utility cloud services. Majority SOA patterns
exist outside of PPDR organizations on the platform of the
Web while architects still struggle with SOA within the
organizations. Composite PPDR applications are being built
with emerging on-demand tools like utility cloud services.
Those applications will need information, services and APIs
and delivered on demand over the Internet [13].

VI. STANDARDIZED ICT SERVICES FOR PUBLIC PROTECTION
AND DISASTER RELIEF

In recent years, the capabilities of PPDR responders across
Europe have been considerably improved with the deployment
of new technologies including dedicated Terrestrial Trunked
Radio (TETRA) networks. However, there are challenges in
public safety communications especially 1) lack of broadband
connectivity and 2) lack of interoperability. Our previous
researches have addressed this problem by introducing new
model [14][17]. We are further expanding our conceptual
model by leveraging benefits of standardized utility computing
and cloud computing with service-oriented architecture (SOA)
as discussed in previous sections. Fig. 8 depicts proposed
standardized ICT Service model for PPDR organizations. The
model is outcome of leveraging benefits of cutting-edge
technologies.

On the journey to utility computing, ICT services should be
standardized, as neither clients nor suppliers can utilize the
benefits of utility computing unless this is done. Benefits of
standardized technologies, processes and contracts are
obvious. A client is able to change its supplier more flexibly if
the service is transferable from one supplier to another. The
technology must be commodity compliant, so clients are able
to so move their services. Also, the suppliers will have more
providers of commodity services. The price of standard utility
services is decreasing and in order clients to be able to take
advantage of this trend, they need to be compliant with
standard service platforms, contracts and processes [19].

Due to the nature of utility services, the standardization
should be driven by a group of suppliers rather than, e.g., legal
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requirements. The standards should be voluntary and defined
by consortia of organizations. This type of de facto standards,
typically created by individual firms, groups of companies or
in industrial associations, could be flexible and easily adopted
by the community of service suppliers and clients. Ownership
of standard development should be similar to the ITSM
processes, where consortia of organizations are maintaining
the industry practices [15], [16].

The cloud computing deployment can enhance the
communication between PPDR organizations. It could also be
the answer to reducing the ICT costs of governments.
Selecting the right cloud model also provides secure data
communication and flexibilities.
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Fig. 8 Standardized ICT Services for PPDR

The Hybrid cloud is a cloud deployment model that can be
provided via a secure virtual private network. This deployment
model offers a flexible and secure model to implement cloud
services. Flexibility means that PPDR organizations can start
with the Public cloud services and, when they are ready with
available service oriented type of services, they can switch to
the Private cloud smoothly. Ultimately, they will be ready to
expand the Public cloud to the Hybrid cloud. These
integrations are done safely if the components could
implement the ‘SecureCloud’ security model [18]. A suitable
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cloud service model would be the SaaS model, mainly because
it helps better communication between PPDR organizations. If
authorities implement cloud services, it would reduce the ICT
costs of PPDR organizations, mainly because of service
centralization, which would mean that all software and
maintenance costs are centralized. Ultimately, the needs of
software licenses, middleware licenses and maintenance
would be reduced. Another advantage of service centralization
is reducing complexity to the application life cycle. In order to
merge existing applications together, a lot of time and
resources are needed, especially in solving all the challenges
of the integration.

The same concept can mean different things for different
organizations. These differences come from individual use of
the applications by the authorities over the years. This concept
problem can be solved using a SOA. In that case, every PPDR
organization can have its own service inventory and services
can be composed as required; that also helps avoid actual data
conversion. The conversion take place at the integration level
and reduces further complexities and problems. These will
allow PPDR organizations to leverage benefits, for example,
reuse of existing services and agility to change processes and
information flaws [20]. Also ability to monitor services in real
time and extended reach and ability to expose certain required
processes to other external entities for the purpose of
interoperability, cooperation or share processes.

VIL.

The current state of all PPDR organizations is
heterogeneous. They have their own customized technologies,
processes and contracts for each supplier. In order for clients
and suppliers to get the best benefits out of their ICT services,
they should focus on de facto standardization of ICT services:

DiscussiON AND CONCLUSION

e Organizations should focus on how to standardize their
technology and architecture to be technically compliant
with utility services. All tailored nonstrategic solutions

should be planned for retirement or migration.

Organizations need to ensure that they are up-to-date
with global ITSM methodologies. The ITIL framework
is a good industry standard to follow. To work
effectively with ICT suppliers, ITIL processes should
be followed.

Organizations should validate their development with
contracts. Gentleman agreements must be changed to
standard contracts. Terms of SLAs and QoS must be
agreed with the supplier in order to ensure service
quality and make services transferable.

This paper deals with utility cloud services and SOA and
further investigates ITSM from the strategy perspective,
looking at its overall picture. However, the methodologies in
multi-supplier management in ITIL core processes have not
been studied yet. Each PPDR organization has its own
requirements for ICT services. When external suppliers are
providing ICT services, standard services might be inflexible
for the multi-tenant service base. Suppliers’ standard services
might not respond to all client requirements. It is vital to
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understand and study the ways organizations can manage the
gaps between the suppliers’ standard services and clients’
requirements. Our approach is not looking at the dependencies
between the different ICT services for a multi-supplier service
base but only from a single ICT service perspective. In the
future, synergies and/or conflicts between different SOA
based ICT services should be studied within a multi-supplier
service base. Additionally, the differences between traditional
outsourcing and cloud sourcing governance methodologies
should be investigated.
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