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Abstract— Numerical Analysis involves construction and
implementation of reliable numerical schemes to solve continuous
models. These schemes are constructed with the aim that they
remain consistent with the continuous model and preserve all of
its essential properties .In this paper, a reliable numerical
analysis is presented for the dynamics of computer virus in a
network. Results are compared with already existing schemes
which do not behave well in certain scenarios.
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[. INTRODUCTION

The rapid development in almost all fields of computers,
internet, communication and network technology has made the
information system more efficient and it is p laying the vital
role in development of many countries and their industries
too[1]. In the era of information technology, it has become a
challenge to maintain the information security[4,5]. The most
common security threat among all is computer viruses.
Computer viruses are hi ghly ruinous and transmissible. As
soon as the virus enters the system it generates its copies and it
becomes very difficult to control the speed of its functioning.
In the scientific field biology, the virus can be transmitted
from one organism to another. Cohen, Kephart and White has
defined many similarities in both biological and computer
viruses [1-3]. If the b iological virus finds the su itable
conditions it grow s quickly in the i nfected organisms, the
symptoms are shown and even may die. In the same way the
computer virus works. It transfers itself from an infe cted
computer system to another computer system and generates
its copies. In some computers it may destroy the data of
computer or the computer system may disable[6-8].
Computer virus is a software replicates itself when executed.
Different viruses have different effects. When they enter in
an uninfected computer they find the other storage media and
programs according to their set target and inserts the code
and achieve the target of self-reproduction. As long as this
virus remains in the computer and no treatment is done it
keeps on working and targets more files usually which are
executable. The file which gets infected becomes a virus too
(a new source of infection) and exchanges the data to other
systems[9,10]. There are many ways in which a c omputer
virus can enter into your computer system. It may enter into
your system by an infected external hard drive, any
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download from infected website, by connecting an infected
mobile phone or even by visiting an infected website. When
a computer has a virus, it may infect the mobile hard drive
which attached to it also gets infected. The other computers
which are conn ected to the infected system will also be
infected. Therefore, there is al ways a risk present that a
device has a virus [11-13].

II. MATHEMATICAL MODEL

A: Parameters and Variables

S(t): expresses as the susceptible computers.

A(t): expresses as the non-infected computers or ability of
antivirus.

I(t): expresses as the infected computers.

R(t): expresses as those computers who are detached due to
virus.

C: expresses the rate of those computers who are newly joined
the computer network.

[ : expresses the rate of infection.

u: expresses the rate of detached computer due to other than
virus.

4 : expresses the rate of removal of computers due to virus.
o: expresses the rate of recover computers due to ability of
antivirus.

asy4: expresses the rate of susceptible computers into antidotal
computers.

a;4: expresses the rate of infected computers.
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Fig.1 Flow chart of computer network model
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The mathematical formulation of computer network Model is
given by [14]:
S'"=C—as4SA — BSI — uS + oR

I'= BSI —a;, 1A — 81 — ul (1)
R' = 81 — oR — uR

A’ = aSASA +0(1AIA - ‘UA

N(t) =S() +1(t) + R(t) + A(t) 2)
The reduced form of the model is

S'"=C—as4SA — BSI — uS + oR

I'= BSI —a, 1A — 81 — ul 3)

R' = 81 — oR — uR
A, = (ZSASA +0.’1AIA - ‘U.A

There are two following equlibrium states of the the model.
& =(C/u,0,0,0)and &, = (S*, 1", R*,A")

. S+u
S _( B );
PR ICRD LGRS
B B(o+6+p)
. o)
Co+ul3
B =@t
(497

Ca
Where Cy = u—g“‘

C, is called the reproductive number of the model which tells
us the virus eradicate from computer population if €, < 1 and
virus infect the computer population if Cy > 1.

III. NUMERICAL MODELING
A: Forward Euler Method

Following is the forward Euler’s scheme for model (3):

S"H = §" 4 R[C — @y STAT — BS™I™ — uS™ + oR™]
[ = [ 4 R[BS™I™ — ay, [PA™ — 81 — ul™]

R™! = R 4 R[SI" — gR™ — uR"]

AML = A" 4 hlagSTMA™ + a0t AT — pA"]

B:Numerical Experiments

The numerical experiments have been performed for values of
parameters given in Table 1 [14].
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Table 1
Values
Parameters VEE EE
B 0.05 0.05
C 1 6
sy 0.00045 0.00045
u 0.05 0.05
o 0.8 0.8
aja 0.0025 0.0025
S 0.96 0.96
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20 Euler Method- Endemic equilbrium (EE)
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C: Fourth Order Runge-Kutta Scheme
For Stage-1
Ki = h[C — agy S"A™ — BS™™ — uS™ + oR"]
m1 = h[ﬁsnln —a,A ITlATl - 6171 - #17’[]
ny; = h[6I" — oR" — uR"|

For Stage-2
Ky nq K,
Ky = h[C = asy(S™ + 2D + 2 = = (™ + =D
5 4 ern s ﬂ)]
2 2
K, L L nq
my = kB (S + S+ D) + @+ DA+ 2

l l
- 80m+D) - i+ D)
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I my my
n,=h [6(1" + 2y - oR+ Yy uRm —)]
2 2 2
K ny I ny
02 = h[asa(s™ + =" + 2+ (DA + 2
2 2 2 2
K 2
For Stage-3
Ki = h[C — asga(S™ + K3)(A™ +n3) — f— u(S™ + K3)(I™
+13) + o(R™ + m3)]
my = h[B(S™ + K3)(I™ + I3) + a0 (I" + 13)(A™ + n3)

— 6"+ 13) — p(™ +13)]
n, = h[6(I" + 13) — a(R™ + m3) — u(R™ + m3)]

03 = hlas (8™ + K3)(A™ +n3) +ag, (I" + [3)(A™ +n3)
— u(A" +n3)]

For Stage-4
K, n; K;
Ky = hC = asy(S™ + =D + 2 = f - u(s™ + =D
2y 4o+ @)]
2 2
My = BB (S + A"+ D)+ (" + DA+
2 Ty
L m; m;
n, = h [5(1n +2) — o(R"+22) — uR™+ —)]
2 2 2
K, n, L, n,
0, = h [aSA 6"+ 2 + 22y 1, (0 + 2)an + 2
2 2 2 2
- war+32)|
H 2
Finally

gn+1 — gn +%[K1 + 2K, + 2K5 + K,]
Entl — gn 4 % [my + 2my + 2ms + my] ®)

1" = [ 4 =0y + 2n, + 205 + 1y
A = 4" +%[01 + 20, + 203 + 04]
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1 1081 RK-4 Method- Endemic equilbrium (EE)
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IV. NON-STANDARD FINITE DIFFERENCE MODEL

Non-Standard Finite Difference (NSFD) theory introduced
by R.E. Mickens [15,16]. We constructed the NSFD scheme
for computer virus transmission model which is given by:

(S™ + hC + oR™)

Sn+1 —
1+ ag4A" + hBI™ + h p)
In+1 — In
1+ hag A" — hfS™ + hé + h p)
R — R™ + hSI™
1+ho+hp)
An+1 — A"

1 - haSASn - haIAI" + h[t

A: Numerical Experiments
NSFD Method- Virus free equilbrium (VFE)
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NSFD Method- Virus free equilbrium (VFE)
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V. RESULTS AND DISCUSSION

The transmission dynamics of a ¢ omputer virus has been
analyzed numerically. There ar e two ste ady states of the
computer network model iev irus free equilibrium and
endemic equilibrium points. When Cy< 1, virus free
equilbrium is locally asmpotatically stable and When Cy > 1,
the endemic equilibrium point of computer network model is
stable.

We introduced the unconditionally stable Non-Standard Finite
Difference (NSFD) scheme for the ¢ ontinuous dynamical
system of computer network model. The proposed scheme has
satisfy the essential properties of continous model of computer
network as positivity, boundedness and dynamical consistency
remains consrved. Numerical experiments have shown that
well known standard finie difference schemes fail to preserve
these properties.
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