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Abstract— In recent years, the use of drones has
drastically increased as the evolution of drone use in
commercial sectors and reduced costs of the hardware.
Earlier drone services were mostly used for military
operations but nowadays the Unmanned Arial Vehicles
(UAV) system is very advanced and its applications are not
limited to military operations. The recent years have also
witnessed a network evolution of UAVs from single ground
to air network to multi-UAV network systems along with
usage of wireless public networks like LTE which can act
as UAV communication channel. In the proposed project,
a communication system used in the UAS system is
simulated to analyze the UAV behavior under different
conditions with respect to mission planning and the
communication networks used. A comprehensive study is
done on communication networks used in controlling
UAVs. For a safer approach, the proposed model is
simulated using available software instead of hardware
implementations. ArduPilot SITL, MAVProxy and
Mission Planner are used to simulate the UAV system
virtually. Whereas network simulations of Wi-Fi and LTE
network are done with the help of NS-3 on a separate
platform. Various network parameters like network delay,
throughput, etc., are graphically represented.

Keywords— Communication system, NS-3, SITL, UAV
simulation.

I. INTRODUCTION

AVs or unmanned aerial vehicles are part of the

unmanned aerial system [1]. UAVs are pilotless aircraft
[2] or aerial vehicles that can be remotely operated. An
unmanned aerial vehicle consists of sets of sensors and
electronic devices that made them capable of flying without
the need of an actual pilot. UAVs are part of the aerial vehicles
system for a very long time.UAVs can be operated in both
guided and auto mode i.e., the operator can manually control
the vehicle at every instant of time or UAVs can fly
autonomous missions with the help of preloaded commands on
the onboard chip of the UAV. Earlier, UAVs were designed
for carrying out military and other secret operations. The fact
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that differentiates a UAV from missiles is that UAVs are
recoverable and are capable of performing airstrikes at the
same time. UAVs were used as recoverable aerial weapons in
the later stages of development. The concept of aerial
photography with the help of UAVs was proved to be a major
breakthrough in aspects of war. Although many countries and
organizations were involved in the development and use of
UAVs, it can be said that U.S.A and Israel have contributed
the most to the development of UAVs. Recently, with the
commercialization of drones or UAVS, the use of these aerial
machines is proposed in sectors of agriculture, health services,
packaging services etc[3][4].

Apart from UAV as a unit, a control center or ground control
station can also be considered as part of an unmanned aerial
system. Ground control stations are used as remote controllers
with the integration of various other hardware modules for
analyzing the vehicle dynamics and performance during
operations. Communication system plays a vital role in the
unmanned aerial system. A robust communication system is
required for controlling UAVs in the air. Generally, UAVs or
drones are controlled by radio controllers over a frequency of
2.4 and 5.8 GHz, where one frequency link is used for sending
commands to the drone and the other link is utilized for
receiving the telemetry and payload data from the UAV[5]. As
the communication is wireless so security threats are always
involved. Spread-spectrum modulation techniques are used to
maintain the confidentiality of data transmitted or received
over the network. Frequency-hopping spread spectrum and
direct sequence spread spectrum [6] are used to transmit the
data over the communications network. Thus, the use of these
modulation techniques is the first line of defense for a secure
UAV communication system. OFDM or orthogonal frequency-
division multiplexing techniques are also used for faster travel
rates of payload data. Nowadays, the UAVs can also be
operated over wireless public networks like Wi-Fi, 4G
LTE[7], etc., which increases the security threat to the UAV
communication system. Several techniques and encryption
algorithms [8][9][10][11]are suggested and used to avoid
security breaches in the network.
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Il. LITERATURE REVIEW

For a comprehensive study, the literature survey is broadly
disintegrated into four parts. A literature survey on brief
history is done in the first part. In the second part, a discussion
is made on the classification of UAVSs. In the third part, a
comprehensive study is done on the architecture of the UAV
communication system and its vulnerabilities of the system. In
the last part, the survey is made on the studies related to UAV
and network simulation models.

A. History of UAVs

The drones and UAVs were earlier introduced in World
War | [12] and their use was confined to military operations
[13]. Although the concepts and designs related to UAVS were
introduced years ago. The first UAV designs were introduced
in the age of Pythagoras [14]. In the year 1843, Leonardo the
Vinci came up with a flying machine [15]. Several such
concepts were introduced which were powered by steam and
water vapors. It was in the year 1849 when drones were
deployed as combat aerial vehicles. In the year 1896, a camera
was mounted on a rocket by Alfred Nobel which also induced
a concept of aerial photography by flying machines. In the year
1900, Nikola tesla[16] came up with the idea of controlling air
balloons which was a modified concept of the radio-controlled
boat introduced by tesla in 1898. During World War | the U.S.
Army was working on aerial torpedoes which were recognized
as the Kettering bug model[17]. After World War, more
nations and organizations got involved in using drone models.
This started the evolution of UAVs where the U.S. introduced
Curtiss N2C-2, which is also considered as first UAV. Later
on, contributions were made by Israel and after that U.S. and
Israel worked on several drone technologies. Along the time
with redesigning and modifications of UAVS, it was between
2005-2010 [18] when these aerial machines having quadrotor
mechanisms were introduced. This gave rise to the
commercialization of UAVs in sectors of health, surveying,
agriculture, etc [19].

B. Classification of UAVS

UAVs can broadly be differentiated into fixed-wing UAVs,
Multi-rotor UAVs and balloons or large UAVs [20]. UAVsS
can also be differentiated based on their payload carrying
capacity., fuel capacity, endurance, range, wing types, take-off
trajectories, etc [21][22][23].

C. Architecture of UAVs

The architecture of the UAV communication system [24]
involves transmitters and receivers on ground control stations
and UAVSs. There are several methods to control a UAV which
include radio channel, satellite and wireless public network
communication. Nowadays, multi-UAV systems are used
which communicate with each other with the help of network
topologies. Several modulation techniques are also involved to
provide a secure communication system.
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D. Simulation of drone technologies

Nowadays a safer and smarter approach is adopted by
researchers which includes simulation of technologies before
deploying the actual models. Studies related to testing of a
simulated quadcopter [25][26] or a multi-UAV network are
performed for understanding the problem and possible failures.
Research is also done on the communication network and the
protocols like MAVLink [27] which are associated with a
UAV communication system. An inspection is done on the
vulnerability [28] of the MAVLink protocol and several
encryption techniques [29][30] and methods are suggested to
deploy a secure communication system of UAVSs. Similarly,
various network simulators [31][32] are used for research in
UAV communication systems.

I1l. TERMINOLOGY

Some important definitions need to be understood for a
better understanding of concepts that were kept in mind at the
time of research work. Starting with drone lingual, arming a
drone is referred to as providing power to the motors of the
drone. The angular movement of drones with respect to the
longitudinal, latitudinal and vertical axis is termed as roll,
pitch and yaw respectively. Propellers are the wings of a drone
that are attached to a motor to generate enough thrust for the
drone to perform movements. Take-off generally refers to
ascending of a drone in the air from the ground position.
Networking concepts include packets, interface, ports and
protocols. Packets are the most fundamental unit in networking
architecture which envelops the data. Ports are the virtual or
hardware connection points whereas interfaces can be defined
as the communication points of a system that helps in the
interaction between physical and virtual entities with or within
the system. Protocols can be defined as the set of rules and
regulations that determine the flow of data within a system.

IV. METHODOLOGY

In this section, the outline of the work done in this study is
presented. The process is divided into four steps namely
requirement analysis, coding, testing and computation. First,
we start by setting up a build environment within which the
software modules are downloaded and installed. In this work
virtual box is set up on which ubuntu version 18.04 is
emulated. A part of this study is based on working on this
Linux environment. The main software modules and firmware
required for this study include SITL, Ground control station
software and FlyNetSim. Most of these modules are built on
C++ and Python libraries.



INTERNATIONAL JOURNAL OF COMPUTERS AND COMMUNICATIONS

DOI: 10.46300/91013.2021.15.15

sim_vehicle py
ilotArduCopter is a github that Command will launch

contains necessary libraries and files for unmanned

vehicles simulations.
4
Serl
e
b

MAVProxy on Telemetry
Port. Mavproxy displays
all the vehicle
parameters.

SITL setup.

UDP | | UDP

—mp
4=mm

fz_quad_view.sh

command launches Flight-
Gear which displayed 3-D
view of the simulation.

BT Other GCS

/| GroundControl Station |
| smvehiclepy - console —map |
| (MavProxy) & Mission Planner |

FIGURE 1 — Architecture of SITL[33]

e SITL and MAVLink — SITL[33] stands for software in
the loop. SITL contains the firmware of different kind
of vehicles which can be simulated. So, a quadcopter
is simulated with the help of SITL in this work. Along
with the vehicles, sensors like gimbals, optical flow
sensors can also be simulated with the vehicle.
Autopilot is supported by an open-source software
suite called ArduPilot. The ardupilot firmware can be
cloned from the Github repository. MAVLink is an
open-source lightweight protocol specially designed
for UAV communication system. MAVLink protocol
has an 8-bit header file along which the data travels in
the UAV communication system.

o FlyNetSim FlyNetSim[32] is an open-source
simulator that integrates a network simulator with
SITL. Thus, with the help of network simulator NS-3,
UAYV can be simulated over Wi-Fi and LTE network.
FlyNetSim uses ZMQ/czmq libraries to bind the ports
between SITL and NS-3.

e Ground Control Station- These software modules are
helpful in mission planning for UAVs and analyzing
the telemetry data. Mission planner and Q ground
control [25] are such types of software modules that
help in-vehicle monitoring and controlling.

V. RESULTS AND DISCUSSION

The result and data analysis of this study is divided into two
parts. In the first part of the study, the telemetry data is
obtained from a simulated quadcopter is obtained and
graphically represented with the help of a mission planner. In
the second part communication networks like Wi-Fi and LTE
are simulated over which the UAV is simulated and graphical
representation of network data is produced.

» Analysis of UAV Communication system based on
telemetry data.

» Analysis of UAV communication system based on
networking.

In the first part of the study, the UAV is simulated with the
help of SITL, MAVProxy and Mission planner. Telemetry
data received from the UAV is obtained from three test cases
where a simulated operates in auto mode. The missions are
planned with the help of a mission planner. In the test cases,
the UAV heads to a single waypoint, circular waypoints and
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random waypoints as shown in figure 1.

A. Single Waypoint Mission

In this mission, the quadcopter is operated in guided mode
and performs a take-off to 50m. Then the mode is switched to
auto and the quadcopter starts to ascend to 100m altitudes as
specified in auto mission and then heads towards the single
waypoint. As the copter reaches the waypoint, the copter
descends vertically to land and the motors are disarmed.

B. Circular Waypoint Mission

This mission is planned in such a way that the copter
follows circular waypoints. In this mission, the quadcopter is
operated in guided mode and performs a take-off to 50m. Then
the mode is switched to auto and the quadcopter starts to
ascend to 100m altitudes as specified in the auto mission and
then heads along with circular waypoints. As the copter
reaches the last waypoint, the copter descends vertically to
land and the motors are disarmed.

C. Random Waypoint Mission

This mission is planned in such a way that the copter
follows the random waypoint. As specific commands can also
define at specific waypoints so in this the copter is commanded
to loiter around a 60 m circle performing three rotations over
the second waypoint. In this mission, the quadcopter is
operated in guided mode and performs a take-off to 10m. Then
the mode is switched to auto and the quadcopter starts to
ascend to 30m altitude as specified in the auto mission and
then heads towards the next waypoint. As the copter reaches
the last waypoint, the copter descends vertically to land and
the motors are disarmed.

As the quadcopter follows these automated missions,
telemetry data about vehicle dynamics and status is recorded
and graphically represented with the help of the mission
planner in each case as shown in figures 3,4 and 5
respectively.

Q
:

FIGURE 2 — Automated missions planned for quadcopter (i- Single
waypoint; ii- Circular waypoint; iii- Random waypoint)

FIGURE 3 — Graphical representation of quadcopter dynamics for
single waypoint mission (i- Altitude hold,; ii- Pitch, roll & raw
movements; iii- Battery parameters)
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FIGURE 4 - Graphical representation of quadcopter dynamics for
circular waypoints mission (i- Altitude hold; ii- Pitch, roll & raw
movements; iii- Battery parameters)

FIGURE 5 - Graphical representation of quadcopter dynamics for
random waypoints mission (i- Altitude hold; ii- Pitch, roll & raw
movements; iii- Battery parameters)

Thus, after analyzing the graphs based on telemetry data, it
can be said that the quadcopter follows commands in each
waypoint mission with accuracy with very negligible
differences in mean values which can be avoided by further
calibration.

In the second part of the study, the focus is done on the
simulation of different networks like Wi-Fi and LTE with the
help of NS-3. The study is divided into three test cases where
the quadcopter is simulated over Wi-Fi, LTE and multi-
network respectively as shown in figure 6. In the case of a
multi-network environment, the control commands are sent
over a Wi-Fi network whereas telemetry commands are sent
over an LTE network. For each test case, the simulated copter
performs a vertical take-off for 10m. As the vehicle attains the
height the vehicle heads for 10 m in forward, right, backward
and left direction respectively. The output is analyzed on NS-3
compatible software modules like Wireshark as shown in
figures 7, 8 and 9, NetAnim and Tracemetrics as shown in
figures 10 and 11.

Networking parameters are graphically visualized where
packets sent per second, throughput, goodput, delay in TCP
streams can be observed. Apart from that network delay is also
realized. For communication over Wi-Fi, the network delay is
1 millisecond whereas for communication over LTE network
the network delay is 4.2 milliseconds. For communication over
a multi-network environment network delay is 1.2
milliseconds. The LTE network delay can be a bit inaccurate
which can be corrected by adjusting the uplink and downlink
speed. For each case, the output is obtained. Throughput and
goodput of Wi-Fi and multi-network are displayed in table 2.
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Network_Simulator

FIGURE 6 — Network simulated over NS-3 (i- Wi-Fi network; ii-
LTE network)

Table 1 — Throughput and Goodput of data as calculated by
Tracemetrics analyser

3832.8265910847717
4024.9076698445415

3581.7572790517906
3818.0537662114575

Throughput
217.49914382673128
6912.213700847871

Goodput
0.0
6072.049315580278

Wireshark 10 Graphs: Loopback: lo

FIGURE 7 — Packets Sent Per Second Over Wi-Fi Network

Wireshark 10 Graphs: Loopback: lo

FIGURE 8 - Packets Sént Per Second Over LTE Network

Wireshark 10 Graphs: Loopback: lo

FIGURE 9 — Packets Sent Per Second Over Multi-Network
Environment
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FIGURE 11-Delay in TCP Streams In Multi-Network
Environment.

VI.

These days more research and development work is focused
on simulations which helps in observing the behavior of the
model without any hardware requirements. Vehicle
simulations are extremely useful before deploying the actual
models because it helps in determining the faults without the
use of hardware modules which in turn saves money. The
quality and efficiency of the model can also be improved with
the data sets obtained by the simulation. In this work, UAV is
simulated and data is obtained and analyzed based on
telemetry data and network used. In, the first part of the work
the telemetry data is obtained and graphically visualized by
parsing the MAVLink information. The results obtained in this
part show accuracy with negligible differences. In the second
part of the study, communication networks are simulated
which are used to control the simulated quadcopter. The
results are obtained by monitoring network parameters.
Therefore, in this research work, the performance analysis of
UAV communication is done successfully with the help of
simulations. It can be concluded that the simulation of the
UAV communication system helps determine the behavior of

CONCLUSION

aerial vehicles which can be implemented in realistic
scenarios.
VII. LIMITATIONS AND FUTURE STUDIES

In this study, a quadcopter is simulated with the help of
SITL firmware. This firmware can also be uploaded on the on-
chip board of a real drone to perform guided and automated
missions. Thus, updated software and firmware should be used
with real drones to avoid any vehicle crash or disfunction. The
possible future studies can be incorporated by modifying the
dynamics of vehicle firmware in SITL for more realistic
observation. More robust network simulators can be used to
simulate the UAV networks for comprehensive and analytical
study. The SITL should also be tested for more complex
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missions and networks for more accurate realistic predictions.
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