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Secret Image Sharing based on Vector
Quantization

Lee Shu-Teng Chen, Wei-Kai Su, and Ja-Chen Lin

Abstract—This paper proposes an (r, n) threshold secret image
sharing scheme based on Vector Quantization (VQ). By using the host
images as the VQ codebooks, the VQ indices of the secret image is
computed and then shared among the n shadows. The created n
shadows and the mixed information of the VQ codebooks are hidden
in the original host images to form the n stego images. During the
recovery phase, the secret image with VQ quality can be reconstructed
by any r of the n stego images. The proposed method is therefore
missing-allowable since n-r stego images can be lost in the recovery
phase. Experiments show that the qualities of our stego images and
recovered images are all acceptable. Moreover, the proposed method
is secure because it is unlikely to reveal the secret image if less than r
stego images are intercepted.

Keywords—Cryptography, data hiding, missing-allowable, secret
sharing, vector quantization.

[. INTRODUCTION

OMPUTER network is very popular nowadays. They are

useful in both communication and entertainment. People
can transmit information through computer network easily.
However, because of the open environment of network,
attackers may steal or destruct the information transmitted in
the network. Losing some data such as family photos is usually
of no big deal, but some other information such as company
financial budget or military map is so important that losing
them will cost much money or even lives. Due to the risk of
being hacked, people develop the cryptography methods to
encrypt the important data [1]-[9]. For example, Data
Encryption Standard (DES) [1], RSA [2], and Advanced
Encryption Standard (AES) [3] are all famous cryptography
methods still being used nowadays. The cryptography methods
mentioned above are based on the so-called key(s). In other
words, only the person who has the key(s) can extract the secret
data.
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Besides using the key(s), the other way to protect data is
using the secret sharing technology [10]-[20]. Blakley [10] and
Shamir [11] firstly proposed the (r, n) threshold secret sharing
schemes. The user can use their polynomial schemes to share
the secret data among the n shadows. The n shadows may then
be distributed to n different persons. If the user needs the secret
data, he or she must collect at least r shadows (r<n) to recover
the secret. The (r, n) threshold scheme assures that collecting at
least r shadows can reconstruct the secret data; however, if
obtaining less than r shadows, these shadows reveal nothing
about the secret data. The method proposed by Shamir [11] can
also be used for secret image sharing. The values of the pixels
in a secret image are treated as the secret data. Using Shamir’s
method can share the secret image among the n shadows, and
collecting any r of the n shadows can recover the secret image.
However, the n shadows use a lot of storage space because each
one is of the same size as the original secret image. Therefore,
Thien and Lin [12] extended the idea of Shamir’s scheme [11]
to share the secret image. The size of each shadow in [12] is 1/r
of that of the original secret image. This benefit lowers the
storage space or transmission time. To reduce the size of each
shadow further, Lin and Tsai [13] applied Discrete Cosine
Transform (DCT) to transform the secret image from the spatial
domain to the frequency domain, and then shared the first DCT
coefficient of each transformed block; Wang and Su [16] used
Huffman coding to encode the difference image of the input
secret image, and the generated Huffman bitstream was then
shared.

Because each shadow in almost all sharing methods looks
like noisy rather than natural images, some data hiding schemes
[21]-[31] may be applied to generate the stego images by hiding
the noise-like shadows in some host images. Among the data
hiding schemes, the simplest one is the Least Significant Bit
(LSB) substitution scheme. It replaces the least t bits of the host
images by the secret data (the value of t depends on the size of
the host image and secret data, usually 1<t<4). Later, Wang et
al. [21] designed a moderately-significant-bit hiding method by
the use of optimal substitution process and local pixel
adjustment. Wang et al. [22] also presented a hiding scheme by
using Genetic Algorithm. Thien and Lin [24] proposed another
hiding method based on modulus operation by modifying LSB
method. Both the theoretic results and the vision quality in [24]
are better than those of simple LSB substitution method and
GA-improved method. Wu and Tsai [23] introduced an image
hiding method by using a difference value of two consecutive
pixels in the host image. Chang et al. [30] proposed an image
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hiding method based on search order coding [32] and modulus
function.

However, each stego image in [21]-[30] is often two or four
times larger than each shadow. Therefore, Wu et al. [31] used
the sharing method in [12] and S-E table to reduce further the
size of stego images. Notably, Vector Quantization (VQ) [33]
is a simple image compression method to reduce the
redundancy of a digital image by encoding a block of pixels
with an index pointing to a similar block stored in a VQ
codebook (the VQ codebook can be created by using
algorithms such as the LBG algorithm [34], and some
researchers [35]-[37] have developed the methods to speed up
the generation of the VQ codebooks). By using VQ, although
the image sacrifices its quality, the size of the shadows can be
reduced to the smaller ones. Therefore, before sharing, the user
may apply the VQ technique to compress the secret image, and
the generated VQ indices are shared instead of the pixel values
of the secret image. This will cause the sharing worthier
because the data amount is reduced.

There are two major ways to share the secret image based on
VQ. The first one [38] is that the user provides some host
images, and the VQ codebooks are constructed using the first
(8-t) bit-planes of the host images (assume that the gray levels
of the pixels of the host images are in the range 0 to 255, i.e.,
there are 8 bit-planes in each host image). Then the user
compresses the secret image by VQ with the constructed
codebooks to generate the VQ indices. The obtained VQ
indices are hidden in the last t bit-planes of these host images to
form the stego images. In the recovery phase, the user must
collect all of the stego images. Then, the VQ codebooks and
VQ indices can be, respectively, extracted from the first (8-t)
and last t bit-planes of the stego images to recover the secret
image. Because the size of the VQ indices is much smaller than
that of the secret image, the VQ indices can be hidden more
easily. Besides, the quality of the recovered secret image is also
not bad. However, there is a drawback in [38], namely, if one of
the stego images is damaged or lost, the user cannot reconstruct
the VQ codebook, and hence, recovering the secret image
becomes impossible.

The other one [39] is that the user shares the VQ codebook
among the n shadows by Shamir’s (r, n) threshold scheme, and
the VQ indices of secret image are kept in a local storage unit.
Thus if the user collects any r of the n shadows, the VQ
codebook can be reconstructed. Then, by the recovered
codebook and the VQ indices saved in the local storage unit,
the user can reveal the secret image. Unlike Chen and Chang’s
method [38], Chang and Hwang’s method [39] is
missing-allowable. The VQ codebook in [39] can always be
recovered as long as the number of the broken shadows is at
most N—. However, the quality of the recovered secret image in
[39] is not as good as that in [38].

In order to archive the missing-allowable ability while
maintaining the quality of the recovered secret image, an (r, n)
threshold secret image sharing scheme based on VQ is
proposed in this paper. The rest of this paper is organized as
follows. Sec. II reviews the related works. Sec. III presents the
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proposed method. Sec. IV provides the experimental results.
Finally, Sec. V draws a conclusion.

NOMENCLATURE

the number of created shadows

the predefined threshold value where 2<r<n

the number of bit-planes in the host image where 1<t<4

the VQ codebook generated by the first (8-t) bit-planes

of the first host image

B the VQ codebook generated by the first (8-t) bit-planes
of the second host image

C the VQ codebook generated by the first (8-t) bit-planes

>~ =S

of the third host image
X4 the mixed information of the codebooks A and B
X the mixed information of the codebooks B and C
\f the mixed information of the codebooks A, B, and C

II. RELATED WORKS

In this section, VQ technique [33] and Thein and Lin’s secret
image sharing scheme [12] are briefly reviewed in Sec. II-A
and Sec. II-B, respectively, to provide some necessary

background knowledge.

A. VQ

VQ is a lossy image compression technique. It has a simple
structure, especially in the decoding phase. Fig. 1 shows an
encoding example of VQ. First, an input image is divided into
several non-overlapping blocks of four by four pixels each.
Then, each block is mapped to the most similar codeword of the
codebook, and the VQ index of the mapped codeword is
recorded. After processing all blocks, the input image is
represented by the VQ indices. In the decoding phase of VQ, as
shown in Fig. 2, the VQ compressed image is reconstructed by
mapping each VQ index to the codeword of the codebook.

Codewords

(43, 51,...,40) L 12

Input image

VQindices

Codebook

Fig. 1 an encoding example of VQ
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Codewords

10) [+
L 12

VQ compressed Image

2

VQindices

Codebook
Fig. 2 a decoding example of VQ

B. Thien and Lin’s Secret Image Sharing Scheme

In Thien and Lin’s (r, n) threshold scheme, an input
gray-level secret image is partitioned into several
non-overlapping sectors, and each of which has r pixels. For
each sector, the sharing polynomial is defined as

p(X)=(a, +a,x+a,x* +..+a, Xx")mod251. (1

Here, ay,a,, ..., and a, are the gray values of the r pixels of
each sector. The n values p(1), p(2), ..., and p(n) are calculated
and then sequentially attached to the n shadows. After
processing all sectors, the n shadows for the secret image are
created. Since each r pixels contributes only one pixel to each
shadow, the size of which is only 1/r of the original secret
image. In the recovery phase, when collecting any r of the n
shadows, sequentially take one not-yet-processed pixel from
each of the r shadows. Then, use these r pixels to solve for the r
coefficients @y, a;, ..., and a,; in Eq. (1) by Lagrange
interpolation (see [12]). After processing all pixels of the r
shadows, the secret image can be obtained.

[II. THE PROPOSED METHOD

The flowchart of the proposed encoding process is as
illustrated in Fig. 3. First, the proposed encoding method uses
any r out of the n input host images to construct the r codebooks
for VQ. Next, the VQ indices of the secret image are computed
by VQ with these r codebooks. Then, the generated VQ indices
are shared among the n shadows by Thien and Lin’s (r, n)
threshold scheme [12]. Finally, the created n shadows and the
mixed information of the r codebooks are hidden in the n input
host images to form the n stego images. Later, as shown in Fig.
4, when collecting any r of the n stego images, the VQ indices
and codebooks can be extracted from the r stego images to
recover the secret image. The details of the proposed encoding
and decoding processes are described in Sec. I-A and Sec.

I -B, respectively.
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Step 1: r host images
| I l I |
secret —
image —— rcodebooks ———— | VQQ indices
|hidden in
! 1 T
the other n-r host images
Step 2:
L hidden in|
VQindices | — || || |

n host images

Fig. 3 the flowchart of our encoding method

xtraction|

E—

------

r codebooks

recover

Fig. 4 the flowchart of our decoding method

7 stego Images

secret
image

A. Encoding

Without loss of generality, suppose that the numbers of the
host images and the VQ codebooks needed in our method are
n=5 and r=3, respectively. In other words, collecting any r=3
stego images will be enough to reveal the secret image. The
flow of the generation, sharing, and hiding of the VQ indices is
as shown in Fig. 5. In the n=5 input host images, which all look
like normal images, the first (8-t) bit-planes of the first, second,
and third host images are, respectively, used to generate the r=3
VQ codebooks A, B, and C. Then, the VQ indices of the input
secret image are computed by VQ [33] with the three created
VQ codebooks. The generated VQ indices are shared by using
Thien and Lin’s (r=3, n=5) threshold scheme [12] among the
n=5 shadows. After obtaining the n=5 shadows, they are,
respectively, hidden in the last t bit-planes of the n=5 input host
images by using t-LSB substitution scheme.
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Ist 2nd 3rd
Host Image | | Host Image | | Host Image
Secret | | | Codebook | | Codebook | | Codebook ||, VQ
Image A B C Indices

Thien and Lin’s (3,5) sharing

| l | | l

bit-plane to hide the mixed information X; and X, of the
codebooks A, B, and C each which contains 256 16-dimension
codewords.

Codebook Codebook
4 |9 5 ||N

Codebook Codebook .
b

Fig. 5 the flow of the generation, sharing, and hiding of the VQ indices

As for the fourth and fifth host images, which are not utilized
to generate the codebooks A, B, and C, they store not only the
shadows of the VQ indices, but also the mixed information X,
X,, and Y, of the generated codebooks. Assume that each of the
three codebooks A, B, and C is of the same size N. The mixed
information X; j, X, j, and Yy j for the codeword j (0<j<N) in the
codebooks A, B, and C are calculated by the exclusive-OR
operations as

X, ;=A ®B,. )
X, =B,®C,. 3)
Y, =A ®B,®C,. 4)

Notably, the exclusive-OR operations can be set arbitrarily as
long as they guarantee that the three VQ codebooks can be
recovered when any r=3 stego images are received. For
example, the mixed information X, j, X, j, and Y, j generated by
equations (5)-(8), instead of equations (2)-(4), can also be used
as the hidden data in the fourth and fifth host images.

X,;=B,®C,. ©)
X,;=A ®B,. (6)
Y, =A®C,. ™)
Y,;=B,®C,. (®)

After processing all codewords in the codebooks A, B, and C
by equations (2)-(4), as shown in Fig. 6, the generated mixed
information X; and X, are hidden in the fourth host image, and
Y, is hidden in the fifth host image. The fourth and fifth host
images will look like the original host images if the size of the
generated codebooks are not too huge. For example, in a
512x512 gray-level host image, it only needs about t=1
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©
1st 2nd 3rd 4th 5th B ¢
Shadow Shadow Shadow Shadow Shadow
hidden in hidden in hidden in hidden in hidden in Codebook Codebook Codebook hidden in 5th
A @ B @ C h Host Image
1st 2nd Ird 4th 5th
Host Image | | Host Image Host Image | | Host Image | | Host Image

Fig. 6 the flow of the generation and hiding of the mixed information
X1, X5, and Y, of the three VQ codebooks A, B, and C

B. Decoding

When collecting any r=3 of the n=5 stego images, the secret
image with VQ quality can be recovered. The decoding process
consists of two phases: the reconstruction of the VQ indices
and the reconstruction of the three VQ codebooks. For the
reconstruction of the VQ indices, the three shadows can be,
respectively, extracted from the last t bit-planes of any three of
the five stego images. Then, the three obtained shadows are
used to reveal the VQ indices by using the linear combination
of Lagrange polynomials (see [12]).

As for the reconstruction of the three VQ codebooks A, B,
and C, if the three stego images do not include the fourth and
fifth ones (recalling that the fourth and fifth stego images
contain the mixed information of the three codebooks, and the
mixed information 1is calculated by the exclusive-OR
operations), then the codebooks A, B, and C can be directly
generated by the first (8-t) bit-planes of the three stego images.
However, if one of the three stego images is the fourth or fifth
one, only two VQ codebooks can be directly created, and the
other one codebook is computed by applying the exclusive-OR
operations. For example, as shown in Fig. 7, if the three stego
images are, respectively, the first, second, and fourth ones, then
the codebooks A and B can be directly created by using the first
(8-t) bit-planes of the first and second stego images. As regards
the codebook C, the mixed information X, is extracted from the
last t bit-planes of the fourth stego images, and the codebook C
is computed by

C=B®X,. ©)

Similarly, as shown in Fig. 8, if the three stego images are the
second, third, and fifth ones, then the codebooks B and C are
directly obtained by using the first (8-t) bit-planes of the second
and third stego images. The operations to obtain the codebook

140
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A become

A=BoCaYy,. (10)
Moreover, if two of the three stego images are the fourth and
fifth ones, then only one codebook can be directly generated.
The other two codebooks still can be computed by the
exclusive-OR operations similarly. As a remark, if only one or
two stego images are collected, it is unlikely to reveal the VQ
indices even if the information of the VQ codebooks is
sufficient.

Ist
Stego Image Codebook A

tnd Codebook B
Stego Image

/@ Codebook C

4th Mixed‘

Stego Image Information
X, (BEO

Fig. 7 the reconstruction of the three VQ codebooks when receiving
the first, second, and fourth stego images

Ind
Stego Image »  Codebook B
i »  Codebook € [—>¢f} Codebook A
Stego Image
Mixed
Steg: tll:nage »  Information
¥, (ADBEO)

Fig. 8 the reconstruction of the three VQ codebooks when receiving
the second, third, and fifth stego images

IV. EXPERIMENTAL RESULTS AND SECURITY ANALYSIS

A. Experimental Results

In the first experiment, the 1024x1024 gray-level secret
image Lena and five 512x512 gray-level host images, Jet,
Baboon, Peppers, Boat, and House are tested. The image
quality is estimated by the peak signal-to-noise ratio (PSNR),
which is defined as

2552

PSNR =10log,, ——. )
MSE

Where the mean square error (MSE) for a gray-level image of
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PxQ pixels is defined by

ZZQ:(ny_Z;y)2~ (12)

MSE = (;)

PxQ %= v
Here, the pixel values of the original image and the stego image
(or recovered image) are denoted as {z,} and {Z'y},
respectively.

Fig. 9 shows the original secret image Lena. Figs. 10(a)-10(e)
display the five host images. The first seven bit-planes of the
three host images Jet, Baboon, and Peppers are, respectively,
used to generate the three codebooks for VQ. The VQ indices
of the secret image Lena are computed by VQ and then shared
among the five shadows by using Thien and Lin’s (r=3, n=5)
threshold scheme [12]. After obtaining the five shadows, they
are, respectively, hidden in the last bit-plane of the five host
images (Figs. 10(a)-10(e)). Besides, the mixed information of
the three generated codebooks is also hidden in the last
bit-plane of the two host images Boat and House. Figs.
11(a)-11(e) shows the five resulting stego images, and the
PSNRs of them are 52.70, 52.71, 52.69, 48.87, and 50.34 dB,
respectively. After collecting any r=3 of the n=5 stego images
in Fig. 11, the recovered image Lena' (PSNR = 34.01 dB) is
shown in Fig. 12. The qualities of our stego images and
recovered image are all acceptable.

In the second experiment, the secret image is the 1024x1024
gray-level image Cameraman shown in Fig. 13, and the five
host images are still the 512x512 gray-level host images in Fig.
10. After generating the VQ indices for Cameraman, they are
shared among the five shadows. The obtained five shadows are
then embedded together with the mixed information of the
codebooks (created in the first experiment) into the five host
images in Fig. 10. The five resulting stego images are shown in
Figs. 14(a)-14(e), and the PSNRs of them are 52.84, 52.85,
52.84, 48.84, and 50.2 dB, correspondingly. Later, when
obtaining any three of the five stego images in Fig. 14, the
recovered image Cameraman' (PSNR = 30.11 dB) is displayed
in Fig. 15.

Fig. 9 the original 1024x1024 secret image Lena
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Fig. 10 the five 512x512 host images: (a) Jet; (b) Baboon; (c) Peppers;
(d) Boat; and (e) House

Fig. 14 the five 512x512 stego images, and the PSNRs of them are
52.84, 52.85, 52.84, 48.84, and 50.2 dB, correspondingly

(e)

Fig. 11 the five 512x512 stego images, and the PSNRs of them are
52.70, 52.71, 52.69, 48.87, and 50.34 dB, respectively

Fig. 15 the recovered image Cameraman' (PSNR = 30.11 dB) by any
three of the five stego images in Fig. 14

Fig. 12 the recovered image Lena' (PSNR = 34.01 dB) by any r=3 of B.  Security Analysis
the n=5 stego images in Fig. 11 The security of the proposed method is discussed below.

Without the loss of generality, let us inspect how the sharing
polynomial p(x) in Eq. (1) can be revealed. To solve or the
coefficients a, ~ a,.; in Eq. (1), there are r equations required. If
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there are only r—1 equations, (without the loss of generality,
suppose that p(1), p(2), ..., and p(r—1) are intercepted), then
people can construct the following r—1 equations :

p(l)=(a, +a, +...+a, ,)mod 251,

p(2) =(a, +2a, +...+2'a,_ )mod 251, (13)

p(r-1)=(b,+(r-a, +..+(r-1)""a, ,)mod 251.

To solve for r; unknown coefficients using above r—1 equations,
there are 251 possible solutions, and the possibility of guessing
the right solution is therefore 1/251. Assume the size of the VQ
indices is |V|. Because there are |V|/r sharing polynomials for
the VQ indices, the possibility of obtaining the right VQ indices
is (1/251)Y". For example, for the VQ indices with size
|V|=16KB, there are about 8000 sharing polynomials if r=2.
Therefore, the possibility of obtaining the right VQ indices is
only (1/251)*%.

V. CONCLUSION

In this paper, we propose an (r, n) secret image sharing
scheme based on VQ. The VQ indices of the secret image and
mixed information of the VQ codebooks are hidden in the n
host images to form the n stego images. During the recovery
phase, by any r out of the n stego images, the VQ indices and
the mixed information of codebooks can be obtained to recover
the secret image with VQ quality. The proposed method
improves the drawback of Chen and Chang’s method [38] (no
missing-allowable) at the cheap overhead of some simple logic
operations. Thus, n—r stego images can be lost since the secret
image can still be recovered by the other r survival stego
images. Besides, it preserves another characteristic of the (r, n)
threshold scheme that it is not easy to reveal the secret image if
less than r stego images are intercepted.
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