
  
Abstract— In past people used to send the messages in plain text 

over the public channel. However, this protocol susceptible to 
various attacks like anyone can read the message, no proper 
authentication of sender and receiver, tampering, etc. Indeed, Remote 
User Authentication (RUA) is a technique is the key to solution of all 
these problems. RUA is scheme in which any remote user can not 
only authenticate but also transfer the messages over insecure 
medium to server even though the extraneous physical distance 
between them. With advancement in technology, the system moved 
to multi server in which user can connect to the any server and have 
the secure established session over public channel. Recently, in IEEE 
Access, Barman et al. proposed the multi-server remote user 
authentication scheme using the notion of fuzzy commitment and 
claimed to secure against various attack. However, in this paper we 
prove that the scheme due to Barman et al. is failed to provide the 
countermeasure against user anonymity, server anonymity, Stolen 
Verifier Attack and perfect forward secrecy attack, lack of level-
based authentication. In this paper, we also propose the novel level 
dependent authentication scheme for the environment where user 
wants to get access of live data from the sensor via gateway device. 
At last, we provide informal security analysis for the proposed 
scheme. We conclude this paper with some future direction. 
 

Keywords—Multi-Server, Fuzzy Commitment, Information 
Security, Level-based authentication.  

I. INTRODUCTION 
N today’s world, Information and Communication 
Technology (ICT) is the key point for any nation to 

progress. Indeed, ICT relies on the advancement of the 
technology and importantly the communication. In data 
communication, not only the speed matters but also security 
plays vital role due to nature of data. One way to achieve this 
is to establish the secure communication between all 
participating entities. However, it will be costly in installation 
as well as maintenance. In 1981, Lamport [1] proposed the 
first remote user authentication technique in which any remote 
user can establish the secure session over the public channel 
and also authenticate each other too. 
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These communication systems broadly classified in two 
categories i.e. single server and multi-server. In single server, 
only single point of server is there to which all users will 
connect. In multi-server, more than one server is available, and 
users are required to connect to either server for possible 
communication. in general, one Resource Center (RC) will be 
there for initial setup. Each of the single and multi-server 
system is categorized either into two factors or three factor 
schemes. In two factors only the identity and password with 
smart card is considered while in three factors scheme the 
biometric identity of user also considered in addition to 
identity and password. 

In [2-22], the authors have proposed the single server-based 
schemes. In [23-38], the authors have proposed the multi-
server-based schemes. Recently in 2018, Barman et al. [39] 
proposed the multi-server scheme based on the fuzzy 
commitment analysis and claimed that it is secure against 
various attacks.  
 

A. Our Contributions 
In this paper we have cryptanalysis the fuzzy based multi-

server three factor authentication scheme which proposed by 
the Barman et al. We have shown the following attacks in the 
scheme of barman et al. 
• User anonymity 
• Server anonymity 
• Perfect Forward secrecy 

o By compromising user’s secret credentials 
o By compromising server’s secret credentials 
o By compromising RC’s secret credentials 

• Stolen Verifier Attack 
In this paper, we also propose novel ECC based level 

dependent authentication scheme which is also suitable for 
Wireless Sensor Network (WSN) and IoT based environment. 
By keeping the real time scenario in the mind, as an 
improvement of the proposed scheme, we propose the 
authentication scheme for User -Gateway/Server – Sensor 
based environments. 
 

B. Paper organization 
In Section II, we have given the preliminaries that we will 

use throughout this paper. In section III, we have given the 
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scheme of Barman et al. in Section IV, the detailed 
cryptanalysis is given. In section V, we discuss the proposed 
scheme. Conclusion and references are at the end. 

II. PRELIMINARIES 
In this section, we will give the preliminaries as well as 

notations that we will use in the explanation of the Barman et 
al.’s scheme as well as in the cryptanalysis. Table 1 shows the 
list of notations. 
In addition to the notations, we have given the brief 
introduction the fuzzy commitment as follows. 

As the scheme of Barman et al. uses the biometric as one of 
the parameters. We can use the one-way hash function to 
compute the h(BIOx). However, slight change (even single bit) 
in input of user’s biometric can result in invalid entry thus we 
cannot use hash property for biometric. Thus, researcher come 
up with fuzzy based commitment.  

 
Table 1. Notations 

 
In addition to the notations, we have given the brief 

introduction the fuzzy commitment as follows. 
As the scheme of Barman et al. uses the biometric as one 

of the parameters. We can use the one-way hash function to 
compute the h(BIOx). However, slight change (even single bit) 
in input of user’s biometric can result in invalid entry thus we 
cannot use hash property for biometric. Thus, researcher come 

up with fuzzy based commitment scheme to work with 
biometric data. More details about this is given in [40-41]. 

A. Elliptic Curve Cryptography 
 The ECC is a light-weight cryptography defined on the 
finite field F of order n. The algebraic equation for the Elliptic 
Curve is defined as follow: 
 

 
 

Where X and Y are the point of the elliptic curve while a and b 
are the constants which must satisfy the following equation. 

 
 

 
 In the proposed scheme, we use the elliptic curve point 
multiplication operation which satisfies the Elliptic Curve 
Diffie-Hellman and Elliptic Curve Discrete Logarithm 
Property [40]. 

III. SCHEME OF BARMAN ET AL. 
The scheme of barman et al. is dividing into following main 

phases. 

A.  Server Registration Phase 
The following procedure will be done by all m + m' server in 
the system. 

 
B. User Registration Phase 

 
C. Mutual Authentication with Key Generation Phase 
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IV. CRYPTANALYSIS OF BARMAN ET AL’S SCHEME. 
In this section we have proved that the scheme of Barman et 

al. is susceptible to the various attacks as follows. 

A. User Anonymity  
The scheme is said to insecure against user anonymity attack 

if any messages from open channel reveals the identity of user. 
Let’s consider the typical scenario involving two system users 
Ux1, Ux2 and server Sj. Barman et al. claimed that the system 
provides the user anonymity as no one can get the identity of 
user from M2, M3, M4, TSx. However other users of system can 
easily guess the identity of users as follows. Consider that Ux1 
send the message < M2, M3, M4, TSx1 > to server Sj · Ux2 follows 
the steps as below. 

  
Thus, the scheme of Barman et al. is prone to the user 

anonymity attack. 

B. Server Anonymity  
The scheme is said to be insecure against server anonymity 

if identity of server is known from open channel messages. 
Even though it is not mentioned in M2, M3, M4, TSx, the user Ux 
need to specify the server j out of  m + m'  servers. Thus, the 
scheme of Barman et al. is prone to the server anonymity 
attack. 

C. Perfect Forward Secrecy  
The scheme is said to be insecure against perfect forward 

secrecy if compromise of long secrets of involving parties can 
reveal the past as well as present session keys. 

 
• Compromise of secret credential of server j 
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• Compromise of secret credential of user 

 
 

D. Stolen Verifier Attack 
The scheme is prone to stolen verifier attack, if server stores 

any data relevant to users of the system.  
As in Barman’s scheme, the server requires to store the ID 

of all system users to be check during the mutual 
authentication and key agreement phase. Thus, compromising 
the server’s database can compromise the identity of all system 
users.  

E. Lack of Level based Authentication  
The scheme of Barman et al. is not suitable for the 

environment where the Multi-level entities are involved. The 
environment where the User want to get the live data from the 
uni-sensor or from the multi-server. The scheme of Barman et 
al. discusses client-server-based environment which is rare 
environment in the century of Sensor Network and IoT. 

V. PROPOSED SCHEME 
In this section, we put forward the proposed level dependent 

authentication designed using Elliptic Curve Cryptography 
(ECC). In the proposed scheme, we assume that the gateway 
device is fully trusted and secure device. The proposed scheme 
has two phases. 1. Initialize phase and 2. Mutual 
authentication scheme. In the initialize phase, the gateway 
device generates required parameters like random numbers, 
public key for the User device Ui, sensor device SNj, and 
Gateway device GWk.  In the mutual authentication phase, the 
user Ui and sensor node SNj perform mutual authentication via 
gateway device GWk and generates session key. In the 
proposed scheme, we consider the real time scenario in which 
user’s at different level in the hierarchy will have access of the 

different level of sensing devices. Example. In the smart 
university, the students, admin staff, academic staff, and dean 
will have access of different sensors. The dean will have 
access of all the sensors while faculty will have access of the 
sensors of the classroom in which they take lecture and the 
cabin in which they seat. So, in the proposed scheme, we 
consider that the User at level  will have access of the sensor 
at level j only if i ≤ j.  In the proposed scheme, we make use 
ECC encryption and decryption protected by random private 
key [40]. 

 
A. Initialize Phase 

       In the initialize phase, the gateway device generates basic 
parameters like random numbers, public key and level 
verification variable for each device involved in offline 
environment.  

 
Gateway node stores private key and public key of each user 
and sensor in memory securely. All public key will be 
available to intruders/ attackers/ adversaries. 

 
B. Mutual Authentication Phase 

       In this subsection, we discuss mutual authentication phase 
between user Ui and Sensor Nj. The mutual authentication 
phase consists of following steps.   
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VI. CONLUSION 
With increasing usage as well as demand data over the 

internet, it’s not only required the security but also the 
authentication as same time too. Indeed, remote user 
authentication scheme is the key to this problem. In this paper 
we have cryptanalysis the fuzzy extractor based multi-server 
remote user authentication scheme and claim that the scheme 
is yet vulnerable against various known attack which makes 
the scheme impractical for real time applications. In this paper, 
we propose the authentication real-time level dependent 
authentication scheme which provides secure and reliable 
session key generation for any sensor network-based data 
access. The key generation mechanism in the attacked scheme 
can be used only for the client-server architecture while the 
proposed scheme can be used for client-server based as well as 
all IoT based future devices. The level dependent 
authentication assures that the user who registers for single 
time, can access all the sensors for which he is eligible. So the 
computation cost at user side will be significantly reduced. So 
overall this paper discusses various attacks on the previously 
published scheme as well as provides unique and more reliable 
authentication scheme. 
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