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 Name and surname of the candidate. 

 Counted votes are empty. 

The repository of used bulletins is currently empty. 
Before the start of the election process: 

 Candidates' personal numbers, names and 
surnames are downloaded from the repository of 
candidates for blockchain on the CEC server. 

 N ballot paper is generated at random in the 
CEC server. 

 Voting lists by precincts will be uploaded to 
local subsystem servers. 

 The closed key of the ballot paper repository 
will be sent to  the polling stations. 

Upon completion of the election process, the 
system uses the lock keys of the candidates for 
blockchain and downloads the values of the 
candidates' counters to the server. 

E. Voting from the polling station 

There are two phases of voting at the polling 
station: 

 Voter registration. 

 Voting directly. 

Voting algorithm 

 For registration, the 𝑝𝑖  voter represents the 
QR code of the private locked key. 

 The QR code of the closed key is scanned at 
the registration terminal. 

 The registration terminal adjusts the 𝑝𝑖  
closed key of the voter to the open key of all voters. 

 If set to one of the open keys, the blockchain 
PSV from the local server will receive the biometric 

patterns of the voter 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ and the value of the 

voting status equal to one at the moment. 

 Voter registration permission is issued from 
the local server at the registration terminal. 

 The registration terminal prioritizes one of 
the biometric parameters of the voter and forms the 
corresponding k biometric sample, which is then 
transmitted to the local server. 

 In the local server, from 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ is 

separated 𝑘 and compared to the biometric sample of 
the voter. 

 If a positive decision is made to register with 
a local server, the electronic bulletin will be received 
from the CEC server. 

 The e-bulletin will be sent to the voting 
terminal. 

 If a voter has filled out an e-bulletin, the 
filled-in bulletin will be recorded into the blockchain 
repository and PSV. Also the value of the voting status 
in PSV will be -0. At the same time, the CEC server 
uses the closed key repository of the candidate to vote 

and, consequently, the candidate's vote count is 
increased by one unit. 

 If the voter has not entered the voting booth 
or has not used an electronic ballot paper, then the 
polling station administrator cancels the unused ballot 
paper from the local server. Accordingly, the annulled 
bulletin will be copied to the blockchain repository 
and PSV. Also the value of voting status  in PSV will 
be zero. 

F. Voting remotely 

The voters go to the Voting Website and carry out 
the following procedures: 

 𝑝𝑖  voter scans QR code of the private locked 
key. 

 The CEC server adjusts the 𝑝𝑖  closed key of 
the voter to the open key of all voters. 

 If set to one of the open keys, the blockchain 

PSV from the server will receive 𝑝𝑖  voter biometric 

templates 𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ and the voting status value is 

one at the moment. 

 An electronic ballot paper will be displayed 
on the voter's personal computer monitor. 

 𝑝𝑖  voter 𝑙 uses biometric indices to prioritize 
one and therefore 𝑘 biometric patterns are transmitted 
to the server. 

 The server separates 𝑘 template from 

𝑡𝑘
𝑖  (𝑘 = 1, 𝑙)̅̅ ̅̅ ̅ and compares the biometric pattern of 

the voter with it. 

 In case of making  a positive decision in the 
server, it is considered that the voter has filled out the 
e-bulletin. Filled ballots will be copied to Blockchain's 
used ballot repository and PSV. Also the value of 
voting status in PSV will be zero. At the same time, 
the server uses the closed key repository of the 
candidate to be selected and, consequently, the 
candidate's vote count is increased by one unit. 

G. Verification of the votes by the voters 

To verify the vote, it is enough to equip the PC with 
a QR code scan. 

The voter carries out the following procedures: 

 𝑝𝑖  voter scans the QR code of the private 
locked key. 

 The CEC server adjusts the 𝑝𝑖  closed key of 
the voter to the open key of all voters. 

 In case of adjusting to one of the open keys, 
the blockchain PSV will receive the bulletin used by 
𝑝𝑖  voter from the server, supplied to the voter's 
personal computer. 

V. ASSESSMENT OF THE RELIABILITY OF THE 

BLOCKCHAIN-BASED BIOMETRIC ELECTION SYSTEM 

Business process analysis of conducting electoral 

elections shows that the electoral process includes four 
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main components: voter identification, data 

transmission, data processing and data storage. 

Accordingly, there is a probability of securely 

(without falsification) managing these constituents: 

Pi
id– i (i = 1, n) for voter identification, Pi

dt for data 

transmission, Pi
dp

 for data processing and Pi
ds for data 

storage. The reliability of data transmission depends 

on the number of transmission channels, software and 

hardware and the amount of transmitted data. The 

security of data processing is based on the number of 

processor nodes, software and hardware and the 

amount of data. Data storage reliability depends on the 

method of data storage, the number of repositories, 

software access to data and the amount of data. For 

these last three components let’s assume that m is the 

number of components.  

Therefore, the reliability of each component stand 

for the system will be: Rsys
id = ∏ Pi

idn
1 , Rsys

dt = ∏ Pi
dtm

1 , 

Rsys
dp

= ∏ Pi
dpm

1  and Rsys
ds = ∏ Pi

dsm
1 . Consequently, 

overall reliability of the electoral election system will 

be: Rsys = Rsys
id ∗ Rsys

dt ∗ Rsys
dp

∗ Rsys
ds . In case of 

blockchain based biometric election system, with the 

high probability we can assume that Rsys
id = 1 and 

Rsys
ds = 1. Thus, for such a system Rsys

∗ = Rsys
dt ∗ Rsys

dp
. 

Accordingly, Rsys
∗ < Rsys. 

 

VI. CONCLUSION 

The use of biometric technology in the electoral 

process has some benefits in terms of protecting the 

electoral process from fraud, speeding up the results 

and raising the feeling of  objectivity of the voters. At 

the same time, electronic election systems are the 

target of cyberattacks as they use centralized 

databases. The problem can be solved by 

incorporating blockchain into the biometric election 

system architecture. The method of storing sensitive 

data to falsification of the biometric election system, 

such as templates of biometric indicators of voters, 

used ballot paper storage in the block chain is 

proposed. Accordingly, the blockchain-based 

biometric election system architecture, the process 

control and management protocols are developed.  
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