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Abstract—Key exposure is very harmful to a cryptographic
system. To decrease the loss from the deputy signing key
vulnerability in identity-based proxy signature systems, we
propose the method of key protected deputy signature (IBKPDS)
using the method of parallel key insulation. The proposed
IBKPDS is based on identities and is shown to be secure with the
cryptographic proof. In the proof, there is no random oracle. In
an IBKPPS crypto-system, a user stores his short-lived deputy
signing key by himself and saves two long-lived keys in two
heavily guarded boxes respectively. The derived IBKPDS
cryptographic system is heavily key-separated. A thief who wants
to obtain crucial information can not corrupt the IBKPDS when
he get only one long-lived key. In addition, the user can change the
short-lived deputy signing keys frequently at low risk.

Keywords—Identity, key-separated, long-lived key, deputy
signature, low risk.

I. INTRODUCTION

OSS of secret keys is dangerous to the security of the
public key cryptosystem [1,2]. It is import to rescind users

for PKI or Identity-based setting in the settings of the loss of
their private keys. When lots of users renew their proprietary
keys at short intervals,, communication and computation
overhead will make the PKI authority unbearable. Several
complementary approaches are to evolve secret keys in case
where secrets are in danger [3]. One of the key evolving notions
is forward security. In the model of forward security, the
opponent is unable to compromise secret keys associated with
prior time periods. Another key evolving notions is key
insulation mechanism. In the case of key insulation, there are
two classes of private keys, i.e. long-lives keys and short-lives
keys. A user stores his long-lives keys by himself and saves
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short-lives keys in a heavily guarded box. The notion of parallel
key insulation complements the notion of key insulation. In the
setting of parallel key insulation, the user uses different
independent helper keys in key evolving operations. In a
Parallel key-separated crypto-system, a user stores his
long-lives keys by himself and saves two short-lived keys in
two  physically-secure  computationally-limited  devices
respectively.

In cryptography digital signature [4,5] employs the
advanced mathematical technique to check the authenticity of
digital messages. In the system of proxy signature [6], there are
a foremost signer and a deputy signer. In the event that the
foremost signer appoints a deputy signer or an agent to sign
papers, the foremost signer should submit a letter of
authorization or a warrant to the agent [7]. In a blind signature
system [8], the verifier verifies against the original, unblinded
message while the signer signs a disguised (blinded) message.
Blind signatures are is very useful when the signer and message
author are different parties. Deputy sightless signature [9,10]
enjoys the advantage of the proxy signature and the merit of
sightless signature. In an application system of deputy sightless
signature, the deputy signer produces a blind sightless for the
foremost signer. The deputy re-signature [11,12] is similar to
the deputy signature. In a deputy re-signature system, Jeff is not
a fully trusted agent and works as an interpreter between Mary
and Tom. To interpret, Jeff changes an old signature into a new
signature. The old signature is Mary’s signature. The new
signature is Tom’s signature. Jeff can neither sign in the name
of Mary nor sign in the name of Tom because Jeff doesn’t
know their personal signing keys. In a deputy signature system,
Jeff work as a trusted deputy of Mary and can sign arbitrary
messages in the name of Mary. Proxy signecryption [13]
integrates the functions of signcryption and proxy signature.

Against the deputy key vulnerability in identity-based
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deputy signature systems, we propose a construction method of @ Questions about the deputy document. The defier
a key protected deputy signature based on identity (IBKPDS)

scheme using the method of parallel key insulation. The
proposed IBKPPIS method is are shown to be secure with the
cryptographic proof.

computes the deputy document. The opponent keeps the deputy
document.
® Questions about the short-lived deputy signing key. The
defier computes the short-lived deputy signing key. The
II. MODEL OF IBKPPIS opponent keeps the short-lived deputy signing key.

A. Our proposed IBKPPIS model @ Questions about the deputy signature. The defier

In the system of the IBKPDS, there are some steps as below:

* Setup: The public agency computes the main privy
constant and some overt constants. Then the public agency
gives the main privy constant and some overt constants to the
people involved.

computes the deputy signature. The opponent keeps deputy
signature

-Counterfeit. The opponent counterfeits the deputy document

and the signature. If the statements below are valid, the
opponent defeats the defier in the match above.

Ext: The Private Key Generator computes the deputy @ The opponent makes a counterfeited typle, (¥, ', ¢, ')

and (%", 7) is the deputy document of time period 7" if the
statements below are valid: DVerification (p*,t", ¥*)=1; the
attacked identity of the foremost signer was not involved in the
questions about Ext; (p*,7",¢") was was not involved in the
questions about the deputy document; ( p*,t", ¥") was not
ivolved in the questions about the short-lived deputy signing
keys.

signer’s first short-lived secret key, two long-lived refreshing
keys of the deputy signer and the foremost signer’s long-lived
secret key.

* DUpdateLongLived: The deputy signer computes his
short-lived refreshing key for time period t using his short-lived
device.

» DUpdateUser: The deputy signer computes his short-lived
secret key for time period t using his short-lived device

« DelegGen: The foremost signer computes the deputy 7 -Sp»M’) when the statements below are valid: PVerification
((m*, ©,&"), f,p")=1 and f* and p* are the foremost signer and

the deputy signer respectively written in ¥"; p* was not
involved in the questions about Ext; (p*,7",W") was not ivolved
in the questions about the short-lived deputy signing keys; (
7, %",m") was not ivolved in the questions about the deputy
signature.

@ The opponent makes a counterfeited typle (%",

document.

* DelegVerify: The verifier of the proxy document checks

whether the deputy document is valid.

* GenPSig: The deputy signer computes the short-lived
deputy signing key using his short-lived secret key and the
valid deputy document above.

« PSignatureVerify: The deputy signer computes the deputy C. the forceful isolation of the Short-lived Deputy Signing

signature for the designated length of time using his short-term Key
deputy signing key and his deputy document. We use a match between a defier and an opponent to
« PVerification: The verifier of proxy document verifier ~ simulate the scenario in which the short-lived deputy signing

checks whether the deputy signature for the designated length ~ Keys is forcefully isolated against the corruption of the
of time is valid. opponent. The match in which the defier competes with

opponent is shown as below.
B. the Isolation of the Short-lived Deputy Signing Keys

We use a match between a defier and an opponent to
simulate the scenario in which the short-lived deputy signing
Keys is isolated against the corruption of the opponent. The
match in which the defier competes with opponent is shown as

-Setup. The defier computes the main privy constant and

some overt constants. The main privy constant and some overt
constants are kept by the defier and the opponent respectively.

‘Queries. The opponent asks the defier many times for the

below. answers of some questions..
‘Setup. The defier computes the main privy constant and @ Questions about Ext. The same as that of the Isolation of
some overt constants. The main privy constant and some overt  the short-lived deputy signing keys.
constants are kept by the defier and the opponent respectively. @ Questions about the deputy document. The same as that of
‘Queries. The opponent asks the defier many times for the  the Isolation of the short-lived deputy signing keys.
answers of some questions. ® Short-lived deputy signing key queries. the Isolation of
@ Questions about Ext. The defier computes the foremost the short-lived deputy signing keys.
secret key, the earliest deputy signing key and helper keys of @ Questions about Deputy signing. the Isolation of the

the deputy signer. The defier computes the secret key of the
foremost signer. The overt constants are stored by the

opponent. The opponent keeps the foremost signing key, the ) i ) o
carliest deputy signing key and helper keys. signer. the Isolation of the short-lived deputy signing keys.

short-lived deputy signing keys.
® Questions about Deputy short-lived keys of the deputy
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-Counterfeit. The opponent counterfeits the deputy

document and the signature. If the statements are valid, the
opponent defeats the defier in the match above.

(@ The opponent makes a counterfeited typle, (¥”, 7, @', p°)

and (¥, 7) is the deputy document of time period 7" if the
statements below are valid: DVerification (p*,7", ¥*)=1; the
attacked identity of the foremost signer was not involved in the
questions about Ext; (p*,7",¢") was was not involved in the
questions about the deputy document; ( p*,7", % *) was not
ivolved in the questions about the short-lived deputy signing
keys.

@ The opponent makes a counterfeited typle (¥,

7,&",m") when the statements below are valid: PVerification
((m*, 7,&"), f',p")=1 and f* and p* are the foremost signer and
the deputy signer respectively written in ¥"; p* was not
involved in the questions about Ext; ( p*,7", %) was not
ivolved in the questions about the short-lived deputy signing
keys; ( 7', ¥",m") was not ivolved in the questions about the
deputy signature.

III. OUR PROPOSED IBKPDS

We propose a scheme of the identity-based key protected
deputy signature (IBKPDS). Our method is to combine the
scheme of Feng Cao et al.’s IBPS(proxy signature based on
identity) with the scheme of Jian Weng et al.’s IBPKSS
(parallel key-separated signature based on identity) which
introduced the method of parallel key-isolation into IBS
(signature based on identity).

We show IBS (signature based on identity) as below.

(1) Su: Q1 is a cyclic group of multiplication. The order of €21 is
a prime number. 2 is a cyclic group of multiplication. The

order of (22 is a prime number. 21 X 21— is a bilinear
pairing P of which the generator is 77. We pick a random

integer a. 71 is 7 to the power of a. We pick a random integer
n2 from €2;. We pick a random integer @l. Fo1:{0,1}"
—{0,1}®* is a function that is of hash and against collision. We
pick a random integer @2. Fa:{0,1}" —{0,1}® is a function
that is of hash and against collision. Fz is used to modify the
length of the identity to the user's defined length. F is used to
modify the length of a message to the user's defined length. We
pick a random integer a. 7 is equal 72. 7, @1’ and @2’ are
random integers from (2. The vector @is equal to (¢,). The
length of @is @l. The vector / is equal to (). The length of 7is
@2. D, 2, 0, n,m,m ol',®, @' and I" are the overt
constants. Then the public agency gives the main privy constant
and some overt constants to the people involved.
(2) Ext: The identity @1is a string of many bits. The length of @is
@l. ¢ isthe ith bit of @. Dy is equal to the set of the subscript ¢,
in which ¢ is equal to 1. The elements of @yare integers which
are less than @l and bigger than 1. The public agency randomly
chooses a positive integer fsand sets the users privy signing
key as

A= 2o, A= s @V T14)* ™).

1ed,;
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(3)SignatureGen: The message yis a string of many bits. The
length of yis @2. y, is the ith bit of . 7 is equal to the set of the
subscript ¢, in which y; is equal to 1. The elements of 7 are
integers which are less than @2 and bigger than 1. The signer
randomly chooses a positive integer S, and sets his overt

signature as
S = (Sla 82’ 53)

= Q@27 Asn™)

€Y,
= @' T1)" @2 T[r)" 1™ .n™)
1edy €l

(4) SignatureVerify: The user who wants to check the validity
of a signature S parses the signature as (Si, Sy, S3) at first. Then
he checks the truth of the equation below.

B(S,.7) = P7.m.) Pt T14)*.S,) p@2 T 7" .S,)

1c®, =
We show Feng Cao et al.’s IBPS ((proxy signature based

on identity) as below.

(1) Su: Q21 is a cyclic group of multiplication. The order of 21

is a prime number. (2 is a cyclic group of multiplication. The

order of (22 is a prime number. 21 X 21— (2 is a bilinear
pairing P of which the generator is 77. We pick a random

integer a. 77l is 7 to the power of a. We pick a random integer
n2 from £2;. We pick a random integer @l. Fo:{0,1}"
—{0,1}? is a function that is of hash and against collision. We
pick a random integer @2. Fa:{0,1}" —{0,1}® is a function
that is of hash and against collision. We pick a random integer
@3. Fa3:{0,1}" —{0,1}? is a function that is of hash and
against collision. F4 is used to modify the length of the
identity to the user's defined length. Fz, is used to modify the
length of a message to the user's defined length. F 3 is used to
modify the length of a deputy documentto the user's defined
length. We pick a random integer a. #; is equal 72. 1, @l’, @2’
and @3’ are random integers from £2;. The vector @ is equal to
(@). The length of @is @l. The vector /is equal to (). The
length of 7is @2. The vector ¥ is equal to (7). The length of
Tis@3. Q1,2 , p,nm,m ol',d, @2, ", @3’ and ¥are
the overt constants. Then the public agency gives the main
privy constant and some overt constants to the people involved.
(2) Ext: The foremost signer’s identity ¢f is a string of many
bits. The length of ¢f is @l. ¢, isthe ith bit of ¢f. Dy is equal to
the set of the subscript ¢, in which ¢f; is equal to 1. The
elements of @y are integers which are less than @1 and bigger
than 1. The public agency randomly chooses a positive integer
Py and sets the foremost signer’s privy signing key as
A =( a1, Ag)= (a1 T14)* ™.

1e® ¢

The deputy signer’s identity ¢p is a string of many bits. The
length of ¢p is @l. ¢ isthe ith bit of gp. Dy, is equal to the set
of the subscript ¢, in which ¢p. is equal to 1. The elements of
@y, are integers which are less than @l and bigger than 1. The
public agency randomly chooses a positive integer Sy and sets
the deputy signer’s privy signing key as

A= Zaot, Agp)= (o (a1 TLg )™ 7™

ey,
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(3) DelegGen: The authorization y is a string of many bits.
The length of yis @3. v isthe #th bit of y. ¥, is equal to the
set of the subscript ¢, in which y; is equal to 1. The elements of
¥y are integers which are less than @3 and bigger than 1. The
signer randomly chooses a positive integer 3, and sets his overt
deputy document as
Sy =(Su1, Sz, Sua)

= (ﬂ’¢f1(W3'Hl//,)ﬂw :ﬂ’qﬁfz»nﬂw )

¥,

= (7723 (WI,H(ﬁ,)ﬁW (1’73'1_['//,)% ’nﬁw ,nﬂw )

zE(I)W ’E\Pw
Then the foremost signer gives the deputy tuple (¥,Sy) to the
deputy signer.
(6) DelegVerify: The deputy signer who wants to check the
validity of a deputy document S, parses the deputy document
as (Sy1, Syn, Sys) at first. Then he checks the truth of the
equation below.
B(S, -7 = P7.1,)” P((@1 T1g)™" .S, ) B((@3 TTw, )™ S,,)
tE(DM IE\PW
(7) GenPSig: If the deputy signer accepts the deputy document
Sy, he randomly chooses a positive integer £, and constructs
his deputy signing key as
tdsk
=( tdsk;, tdsks, tdsks, tdsks)
= (S, 2 @3 TIw )" .S 5. 440 8,:1™)

eV,

=02 (@' T14)™ (a3 Tly,)" 1 (a1 T14 )™

1edy, ¥, 1e® ¢

! B, B, B, By By,
(@3 Tly)" 0™ ™ ,n™ ™)

¥,

= (72" TI9)™ (@ TI3)"* (@3 Ty, )" 7,

1eD 1edy, ¥,

5, vz B, +PB,
77(“5'7 ¢p’77w u/)

(8) PSignatureGen: The message yis a string of many bits. The
length of yis @2. y, is the ith bit of . I is equal to the set of the
subscript ¢, in which y; is equal to 1. The elements of 7 are
integers which are less than @2 and bigger than 1. The deputy
signer randomly chooses a positive integer £, and sets his overt
deputy signature as
Sy = (Sn, Sp, Sp, Su, Sp)

= (tdsk, (@2 T17,)" ,tdsk, , tdsk, ,tdsk, , 77" )

el
— (22 ' 5, ! s, ! By +by
= 01," (@1 I1g)"" (a1 T14)™ (@3 T1y, )" ™
1eD 1edy, ¥,
! B P A By+Py B,
(w_2 H}/l) /’77 aﬂ’n 4’9’77 v w,n /)
el
— (12 4 s, ! A, ! By
= 01" (@1 T1g)™ (@1 T1g)" @3 [ [ w))™
ze(bw lE(bajp ,E\yw
! B b 5, By By
@ ]r)" 0™ ™ 0™ ™),
el

in which f, is equal to the sum of S, and f.

(9) PSignatureVerify: The user who wants to check the validity
of a deputy signature S, parses the deputy signature as (Sy,
Sy, S, Su, Sys) at first. Then he checks the truth of the
equation below.
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B(S, .. 77)
= p(1,1,) Pt T14,,S,.) Pt T14,S,5) (w3 T1w,. S, )

1€y 1edy, ¥,
p(@2'T17,.S,5)
el’,
We show the proposed IBKPDS as below.
(1) Su: Q1 is a cyclic group of multiplication. The order of €21
is a prime number. (2 is a cyclic group of multiplication. The

order of £22 is a prime number. 21 X Q21— (2 is a bilinear
pairing P of which the generator is 77. We pick a random

integer a. 77l is 7 to the power of a. We pick a random integer
n2 from £2;. We pick a random integer @l. Fo:{0,1}"
—{0,1} 7 is a function that is of hash and against collision. We
pick a random integer @2. Fap:{0,1}" —{0,1}? is a function
that is of hash and against collision. We pick a random integer
@3. F:{0,1}" —>{0,1} 7 is a function that is of hash and
against collision. F g is used to modify the length of the
identity to the user's defined length. F is used to modify the
length of a message to the user's defined length. Fa is used to
modify the length of a deputy documentto the user's defined
length. We pick a random integer a. #; is equal 72. 1, @l’, @2’
and @3’ are random integers from (2. The vector @is equal to
(@)). The length of @is @l. The vector 7 is equal to (). The
length of 7is @2. The vector ¥ is equal to (). The length of
s @3. Q1,2 , p,n,m, m,ol,d a2, I, @3 and Pare
the overt constants. Then the public agency gives the main
privy constant and some overt constants to the people involved.
(2) Ext: The foremost signer’s identity ¢f is a string of many
bits. The length of ¢f is @l. @, isthe ith bit of ¢f. Dy is equal
to the set of the subscript ¢ in which ¢f; is equal to 1. The
elements of @y are integers which are less than @l and bigger
than 1. The public agency randomly chooses a positive integer
Py and sets the foremost signer’s privy signing key as
Ax=( A, A= (3 (@' TIgt)™ ™.
1edyy
The deputy signer’s identity ¢p is a string of many bits. The
length of ¢p is @l. ¢ isthe ith bit of gp. Dy, is equal to the set
of the subscript ¢, in which ¢p. is equal to 1. The elements of
@y, are integers which are less than @1 and bigger than 1.
(-1,4p ) is a string of many bits. The length of (-1,¢p ) is @l.
@ isthe 1th bit of (-1,¢p). @.1 4 is the output of Fzi(-1]|#p) and
equal to the set of the subscript ¢ in which ¢, is equal to 1. The
elements of @, sare integers which are less than @l and
bigger than 1. (0,¢p) is a string of many bits. The length of
(0,¢p ) is @l. ¢ isthe ith bit of (0,¢p). @y 4 is the output of
Fa1(-1]|¢p) and equal to the set of the subscript ¢, in which ¢
is equal to 1. The elements of @ gare integers which are less
than @l and bigger than 1. The public agency randomly
chooses hp’ and hp” from {0,1}*. The function FP is random
and pseud. k.1 4 is equal to FPny (-1]|#p). Ko,gp is equal to FPhp
(0]|¢@p). The public agency randomly chooses a positive
integers, Sy, and sets the deputy signer’s short-lived privy
signing key for time slot 0 as
Ao.go
= (Ao.gp1, Ao,gp2, A0,dp3, A0,0p4)
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= (73 (@1 T19)" (@1 T14)"* (a1 T19)"" ,
1ed,, e,
nk—l.am , nko.wp ’ﬂﬁw )
(3) DUpdateLongLived: (z-2,¢p ) is a string of many bits. The
length of (z-2,¢p ) is @l. ¢ isthe ith bit of (72,¢p). D.1,4p is
the output of Fz1(7-2||¢p) and equal to the set of the subscript
1, in which ¢ is equal to 1. The elements of @, sare integers
which are less than @l and bigger than 1. (7,¢p) is a string of
many bits. The length of (7,¢p ) is @l. ¢ isthe ith bit of (7,¢p).
D. 4 1s the output of F#i(7|@p) and equal to the set of the
subscript ¢, in which ¢ is equal to 1. The elements of @;gare
integers which are less than @l and bigger than 1. Kz ¢p is
equal to FPhy (72||@p). Kegp is equal to FPny (7|¢p). The
deputy signer sets his privy short-lived refreshing key for
time slot 7 as
tUiz g = (tUizgp1, tUizgp2)
=((w1,1_[¢l)k”‘"’ /(wlynqbl)k”"”p , ﬂkmp)

€ed ;4

1edq 4,

ed,
(4) DUpdateUser: Using his privy short-lived refreshing key,
tuUizgp, for time slot 7, the deputy signer sets his short-lived
privy signing key for time slot 7 as
/11',¢p
= (Aap1, Avgn, Angps, Argpa)
= (Aetgp1 Wizgpt, Azt gp3s Wicgpr , Azt gps)
= (Artgp1 Wiz,
At goz, Wigger , Azt gps)
= (73 (@1 T1g)™ (a1 T1g)"* (@1 T14)" "

1edy,

(@1 T14)" /(a1 T1g,) =, p ).

1€®, 4, €D, 4p

= (75 (a1 T14)™ (@1 g (a1 T14) ",

1ed, 4y

1ed,,4p ed, 4

ey,

nkmw , ﬂkr.m) 7’7ﬂ¢p )
(5) DelegGen: The authorization i is a string of many bits.
The length of wis @3. y: isthe ith bit of y. ¥, is equal to the
set of the subscript ¢, in which . is equal to 1. The elements of
¥, are integers which are less than @3 and bigger than 1. The
signer randomly chooses a positive integer 3, and sets his overt
deputy document as

Sy
= (Sy1, Sy2, Sya)
= (1¢f1(W3’1\;IWz)ﬂW ,/7%2’,71%/ )

1ed,

= (77251 (wl'H¢l)ﬂw (”73/1_[‘//,)ﬂw ’Uﬂw ’77/714/ )

zE(DM lE\PW
Then the foremost signer gives the deputy tuple (y,Sy) to the
deputy signer.

(6) DelegVerify: DelegVerify: The deputy signer who wants to
check the validity of a deputy document S, parses the deputy
document as (Syi1, Syz, Sys) at first. Then he checks the truth of
the equation below.

f)(sy/l > ’7) = ﬁ(ﬂl B 772 )2 ﬁ((wl!nq )ﬂq’f B SV/Z) f)((W?” Hl//,)ﬂv B Sl//3)

1eD le‘l’w

(7) GenPSig: If the deputy signer accepts the deputy document
Sy, he randomly chooses three positive integers S, 81, 8,
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and constructs his short-lived deputy signing key for time slot ¢

as
tdsk

=(tdska, tdskex, tdsks, tdske, tdskss, tdskz)
= (8,14 g (@1 T14)" (@1 T14)” (@3 Tlw,)"

&by 4p 1edy 4, ¥,

" " 3
ﬂ’r,¢;)277ﬂril > ﬂ’r,¢p3’7ﬂr H SV/Z s ﬂ'r,¢p4 ’ Sy/3nlw )
=073 @1 TI9)™ @3 Tly, )" (o1 14" 0} (e T14)™

1D ¢ eV, ey,
! Koot ! ke, ! 4 ! By
(1/71 H¢t) 1.9p (wl H¢,) ” (171 H¢,)ﬂ (1‘73 H'//,) Y,
1ed, 4, 1e®; 4, ¥,

ne g g et g S nfon)

_ (UZZa(ml’H¢I)ﬂ¢q (wllnﬂ)ﬂw (w1’H¢l)ﬁr’Ll+krfl,¢p

1€y 1edy,

’ "k ’ 9
(wl 1—[¢l)/3#r r.9p (073 le)ﬂw*ﬂw ,

1edy 4, ¥,

Kooy gp+B01 K; gp+B7 Psp

n e
(8) PSignatureGen: The message yis a string of many bits. The
length of yis @2. y. is the ith bit of . I is equal to the set of the
subscript ¢, in which y; is equal to 1. The elements of 7 are
integers which are less than @2 and bigger than 1. The deputy
signer randomly chooses three positive integers B, 8 z1, B
and sets his overt deputy signature for time slot 7 as
ST,}/
= (San, Sz, Se, Sty Saps, Ste, Sey)

= (tdsk_, (=1 T1¢)" (@1 T14)* (@2 T17,)",

1edy 4, el

1edyy 4y

€@y 4p

te(DHAa,p

1edy 4y

tdsk_,77" , tdsk 7", tdsk._, , tdsk_, tdsk 77"
= (77225\ (wlr qul )ﬂw (wl'l_[¢1)ﬂ¢p (wl’l—[¢l)ﬂ,",, +Ke_1 gp

1e® ¢

(wl’l—[¢l)ﬂ:+kr,¢p (w3’Hl//l )ﬁwaﬂu; (ZU]VHQ )ﬁll

€Dy 4, eV,

! 4 ! By Kergpt Bl
(@1 T1g)" @2 T1y)" ™,
1edy 4, el

Bk, "B, A By+By, B,
n ¢P77rl’77 t/'f’n ml’?]u/ u,ny)

— (’722a (WI,HQ )ﬂw (m_l' H¢Z)ﬁ¢p (m1,H¢l)kt7L¢p B+ B

1eDy¢ ey,
! Kegp+BI+B; ! By+B, ! B
(@ TTg) " (@3 Ty )" ™ @2 7)™
1edy 4, ¥, el

K.y 4P B+ B kwp +BI+pB /},/;v /))¢p
n >1 I, 7,1

= (77223 (wlrnﬂ)ﬂw (wl'nqﬁ,)ﬂw (w]’l_[¢l)kf"‘~¢v@

1ed ¢ 1edy,

(@1'T1g)“ (@3 Tly,)" @2 T17,)",

1edy 4, eV, el

Koo K Bt B B B,
77 ¢p’77 ¢p”7 vﬂ”] aﬁp,ﬂ ’77 )’
in which ﬂ(Z = ﬁy/ +ﬂ;/’ kz{—l,¢p = k771,¢p +ﬂr”—l +IB‘;'11 >
kr,¢p = kr,:?p +ﬂ1 +IBI N

(9) PSignatureVerify: The user who wants to check the

validity of a deputy signature S;, for the time slot 7 parses the

deputy Signature as (512713 ST,}QS ST,733 ST,743 ST,753 STJ’ﬁs ST,W) at
first. Then he checks the truth of the equation below.

p(sr,yl > 77)

lEd’¢p ’E(DH.;M)

edy 4,

1e®y 4

By +Py 77/37 )

1edy 4y
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= p(771 >, )2 [5(131’1_[(15,, Sr,y4) f)(ZUI,HQ 5 ST,;’S)

1eDyp 1edy,
P(@1'T14,.S, ) P(@1 T14,.S, ;) P(@3 Tlw,.S )
ze(Dt,wp 1sd>wp 15‘}‘,//
P(@2T17,.S,,)
el

We show the truth of the computation of the proposed deputy
signature above for the time slot zwith two long-lived devices
as below.

ﬁ(sr,ﬂ”?)
= p((ﬂga (w1’H¢l )ﬁ¢f (wllanl)ﬂw (W1’H¢l)k”’l"”p

1eD ¢ ey, 1edy 4y

(@1'T14)“" (@3 Tlw,)” @2 T1y,)" .7)

1€dy 4, ¥, el

= PO, (a1 T18)™ 1) p((@1 TT4)™ 1)

16D ¢ 1edy,

P((@1' T14) 1) p((=1 T14,) 1)

1edy 4 ey 4,

p((@3 Ty, .7) b«wz'ljy,ﬂ,m

¥,

= p(7,,1,) (o1 Tl ™ ) Pt T4,

1ed ¢ 1edy,
B! TTg,.77" ") Bl TTg,.17")
le(D[,Lq,p IE(I)LU,p
p(@3 TTv,. 7" ) B2 17,7
¥, el
= p(7.1m,)° P(a1 1148, ,,) B(e1 T14,,S, )
1€® ¢ 1€®y,
ﬁ(lﬂ'nﬂ > ST,}/Z) ﬁ(wl’nﬁ > Sr,ys) f’(w3’HV/, P Sya)
1edy 4, 1edy 4 eV,

P(=2'T17,,S,,)

el

For a scenario where the user has only one long-lived device
and has only one long-lived key, we modify the above method
of IBKPDS and show the deputy signing key separated
signature based on identity with only one long-lived device
(IBKPDST1)as below.
(1) Su: Q1 is a cyclic group of multiplication. The order of 21 is
a prime number. (22 is a cyclic group of multiplication. The

order of (22 is a prime number. 21 X 21— (2 is a bilinear
pairing P of which the generator is 77. We pick a random

integer a. 771 is 77 to the power of a. We pick a random integer
n2 from €2;. We pick a random integer @l. Fo1:{0,1}"
—{0,1}®* is a function that is of hash and against collision. We
pick a random integer @2. Fa:{0,1}" —{0,1}® is a function
that is of hash and against collision. We pick a random integer
@3. Fa3:{0,1}" —{0,1}? is a function that is of hash and
against collision. F 4 is used to modify the length of the
identity to the user's defined length. F 4, is used to modify the
length of a message to the user's defined length. Fz3 is used to
modify the length of a deputy document to the user's defined
length. We pick a random integer a. 7; is equal 72. n,, @l’, @2’
and @3’ are random integers from (2;. The vector @ is equal to
(@). The length of @is @l. The vector 7 is equal to (). The
length of /is @2. The vector ¥ is equal to (). The length of
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fisa@3. Q1,2 , p,n m, m ol, @ a2, ", @3 and ¥Yare

the overt constants. Then the public agency gives the main

privy constant and some overt constants to the people involved.

(2) Ext: The foremost signer’s identity ¢f is a string of many
bits. The length of ¢f is @l. @, isthe ith bit of ¢f. Dy is equal
to the set of the subscript ¢, in which ¢f; is equal to 1. The
elements of @y are integers which are less than @1 and bigger
than 1. The public agency randomly chooses a positive integer
Psand sets the foremost signer’s privy signing key as
A=A, Ag)= (@1 TIgt)™ ™.

ey
The deputy signer’s identity ¢p is a string of many bits. The
length of ¢gp is @l. ¢ is the ith bit of ¢gp. Dy is equal to the set
of the subscript ¢, in which ¢p. is equal to 1. The elements of
@y are integers which are less than @l and bigger than 1.
(0,¢p) is a string of many bits. The length of (0,¢p ) is @l. @
is the ith bit of (0,¢p). @y 4 is the output of Fzi(-1||¢p) and
equal to the set of the subscript ¢ in which ¢, is equal to 1. The
elements of @ gare integers which are less than @1 and bigger
than 1. The public agency randomly chooses hp’ from {0,1}*.
The function FP is random and pseud. Ko 4 is equal to
FPhp(0]|@p). The public agency randomly chooses a positive
integers, Sy, and sets the deputy signer’s short-lived privy
signing key for time slot 0 as
Ao
= ( Aogp1, Ao.gp2, A0,0p3)

= (72 (@' T1g)™ (@' T1g) " .7 ™),

ey,

(3) DUpdateLongLived: (7,¢p) is a string of many bits. The
length of (7,¢p ) is @l. ¢ isthe ith bit of (7,¢p). P-4 is the
output of F#1(7]|@p) and equal to the set of the subscript 7, in
which ¢, is equal to 1. The elements of @4 are integers
which are less than @l and bigger than 1. k-4, is equal to FPpy
(7]|#p). (z,4p) is a string of many bits. The length of (z,¢p ) is
@l. ¢ isthe ith bit of (7,¢p). Dr g is the output of Fzi(7|gp)
and equal to the set of the subscript ¢, in which ¢ is equal to 1.
The elements of @;4are integers which are less than @l and
bigger than 1. K. 4 is equal to FPry (7|¢p). The deputy signer
sets his privy short-lived refreshing key for time slot 7 as
tUiggo= (tUizgp1, tUizgm)

=((@1'T14)" /(@1 TIg)*, 7*)

1€®, by,

lEq’Oqup

T.4p
(4) DUpdateUser: Using his privy short-lived refreshing key,
tUiz g, for time slot 7, the deputy signer sets his short-lived
privy signing key for time slot 7 as

lrﬁp

= (Aogpot, Angp2, Argp3)

= (Azgp1 Wiggpt, Wigg , Az g3)

= (15 (@1 T14) (&1 T14)"* (@1 T14)"* / (@1 1) ,

1edy, by, e, 4, edy
nkmp nﬂwp)

s
— a, ' A ! ke, ke, A,
= (7 (@1 Tg)™ (@1 Tlg) . ™)

1€y, ed, 4,

(5) DelegGen: The authorization y is a string of many bits.
The length of yis @3. y: is the ith bit of y. ¥, is equal to the



NTERNATIONAL JOURNAL OF CIRCUITS, SYSTEMS AND SIGNAL PROCESSING

DOI: 10.46300/9106.2021.15.88

set of the subscript ¢, in which y; is equal to 1. The elements of
¥, are integers which are less than @3 and bigger than 1. The
signer randomly chooses a positive integer S, and sets his overt
deputy document as
Sy
= (Sy1, Syz, Sya)
= Q@3 Ty Ayr.™)

ey,

= @ @1 T16)™ @3 Ty 0™ ™)

IEIDW le\}’w
Then the foremost signer gives the deputy tuple (,Sy) to the
deputy signer.

(6) DelegVerify: DelegVerify: The deputy signer who wants to
check the validity of a deputy document S, parses the deputy
document as (Sy1, Sy2, Sys) at first. Then he checks the truth of
the equation below.

B(S, 1.7 = P7.1,)” P((@1 T1g,)™",S,,) B((@3 TTw )™ .S,

IE(I)W ze‘{’w
(7) GenPSig: If the deputy signer accepts the deputy document
Sy, he randomly chooses two positive integers 5, B, and
constructs his short-lived deputy signing key for time slot 7 as
tdsk
=(tdskz, tdskz, tdsks, tdskz, tdskexs)

=(S, 1 Ay @1 T14)" (@3 Ty,

1edy 4, ¥,
A By
Aegoall 58,25 A 435S, ")
- TV (03 TTw T4V
= (7@ T18)"* (@3 Tly,)" 72 (o1 T14 )
1e® ¢ ¥, 1edy,
4 K, 4 i ' B,
(@1'T14) " (@1'T14,)" (@3 Ty,
1ed, 4, 1€y 4, eV,
ke, "B P By B,
n ¢Pnr|”7 ¢f, op N un w)

= (15 (@1 T19)™ (@1 T1g)™ (a1 T1g)" ™

1€y 1edy,

! By +B, Kegp B B, A, B, +B,
(m.3 l_['//l)v v’n o 1 W,n ¢D,77w u/)
¥,

1edy 4,

(8) PSignatureGen: PSignatureGen: The message yis a string
of many bits. The length of yis @2. y: isthe ith bit of 3. I is
equal to the set of the subscript ¢ in which y; is equal to 1. The
elements of 7 are integers which are less than @2 and bigger
than 1. The deputy signer randomly chooses two positive
integers 3, "+, and sets his overt deputy signature for time slot
Tas

Sey
= (Sen, Sen, So, Seias Stys, Sep)
= (tdsk , (a1'T14)" (@2'T17,)",

1edy 4 el

tdsk,,77", tdsk. ,, tdsk. , , tdsk ;,77”)
= (1" (@1 T19)"™ (@1 T14)™ (a1 T1g)""* @3 Ty, "

1e® ¢ 1edy, 1e®y 4y ey,

(@1 T19)" @2 Ty . o,

1edy 4, el

B, B, B, +B, B,
/I A/ SN
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= (772251 (ml’l—[qﬁl)ﬁw (wl’H¢l)/?’¢p

1ed ¢ 1edy,

’ k oy ' 4 ’
(wl H¢,) 7.4p +BI+ B (Zﬂ3 Hl//l )ﬁvﬂrﬁw (w_z H}’, )ﬁy ,

€Dy 4, ¥, el
Kegp + 57407

n N S S 4D
:(’722a (wl,HQ)ﬂW (ml'H¢1)ﬁ¢p

1e®y¢ 1edy,

(@' T1g)"* (@3 Tly,)" @2 TI7)"
1edy 4, eV, el
ki P Pyt A P u’; v
n 0" "),
inwhich B =8, +8,,, kK ,,=K_,,+B/+p" .

(9) PSignatureVerify: The user who wants to check the
validity of a deputy signature S:, for the time slot 7 parses the
deputy signature as (Sczy, Sz, Szy3, Stu, Stys, Sze)  at first.
Then he checks the truth of the equation below.

p(sr,ylan)

= p(nl > 772 )2 ﬁ(ZUI’ H¢l > Sz',;/3) p(ZUI' H¢[ > Sr,}/4)

1eDyy 1edy,

P(@1'T14,.S, ,,) p(@3 T1y,.S,s) p(@2T17,.S,¢)
v, el

1edy 4, 1€

We show the truth of the computation of the proposed deputy
signature above for the time slot 7 with only one long-lived
device as below.

ﬁ(ST,}/l > '7)
= P (@1 T14)™ (a1 T1g,)™

1eDyg €Dy,

(@' T14) (@3 Tly,)" @2 T1y)" @2 T17)" 1)

1€dy 4, ¥, el el

= P07 1) P((@1 T14)™ 1) P((@1 T14,)" ,17)

1ed 1edy,

Bt T14)“" 1) (3 TTv)” ) D@2 T17,)" 1)

1edy 4, ¥, el

= p(,,7,)" P(@1 Tl 7" ) (et Tl 17™)

1edyy 1edy,

Pt T1g,, 7 ) p(@3 Ty, 1™ ) p(@2 17,17 )

1edy 4, eV, el

= ﬁ(m 5 772)2 ﬁ(’ﬂ' H¢z 5 Sr,y3) f)(WI'H@ 5 Sz',y4)

1eD 1edy,

ﬁ(ml'néasr,yz) p(WZ;'Hl//,aSys) p(wz'nﬂ’,asy(,)

1edy 4 ey, el

IV. SECURITIY

The proposed IBKPDS is secure from the proof of the
following two theorems.

Theorem 1. The deputy signing key is isolated so that The
proposed IBKPDS is against key exposure.

Proof: We use a match between a defier and an opponent to
simulate the scenario in which the short-lived deputy signing
Keys is isolated against the corruption of the opponent. The
match in which the defier competes with opponent is shown as
below. The opponent can ask the difier some questions and
know 7 to the power of @ and 7 to the power of b. Although ,the
opponent does not know a and b, he wants to know 7 to the
power of ab using the answers of the difier. The defier tosses a
coin and decides which game he will plays with the opponent.
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If the defier gets the front of the coin, he will play game I with
the opponent. If the defier gets the back of the coin, he will play
game I with the opponent.

Game I:

In Game I, the defier assumes that the opponent the
opponent can get only one long-lived key and can not two
long-lived keys.

The opponent and the defier interact with each other as
follows.

(1) Initiation. ku, kv and km are randomly chosen from Z by
the defier. ky, kvand ki are positive integers. Iu is set to be
3(0e+204t20s1a+20ps) and IV is set to be 3(Qet2qa+20s1a20ps) 5
2(0atqpe) and 20 respectively. X', s" and z' are randomly chosen
from Zyy, Ziy and Zj, respectively by the defier. X, S and Z are set
to be (X;) of length ny, (sj) of length ny and (z«) of length n, when
X; Sj and zy are randomly chosen from Zy,, Zyy and Zim
respectively by the defier. Y, T and W are set to be (yi) of length
Ny, (7) of length ny and (wi) of length N when i, 7 and wy are
randomly chosen from Z,.

R(@) is settobe x'+ > x —lu-ku.
ied,
J(Pissettobe y'+ >y, .
icd,
E(y)issettobe s'+ D s, —Iv-kv.
je¥,
I(y)issettobe 7'+ > 7.
je¥,
K(p) issettobe z'+ >z, —Im-km.
kel
L(p) issettobe W+ > w, .
ke,

The overt constants are:

_ — b
m=m, =
1—  —hkg Xy ki Vi 1<i<
U=y, L, Ui=n, T 1<ISny
ks ST .
V="V vi=n,'n ) 1<j<n,
m'= ngl‘“‘kmﬂynwr , Mg :ﬂzzk 77Wk 1<k<nn
R(W)__J(u) __ ¢! E(w) __1(w) __ y,!
Then, /0" =u'] Ju, 27" =V'[ ]V, »
iel, jeVy
n:(mnum) — mrﬂ mk .
keM,

| risalist. | ris empty at first. R_Query(u) is an algorithm.
R_Query(u) return f when (u, f)isinl r. R_Query(u) picks f
randomly from {0, 1}*to add {u, f) to | r and return{ when
(u, Fyisnotinl r. 1 hkisalist. | _hkis empty at first.
HK_Query(u) is an algorithm. HK_Query(u) return hku, when
(u,hku) isin|_r. HK_Query(u) picks hku randomly from {0, 1}"
to add (u,hku) to |_hk and return f when (u,hku) is notin |_hk.
(2) Questions. The opponent can ask the defier any of the
following questions.

(UThe question of extraction. When the input is (u), the
defier will say “error” to exit if R(u) is 0. When the input is (u),
the defier will output {u,hku) using HK_Query(u) and output
(u, f) using R_Query(u) at first when R(u) is not 0.

The defier randomly chooses hp’ and hp” from {0,1}*. The
function FP is random and pseud. k.; 4 is equal to FPyy
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807

Volume 15, 2021

(-1{|#p). ko,g is equal to FPny (0]|@p). The defier randomly
chooses a positive integers, [, and sets the deputy signer’s
short-lived privy signing key for time slot 0 as
Ao.go
= (Ao,go1, Ao,g02, A0.gp3, A0,p4)
= (1 T18) " (et T14) " 1 T )

1edy, ed_y 4, 1e®q 4,

nk—lw ,nko‘aﬁp , m’ﬁnﬂw )
(Z)The question of the short-lived deputy signing key. When
the input is {U), the defier will say “error” to exit if R(u) is 0.
When R(u) is not 0, the defier sets the short-lived deputy privy
signing key for time slot 7 as
/11,¢p
= (Azgpr, Augm, Argps, Argpa)
= (@ LY (@1 T14) (@1 1)

1edy, ed 4,

n’)

ed, 4,

.
kr.d)p R(u)

Ukpmp /YY)
(3The question of the deputy document. When the input is (u),
the defier will say “error” to exit if R(U) is 0. When R(u) is not
0, the defier sets the deputy document to be

M)

o, " (@1 T1g)™ @3 Tlw " ™ ™)

1ed ey,

(4)The question of the deputy signature. When the input is (u),
the defier will say “error” to exit if R(u) is 0. When R(u) is not
0, the defier sets the proxy signature for time slot 7 as

(" @ 1) (@1 T14)™ (1 TTg) "

15(1)(“ ts(bm) zefbl,wp
T16)* (&3 TIw Y (@2 TTy Y
(@1 I1g) " (@3 L1y )" @2 117)™,
1edy 4, ¥, el
ke, ke, 5, vz By B,
).

(3) Forgery. The simulation will succeed in computing g2
when the defier does not say “error” and answers the above
questions.
Game II:

The simulation is similar to that of Game I. In Game II,
however, the opponent can obtain only one of the two
long-lived keys.

The running time and advantage can be computed using the
method of IBS (identity based signature).

Theorem 2. The deputy signing key is forcefully isolated so

that The proposed IBKPDS is forcefully against key exposure.
Proof: The poof'is the same with that of Theorem 1 except that
in the opponent can obtain two long-lived keys.

V. ASSESMENT

We give the computational complexity of the algorithms of
the proposed IBKPDS system as follows. There is not any
pairing computation in the algorithms of DUpdateLongLived,
DUpdateUser, DelegGen, GenPSig and PSignatureGen.
DelegVerify and PSignatureVerify need 4 and 8 pairing
computations respectively.
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We assess the proposed IBKPDS in Table 1. 7 is equal to be
computation time of pairings. 7 is equal to the exponential
computation time. |7 is equal to the number of bits used for a
time slot. [£21] is equal to the number of bits used for an element
in Q1.

Our IBKPDS signatures consist of 7 group elements and 1|7.

To defend against key exposure, we refresh the deputy
signing keys at regular intervals in the IBKPDS system. So the
signature size is relatively large and the verification needs more
pairing computations. In the aspect of signature size and
computational cost, our IBKPDS scheme is not competitive
with traditional deputy signature schemes because we trade the
decreased efficiency for the increased security.

PERFORMANCE
Scheme Proxy _Proi<y Verification of
; signature proxy
signature length issuing signature
Proposed
IBKPDS 1|7+7]€21 | 67 81,
Scheme

Table 1. the performance of our IBKPDS scheme

VL

It is required by classical deputy signature systems that
deputy signing keys be securely retained. In reality, however,
there appears to be a certain inevitability for the keys to be
exposed due to theft, virus, network vulnerability etc. The
deputy signature system will not be secure at all if deputy
signing keys are exposed.

To defend against the above threat of key exposure, we
give the key protected deputy signature (IBKPDS) using the
method of parallel key insulation. The given IBKPDS is shown
to be secure with the cryptographic proof. We evolve the
deputy signing keys with two  physically-secure
computationally-limited devices. An attacker who obtained the
short-lived deputy signing keys of some time slots can not
compromise the safety of the IBKPDS system of any other
time slots.
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