
 

 

 
Abstract—Image encryption is an effective means to 

ensure image information security, but image encryption 

makes image features hidden, resulting in blurred image 

positioning features and cannot provide queryable rules. In 

this paper, the multi-direction feature retrieval method of 

random encrypted images is studied comprehensively. 

Multidirectional binary wavelet is used to decompose 

specific images, and multi-resolution analysis is used to 

extract multi-direction features of specific images. The 

method of image location optimization in random 

encrypted images is used to eliminate the excessive and 

repeated image features contained in the specific image by 

image verification, and the probability of image location 

errors is reduced. The specific image is retrieved by 

identifying frequent item sets in random encrypted images 

that are identical to the multidirectional features of a 

particular image. The results show that the method can 

locate the random encrypted image effectively. The 

accuracy of the image location and the average accuracy of 

the feature points are about 95 % and 97.3 % respectively, 

and the anti-noise ability is strong. It provides a scientific 

means for the rapid positioning of efficient images. 

Keywords—Features, frequent item set, image 

verification, multiple directions, positioning retrieval, 

random encrypted image. 

I. INTRODUCTION 
ITH the development of information technology, people 
pay more and more attention to the importance of image 

security. In order to prevent image information leakage, 
improve the security of image information, it is necessary to 
encrypt images [1]. Because image encryption makes the image 
feature hidden, the image positioning feature is blurred, and it 
cannot provide queryable rules [2]. Therefore, it is necessary to 
study the location retrieval method of specific images in random 
encrypted images.  

There have been many studies on the method of specific 
image positioning retrieval in random encrypted images in the 
 

 

past, such as the study which is based on the image's 
full-directional shape code to achieve the positioning of image 
features [3], in the process of positioning, the Omni-directional 
feature code of image shapes is constructed, the similarity 
between shapes is calculated, and the image positioning 
retrieval is realized according to the similarity. The method is 
simple and efficient, but the positioning accuracy is much 
lower; Wu et al. uses the grayscale symbiotic matrix to extract 
the 4 characteristic values of the detected image, introduces the 
weight factor with the direction measurement, fuses it with the 4 
feature values, and forms the texture feature vector after 
Gaussian generalization processing, and uses the weighted 
average to fuse the feature distance of color and texture, but the 
feature accuracy of this method is low [4]; Huang et al. uses 
improved Henon map encryption to process the gray value of 
each band of the image, and obtains the feature vector based on 
the gray value to realize the effective positioning of the image 
[5]. This method has low computational complexity and low 
communication system overhead, but the frequency of acquiring 
image samples is low and takes a long time, so the requirement 
of random encrypted image real-time positioning cannot be 
achieved. 

In view of the existing problems in the above literature, the 
method of multi-directional positioning retrieval of random 
encrypted images is proposed to realize the high-precision 
positioning retrieval of encrypted image features. 

II. THE MULTI-DIRECTIONAL FEATURE POSITIONING 
RETRIEVAL METHOD OF RANDOM ENCRYPTED IMAGES 

A. Feature Extraction based on Multidirectional Binary 

Wavelet Transform 

Wavelet multi-resolution image decomposition algorithm 

Multi-resolution thinking is widely used in computer vision 
and image processing, and multi-resolution decomposition 
image can reduce image size, the amount of image processing 
calculation, and also the degree of influence of a priori 
knowledge on image processing [6]. The core of the image 
decomposition algorithm based on wavelet multi-resolution 
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analysis depends on the effective orthogonal wavelet base, 
which decomposes the specific image of the random image by 
two-dimensional wavelet [7].  

Setting g x, y( )  shows specific image signal, h  represents 

the scale, discrete matrix 256´ 256 is used to implement 
discretization, and the orthogonal basis of multidirectional 
binary wavelet is used to implement binary wavelet transform of 
dissociation in h, that is, the wavelet basis projection in three 
directions of a particular image, then there is: 
 
w

h,g1 ,g2

i g = 2-h 2 g u,v( )F
h,g1 ,g2

i

våuå

2-hu- g1,2
-hv- g2( )

 (1) 

 
In the formula, w is picture content, g  is shift factor, 

g u,v( )  is picture signal, F
h,g1 ,g2

i  is orthogonal wavelet basis, 

i =1,2,3  is high-frequency component in three different 
directions, 0 £ u,v < 256. 

Referring to previous references, it can be obtained that 
through the two-dimensional wavelet projection transformation 
of (1), the components ( h1 , h2 , h3 ) of the image signal in the 
horizontal, vertical and diagonal directions correspond to the 
high-frequency components in the three directions of the 
original image, so the low frequency region of the original 
image can be ignored. The above analysis process shows that 
the wavelet change itself has the function of dividing the high 
and low frequency components, and removing the low and 
keeping the high [8]. The high-frequency component of the 
image corresponds to the image edge information, that is, the 
components in the three directions of the image can be extracted 
by the multi-directional feature of the image. 

Image multi-directional feature extraction algorithm 

The main function of multi-resolution analysis in image edge 
retrieval is to reduce interference at low and high resolution, 
retrieve image edge and positioning accurately and quickly, 
obtain the actual orientation of image edge, and track the edge 
of the image from rough to fine, and determine the overall edge 
information of the image. Under the condition of h fixed value, 
the feature information in the low-resolution image determines 
the edge of the high-resolution image. The three high-frequency 
components of the original low-resolution image that reflect the 
multi-directional characteristics of the image after the wavelet 
decomposition correspond to the three components in the 
horizontal, vertical and diagonal direction of the original image. 
Multidirectional binary wavelets have strong directivity. After 
the wavelet change processing, at local points in three 
directions, membranes h1 , h2 , h3  of the three 

high-frequency components of the image are all extreme value. 
According to Canny algorithm, the edge of the image 
corresponds to the great value of the wavelet variation mode [9]. 
Thus, according to the local maximum value of the 
multidirectional binary wavelet transform membrane, the 

position and singularity of the signal mutation point are detected 
to extract the multidirectional feature of the image. In order to 
solve the problem of large calculation amount caused by 
extracting multi-directional features of the image in three 
directions through the threshold binarization method, the 
accuracy of the image edge is improved [10], the specific 
process is as follows: 
1) Setting R0 represents image edge segmentation threshold;  

2) Through R0 the maximum value of wavelet transform in the 
image is processed, the process is as follows: 
 

If wi > R0( )E
i
= 1; ElseE

i
= 0 (2) 

 
Of which, E is edge point. Assume wi > R0 , then set 1 as 

the grayscale value of this point, meanwhile, this point is 
considered as the edge point of the image; On the contrary, set 0 
as the grayscale value of this point, then compute the next 
maximum point. 
3) Superposition compute E1 , E2  and E3 , and carry on the 
normalization processing; 
 

E0 = E
i

i=1

3

å E
i

i=1

3

å  (3) 

 
Of which, E0  is final edge point. Connecting all E0 , the 

edge details of the image is obtained, and then multi-direction 
feature extraction of specific image in random encrypted image 
is realized. 

B. Optimization Method of Specific Image Positioning in 

Random Encrypted Image 

Based on the multi-directional features of specific images 
extracted from the previous section, in order to improve the 
accuracy of the positioning of specific images in random 
encrypted images, it is necessary to use image verification to 
exclude the excessive and repeated image features contained in 
specific images, and reduce the probability of image positioning 
errors [11] [12]. Although there may be more images similar to 
a particular image in positioning, due to the homogeneity of the 
discrete image to be classified, the impact of the same image in 
the positioning of a particular image can be reduced by iterative 
comparison of multiple identical images [13], the specific 
process is as follows:  

DA
h
B

h
C

h
 is used to stand for the specific image verification 

areas, and t is used to represent image feature point similar to 
multidirectional feature E of a particular image around 
DA

h
B

h
C

h
. Specific image feature points exist the only frame, 

equation (4) represents the weighted average value in its 
verification areal: 
 
k - A( ).m= 0  (4) 
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Of which, m  is the number of images, k  is a random 

directional feature vector for the unique frame feature of a 
particular image in the verification area, which needs to be 
achieved as follows in the verification area: 
 
k = k = x

i
+ y

i
+ z

h
 (5) 

 
Of which, x , y , z  stands for horizontal, vertical and 

diagonal direction. 
Assume the vector of A in specific image verification area 

and the vector of image verification area are 
A= x

A
i + y

A
j + Z

A
h  and m= ai + bj + ch  respectively, then it 

can be certain that: 
 
a x- x

A( )+ b y- y
A( )+ c z- Z

A( ) = 0  (6) 
 

According to the two-dimensional image features of the 
feature points G  and W  in the specific image positioning 
region, the linear equation of the specific image verification is 
determined as: 
 

r = li + oj + mh

l = x
w

- x
g
,o = y

w
- y

g

ì
ì
ì

ìì
 (7) 

 
Of which, r  and represents a three dimensional first order 

equation of a plane.  
Use association rules, the following formula can be obtained 

through (7): 
 
x = le+ xg , y = oe+ y

g
 (8) 

 
Of which, e is the wave coefficient and also the empirical 

coefficient of image features, and then equation (9) is used to 
get e value: 
 

e
T

= -
k

s
 (9) 

 
In (9), s  is the similarity, k = m· g- m· A , 

s= al + bo+ cm. 
The new two-dimensional coordinates can be determined by 

(10): 
 
x

q
= le

T
+ x

G
, y

T
= oe

T
+ y

G
 (10) 

 
During verification, the two-dimensional coordinate x, y( ) 

of a particular image within a randomly encrypted image need to 
be checked repeatedly to ensure the accuracy of the verification 
results.  

The directivity of a particular image is not considered when 

determining the image with the same features as a particular 
image, determine the sub-graph (1£ i £ n) with high degree of 
similarity in all identical images [14] [15]. 

All sub-graphs similar to a particular image are taken as 
candidate sets, and verify the candidate set to determine whether 
it is a specific image frequent item set [16]. 

Using vcode to stand vertex coding for each specific image 
frequent item set, A,B,E{ } is frequent item sets for specific 

images of the above example, its  and 

 are the sets of frequent item sets and 

frequent candidate sets of specific images respectively.  
With a specific image frequent item set, set the unique 

specific image feature as DA
h
B

h
C

h
, the problem of specific 

images positioning influenced by excessive and duplicate image 
is seen as whether there is a problem within the verification area 
[17]. Check whether all feature points in the region are coincide 
with the same feature points T , determine whether the current 
image is disturbed by other images, if there is a feature point in 
the verification area overlaps with T , then the current image is 
a specific image [18] [19]. 

III. EXPERIMENTAL ANALYSES 

A. Detection of Encrypted Sample Image by Different 

Methods 

Comparing the method of this paper, the random encrypted 
image positioning retrieval method with all-directional shape 
feature code and the positioning retrieval performance of the 
random encrypted image location retrieval method based on the 
improved color histogram and gray scale symbiotic matrix in 
experiments, the results are as follows.  

The randomly encrypted sample image in the image is shown 
in Fig. 1, and different methods are used to locate the encrypted 
sample image, the result is shown in Fig. 2. 
 

 
Fig. 1 the randomly encrypted sample image 

 

 
(a). the positioning retrieval result of the method in this paper 
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(b). positioning retrieval result with all-directional shape feature code 

 

 
(c) the positioning retrieval result of the improved color histogram and 

gray scale symbiotic matrix method 
Fig. 2 the comparing results of different methods of experiments 

 
Fig. 2 is a visual representation, and the image positioning 

retrieval results obtained by the method in this paper are 
consistent with the image features of random encryption 
samples; The positioning retrieval results of the all-directional 
shape feature code retrieval method have some horizontal 
opposite states with that of random encrypted sample images, 
and some of the positioning retrieval results of the color 
histogram and grayscale symbiotic matrix methods are in 
vertical opposite state with that of random encrypted sample 
images. 

B. Comparison Test of Result Accuracy of Different 

Positioning Methods 
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Fig. 3 the result accuracy trend chart of different positioning methods 
 

As shown in Fig. 3, when the number of images is 100, the 
difference of image feature location accuracy between the three 
methods is small. With the increase of the number of images, the 
positioning accuracy of the three methods is gradually 
declining. The positioning accuracy of the omni-directional 
shape feature code method is reduced to 90%, and the 

positioning accuracy of the improved color histogram and gray 
common incidence matrix method is lower than 90%. However, 
the downward trend of this method is relatively slow, which is 
almost the same as that of 100 images. With the increase of the 
number of images, the positioning accuracy gap of the three 
methods increases gradually. When the number of images 
reaches 400, the positioning accuracy of the improved color 
histogram and gray common incidence matrix method is 
reduced to about 83%, and the positioning accuracy of the 
omni-directional shape feature coding method has been reduced 
to less than 80%, while the positioning accuracy of this method 
remains above 95%, which is always higher than that of the 
contrast method, and is very stable. The main reason is that the 
method has the function of feature verification, which can 
significantly improve the accuracy of data correlation and 
greatly improve the accuracy of image feature location and 
retrieval. 

C. Accuracy Ratio Test of Image Feature Points Based on 

Different Location Retrieval Method 

Comparing the precision ratio of image feature points of three 
different positioning retrieval methods in the same experimental 
environment, the results are shown in Table I. 
 
Table. I Comparison results of precision ratio of image feature points 

extracted by different methods/% 

Image 
sequence 
number 

Method in 
this paper 

(%) 

All - 
directional 

shape 
feature 
code 

method 
(%) 

The methods of 
improved color 

histogram and gray 
co-occurrence 

matrix (%) 

1 97.3 92.2 94.3 
2 96.8 91.5 97.2 
3 98.4 93.6 94.8 
4 96.9 90.7 93.1 
5 95.6 92.8 93.9 
6 97.7 92.2 95.2 
7 98.0 91.7 96.4 
8 98.2 92.5 95.5 
9 97.7 94.0 93.1 

10 97.6 94.8 94.6 
11 96.1 94.2 96.5 
12 95.2 94.0 96.3 
13 98.6 91.5 95.0 
14 96.3 92.8 97.0 
15 98.6 94.2 93.3 

 
In order to more clearly reflect the difference in the precision 

ratio of feature points in the feature extraction process of three 
different positioning retrieval methods, the data in Table I is 
described in the form of a line chart, as shown in Fig. 4. 
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Fig. 4 the contrast results of the feature extraction process of different 

methods 
 

According to Table I and Fig. 4, the accuracy ratio of feature 
points fluctuates from 90.7% to 94.8%, and the average 
accuracy ratio is about 92.75%;The accuracy ratio of the 
improved color histogram and gray common incidence matrix 
method fluctuates from 93.1% to 97.2%, and the average 
accuracy ratio is about 95.15%; However, the accuracy ratio of 
feature points fluctuates from 95.2% to 98.6%, and the average 
accuracy ratio is about 97.3%, which is 4.55% higher than the 
omnidirectional shape feature code method, and 2.15% higher 
than the improved color histogram and gray common incidence 
matrix method. The results show that this method has high 
accuracy for randomly encrypted images in the process of 
feature extraction. The results show that this method has high 
accuracy in the process of feature extraction. 

In order to verify the anti-noise performance of the proposed 
method in this paper, the peak signal to noise ratio and structural 
similarity of different methods are compared under the 
conditions of Gaussian noise interference and salt and pepper 
noise interference, respectively. The results are shown in Fig. 5 
and Fig. 6. 
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(a). peak signal to noise ratio at different signal to noise ratios 
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(b). structural similarity values under different signal to noise ratios 
Fig. 5 Comparison of anti-noise performance of different methods 

under Gaussian noise interference 

 
According to Fig. 5, under the interference of Gaussian noise, 

with the improvement of the signal to noise ratio, the peak signal 
to noise ratio and the structural similarity of the three methods 
all show varying degrees of upward trend. In contrast, the 
increase in the method of this paper is obvious higher than that 
of the other two methods. It shows that the proposed method is 
superior to the other two methods in the anti-noise performance 
of Gaussian noise. 
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(a). the influence of noise intensity on peak signal to noise ratio 
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(b). The influence of noise intensity on structural similarity 

Fig. 6 comparison of anti-noise performance of different methods 
under the interference of salt and pepper noise 

 
It can be seen from Fig. 6 that under the interference of 

pepper noise and salt noise, with the increase of noise intensity, 
the peak signal-to-noise ratio and structural similarity of the 
three methods show a downward trend in varying degrees. 

The peak signal-to-noise ratio of omnidirectional shape 
feature code method is reduced from 22 to 10, the improved 
color histogram and gray common incidence matrix method is 
reduced from 23 to 12, and the proposed method is reduced 
from 24 to 20. Compared with the other two methods, the 
performance degradation of this method is slower, which shows 
that this method has better antinoise performance than the other 
two methods. 

The structural similarity of all-round shape feature code 
method, improved color histogram and gray common incidence 
matrix method is reduced from 88 to 76, which is always lower 
than 90. Although the similarity structure of this method is also 
in a state of continuous decline, from 96 to 94, the downward 
trend is relatively slow, which indicates that the similarity 
structure of this method is better. 

From the comprehensive analysis of the experimental results 
in Fig. 5 and Fig. 6, it can be concluded that compared with the 
other two methods, the method in this paper has a higher 
anti-noise performance. 

IV. CONCLUSION 
The encryption of images can effectively improve the 

security of image information content. In view of the low 
positioning accuracy and feature precision ratio problems in the 
previous random encrypted image positioning retrieval method, 
this paper studies the multi-directional feature positioning 
retrieval method of random encrypted image, extracts the 
multi-directional features of specific images in random 
encrypted images by using multidirectional binary wavelet 
transform method, and locates and retrieves the random 
encrypted specific images according to the frequent set that are 
identical to a particular image feature in the random encrypted 

image. 
The results show that the positioning accuracy of this method 

is more than 95%, the average accuracy ratio of feature points is 
97.3%, the peak signal-to-noise ratio and structural similarity 
show a slow downward trend, and it has better antinoise 
performance, and the practical application effect is better. 
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