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Abstract—Recently, model checking has played an important reachable states of the system to be verified. As the number of
role in design of complex systems, embedded systems, and othefeachable states increases rapidly with the size of the system,
critical systems. However, the model checking has problems of y,o pasic algorithm by itself becomes impractical: the number
its own class too. The major problem is that a large amount . .
of memory and time is often required, because the underlying of st_ates for.th_e sys_tem is often too large to_check_ exhaustn_/ely
algorithm ‘in the model checking usually involves systematic Within the limited time and memory that is available. This

examination of all reachable states of the system to be verified. phenomenon is known as the state space explosion problem[1],
In this paper, we consider where designers of systems can extract [2].

check-points, necessary signal events, in model checking of '\ g research, we focus on specification process of model
formal verification. Moreover, we demonstrate some specification

examples, and some verification results by SPIN and NuSMV checking in formal verification shown iRig.1, and to propose

model checking tools. a new method which can extract verification check-points in-
Index Terms—Model checking, Linear temporal logic, Check- duc_twely from m_Odelmg sy_s.tems. System des'.gners can easily
points extraction method. derive check-points of verified systems by using the method.

The rest of this article is organized as follows: In section 2,
Model Checking, Signal Transition Graph, Temporal Logic
I. INTRODUCTION are briefly explained, and in section 3 our proposed Check-

ODAY, industrial designs are becoming more and morgoints E_)_(trat_:tion Methoq is described by means of pr_o_ced_ure
T complex as technology advances and demand for higﬁgrspeuﬁcatlon. In section 4, we show some spgqflcfatlon
performance increases. Especially, hardware and software &@mples. Moreover, some models are used for verification to
tems are widely used in applied field where no failure isomPare by SPIN and NuSMV model checking tool in section
permitted: telephone switched network, electronic commercg, Finally, we summarize the discussion in section 6.
medical equipment, and other critical systems. The validity of
a design accompanies checking whether the physical design I
satisfies its specification. In traditional design flow, validation
is accomplished through simulation and testing. Some errgks Model Checking
inside a design may exhibit nondeterministic behaviors, and
therefore, will not be reliably repeatable. This makes testin
and debugging using simulation difficult. Also, exhaustivi

. PRELIMINARIES

The principal validation methods for complex systems are
mulation, testing, deductive verification, and model check-
Ing. Simulation and testing both involve making experiments

testing for nontrivial designs is generally infeasible, therefor Bfore deploving the svstem. testing is performed on the actual
testing provides at best only a probabilistic assurance[1]. ploying ystem, L g 1s perforr
rgduct. In the case of circuits, simulation is performed on

In design of complex systems, embedded systems, %DEe design of the circuit, whereas testing is performed on

other critical systems, model checking, explores a finite sta% ee circuit itself. In both cases, these methods typically inject

space to determine whether or not a given property holds, has ; o .
. . ".Signals at certain points in the system and observe the resulting
played an important role. Model checking of formal verifi-. ) -
’ . . signals at other points. These methods can be a cost-efficient
cation ascertains whether designed systems can be execu ) . .
o . P way to find many errors. However, checking all of the possible
or specified. Various formal methods for verification have

been studied[1], [2], [3], [4]. However, formal Ve“flcatlonlntera_ct|ons_and potential 'pltfalls using smylat}on and testing
! . .tﬁchnlques is rarely possible. Formal verification attempts to
has problems of its own class too. The major problem wit ) . ;
; L overcome the weakness of non-exhaustive simulation by prov-
automatic formal verification is that a large amount of memor. .
S . . - ihg the correspondence between some abstract specification
and time is often required, because the underlying algorithm i o
i : e and the design in hand.
these methods usually involves systematic examination of a . . . L
An important issue in specifications completeness. Model
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Fig. 1. The framework of proposed method.
Fig. 3. A signal transition graph fdfig.2

B. Signal Transition Graph C. Temporal Logic

In order to describe highly concurrent systems, graph- Temporal logic[1], [2], [4], [5] is a formalism for describing
based specification methods have been widely used. An Sigeafjuences of transitions between states in a reactive system.
Transition Graph (STG)[6], a labeled interpreted Petri Net[7[n the temporal logics that we will consider, time is not
has been considered as a well-suited specification methodrtentioned explicitly; instead, a formula might specify that
describe asynchronous circuits. eventuallysome designated state is reached, or that an error

state isneverentered. Properties likeventuallyor neverare

Definition 1: (Petri Net (PN)). A Petri Netis a bipartite specified using specigemporal operators These operators

directed graph consisting of 4-tup}e = (P, T, F, m,), where can also be combined with boolean connectives or nested
arbitrarily. Temporal logics differ in the operators that they

provide and the semantics of those operators. Its operators
mimic linguistic constructions (the adverbs "always” , "until”
, the tenses of verbs, etc.) with the result that natural language
statements and their temporal logic formalization are fairly
close. Finally, temporal logic comes with a formal semantics,
an indispensable specification language tool.
1) Linear Temporal Logic(LTL): Temporal logic allows
When transitions are interpreted as rising and falling trags to formalize the properties of a run unambiguously and
sitions of signals of a control circuit, an STG is one interprezoncisely with the help of a small number of special temporal
tation of a PN. operators. Most relevant to the verification of asynchronous
process systems is a specific branch of temporal logic that is
Definition 2: (Signal Transition Graph (STG)). Let.J be a known as linear temporal logic(LTL), commonly abbreviated
set of signals of a network, Signal Transition Grapldefined as LTL. The semantics of LTL is defined over infinite runs.
onJis a Petri Nety , = ( P,T,F, M, ) with T : J — { + With help of the stutter extension rule, however, it applies
y- b equally to finite runs[1].
Here we give descriptions of LTL. LTL is a sort of temporal
Each transition of the STG is interpreted as a rising transgpgic, which has the following formulas:
tion or a falling transition of a signal.
Consider an arbiter module shownFig.2. An STG for the « [0 ¢ : means thay always holds for all successor states
arbiter module is shown iRig.3, where '+ mean a rising edge on a certain path.
and -’ means a falling edge of a certain signal, respectively.« ¢ ¢ : represents thaf must be sometimes true for only
This example uses two signal® and ul. Black circle on a one successor state of the path, and is similar to the
transition edge indicates a token. A transition is enabled when formula which expresses future in linear temporal logic.
all input places have at least one token. When an enabled pUg : is thatp must be true on the path states, beginning
transition fires, it removes one token from each input place at the current state, until becomes true.
and adds one token to each output place. o Xp : then simply states that is true in the immediately

1. P is a finite set of places.

2. T is a finite set of transitions, satisfying N'l" = ¢ and
PUT =¢.

3. Fis a flow relationF C (P x T) U (T x P), specifies
binary relation between transitions and places.

4. my is the initial marking of the PN.
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following state of the run.

The correctness of properties to be verified is usually
specified in LTL. The LTL is extending propositional logic
with temporal operators that express how propositions change
their truth values over time. Here we use temporal operators:
Operators(], ¢, and X meaningglobally, sometime in the
future, andnext time respectively.

I1l. CHECK-POINTS EXTRACTION METHOD

A. Strong/Weak Temporal Order Relation

In verifying behaviors of a system, checking all signal
events is inefficient. Reducing signal events to be checked is
necessary for specifying behaviors of the system([8], [9]. Hefgg. 4. A state graph foFig.3
We consider a system which has 3-inpus, (b , ¢) and 2-

outputs &, y). Suppose that behaviors of the system occur as (| Vi
. \
a—Xx—b—c—y— a, repeatedly. All relations of the o u0i+‘\:\
signal events can be indicated as follows: R g - \\
I 1 S <
- - u0o+ -7 ulo+~.

{@9.@ . 6B, 6.0, 0.). C N TN N

- _ uli+ rulo+  /uOo+ UG-

where @ , X) indicates that outpuk occur after inputa . ! 1 ! | 1 . 1

Although outputy is not an immediate successor of input 1 Ulo+ 1 I U0i- ' UOi- uOo+ :

, (8, y) can be considered because outpuhust occur after /’/ X(' : l 1 :

inputain the future. Definitions o$trong/weak temporal order (- ‘ulo- ! uli+ Luli+ uli+

relationsare as follows: I l ! 1 . 1 1 |

, u0o- 1 uli- ! ulo- . uOo- uOo- !

Definition 3: (strong temporal order relation). A strong I l | 1 1 1 ! l .

temporal order relatiofs any inverse input-output relation of | u1i- 1 uOi- | uli- 1 uli- uli- !
event sequences. A; l B; 1 C; 1 D; ;E

ulo- ulo- ulo- ulo- ulo-

Definition 4: (weak temporal order relation). A weak
temporal order relatioiis any relation of input signal events.Fig. 5. A branch expression for the state graph.

Thus, behaviors of the system can be specified by introducing

strong/weak temporal order relations as follows: C. Procedure of Specification
In this section, we describe the procedure of the proposed
{@x.@y. b,y .y} specification method shown iRig.6. This procedure corre-

o _ sponds to the part in the wavy arrow line Fig.1l. The
Its specification shows that outpmtcan_occur after input  procedure is composed of five steps shownFig.6. Here,
and outputy can occur by rendezvous inpusb, andc. we explain the procedure as follows:

_ [STEP.1]
B. Converting STG to State Graph In this step, event sequences are extracted from branch expres-
To explain the procedure of the proposed method, vi#on, for example, patt¥), (B), (C), (D) and E) are extracted
especially consider an arbiter module shownFig.2. Thus from Fig.5.
we describe specification of temporal formulas for the arbit ‘ ‘ ‘ ‘
module. The STG of the arbiter module can be drawRif3. ?ég E%* 38‘” EJJT EtJ“ 38” 3%’ ﬂg‘; Et’
For the STG, states are connected with labeled edges as showin uQn+ u00+ u1: u04+ u]j_ W0 ul_ ulo_
in Fig.4 to represent order relations of events. Converti ) uQ+ ulz+ u0+ uo;_ uL-+ uOO_ ulz_ ulo_
the STG to the state graph can be made by Petrify tool[1 ) u0-+ u10+ u05+ 0. ull-+ 0. L Ul
automatically. A branch expression fdfig.4 is shown in b Tt TR TRt Ha TRom Thm Hem
Fig.5. The procedure of the proposed specification method is
described in the succeeding sections. [STEP.2]
In this step, checked signal events can be reduced by intro-

Issue 2, Vol. 1, 2007 132



INTERNATIONAL JOURNAL OF CIRCUITS, SYSTEMS AND SIGNAL PROCESSING

[ STEP. 1]
Extracting all paths from branch expression.

[ STEP. 2]
Extracting 10(1nput-Output) relations.

[ STEP. 3]
Introducing temporal operatorsto an 10 relation.

[ STEP. 4]
Specifying al paths using temporal formulas.

[ STEP. 5]
Combining transition relations for the same output.

Fig. 6. Procedure of Specification.

ducing strong/weak temporal order relations

(A) {0y , uG,y), (UG , ulyy), (UL, uly),
(uliy , u0,-), (UG_ , uQ,_), (o, , ul,),
(uL_ , ul, )}

(B) {(u0i+ , u0,4), (UG , Ulyy), (UO , UO,-),
(U:I-dJr ’ UJ-OJr)! (UJ"i+ ’ Uoo,), (U:I-if ’ U].O,),
(uoi— , ul,_)}

(C) {(uoi-i- ’ U00+), (UOH- ’ uj-o-l—)v (uoi— ’ UOO_),
(U0.— , ul,-), (Uls , uQ,-), (UL, uL_)}

(D) {(UO'H- ’ U:I-0+)r (UOH_ ' uo0+)! (uoi— ’ UOO_),
(UOZ', ’ ulof)v (uj-i+ ’ UOO,), (UlL'+ ' U].O,),
(Ui, ul,_)}

(B) {(u04 , ul,y), (UO— , uO,y), (U0, , uo,-),
0, , ul,-), (Uliy , uQ,-), (uLi— , ul, )}

[STEP.3]

uli+ —— ulo+ uQi- — ulo-
uOo+ uli+ — uOo- uli-

Fig. 7. Areduced signal transition graph feig.3 by check-points extraction
method

(©) {X(U0;y , uQ,1), O(u0; , ul,y), OG- , ug,),
OUuO;— , ul, "), X(uly , u0,-), O(ul;— , ul, )}

(D) {X(@uO; , ulyy), G(uO;y , uQ,), OG(uO;_ , ug,-),
OUO— , ul,_), X(uliy , u0,—), O(uliy , ul,),
XUl , ul, )}

(B) {X(u0i; , ul,;), X(u0;— , uQ,;), ¢ (U0;— , uQ,_),
O(uO_ , ul,_), X(uliy , uQ,—), X(ul;i— , ul,_)}

[STEP.4]

In all paths, relations of the same temporal operator and the
same 10 can be extracted. Otherwise only the same 10 relation
can be extracted. Sincg expressessometime in the futufe

the nextoperatorX can be covered a C < in order to apply
Partial Order ReductionThus, the extracted same 1O relation
can be gathered by.

O[O0y , ulsy) vV Quliy , uQ,—)
vV OuO;,— , ul,—) v O(uL;— , ul,-)
V OO0 , uQ,4) VvV O(uliy , ulyy)
vV OWUO;— , uQ,—) vV O(u0;4 , uo,-)
vV o(uliy , ul,) vV OUO; -, u0,y) ]

[STEP.5]
In all paths, relations of the same output can be combined.

O[ ¢u0;y , uGy) vV O(U0; A uly , u0,-)
V QU0+ A uLiy , uly) V O(UO— A uliy , ul, )]

Check-points can be extracted by repeating the above-
mentioned steps.

IV. SPECIFICATION EXAMPLES
In this section, we demonstrate specifications of distributed

In each path, if IO relation shows that there is immedia“alutum exclusion(DME)[4] cells shown iRig.8 and an asyn-

successor, specified as operator, otherwise specified &s
operator.

(A) {X(u0iy , u0,4), OO , ul,y), X(uliy , ul,y),
O(uliy , u0,-), X(uO;— , u0,-), OO, , ul,),
X(uli- , ul, )}

(B) {X(u0i1 , u0y), OUO; , ul,y), O(UO;y , uQ,-),
X(ulit , uloy), O(ULy , u0,-), O(uli— , ul,),
X(uo;— , ul, )}
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chronous pipeline shown ifig.9. First, we show specifica-
tions for the DME cells as is shown iRig.8. Temporal for-
mulas are specified without our proposed method as follows:

[Specification without the proposed method]

[DME1]

O[ ¢ (ul.reg. A dl.ack. A d2.req- , ul.ack)
Vv ¢ (ul.reg. A d4.req. , dl.req.)

VvV X (ul.req; , d2.ack)
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dlreq
ul.ack d2.req
D N —
Userl DME1 DME2 User2
ulreg d2.ack A
crlo
w .
cli
arl1
u3.req
clo

Fig. 8. DME cells.

Fig. 9. An asynchronous pipeline.

Vv ¢ (ul.req. A dl.ack A d2.req. , ul.ack.)

Vv ¢ (ul.req- A d2.req; , dl.req.) [Ctr2]

Vv X (ul.req , d2.ack) O X (120 , er204) V O (1200 A cr2iy , ¢23is)
VO (cl2iy A er2op A cl2iy , e23ip A cl2i )

[DME2] Vv O (2304 , cr2q_ )V O (e23ig , cl20_)

O[O (u2.req. A d2.ack A dl.req , u2.ack) vV X (e230-, 23i_) ]

Vv § (u2.reqg. A dl.req. , d2.req.) [Ctrl3]

Vv X (u2.req; , dl.ack ) O X (235 , cr304) V O (c23iA cr3is , c3iy)

Vv O (u2.req. A d2.ack A dl.req. , u2.ack.) VO (23in A erdos A 23y, c3ig A 23i )

Vv O (u2.req- A dl.req, , d2.req.) VO (c3os , er3o YV O (c3is , 230 )

VvV X (u2.req. , dl.ack) VX (3o, e3i_)]

Moreover, we indicate temporal formulas with our proposed
Moreover, we indicate temporal formulas with our proposegiethod as follows:

method as follows:
[Specification with the proposed method]

o ) [CtrI1]

[Specification with the proposed method] O [X (clis , erloy) V X (cliy A erlos, 12iy)
[DME1] VX (clie,crlo- )V X (erlo_,cl2i_)]
O[O (ul.reg. A dl.ack A d2.req- , ul.ack.) [CtrI2]

VvV X (ul.req; , dl.req.) vV AX (ul.req. , d2.ack)

VO (dLack A ulreq A d2.req, , d2.ack )] O [X (c12i4 , cr204) V X (c12i4 A cr2o4, ¢23iy)

VX (el2i_ ,er2o- )V X (cr2o- , ¢23i_ )]

[Ctrl3]
[DME2] O [X (23 ' :
+,cr304) V X (e23i4 A cr3oq, 23iy)
O[ ¢ (u2.reg. A d2.ack. A dl.req- , u2.ack.) VX (23, er3o. )V X (er3o_ s c3i )]

VvV X (u2.req; , d2.req.) vV AX (u2.req. , dl.ack)

Vv ¢ (d2.ack. A u2.req. A dl.req, , dl.ack)]
V. VERIFICATION RESULTS

. . In this section, we show verification results for a shared
These temporal formulas considered only input-output rel%sources access structure showrFio.10. Al these model
tions by our proposed method. 9.0

verifications are performed on an 2.4GHz Core 2 Duo proces-
sor under Linux with 2GB of available RAM. In this article, all

Next, we show specifications for the pipeline as is shown Smulations are verified by SPIN version 4.2.9, XSPIN version

Fig.9. Temporal formulas are specified without our propose '3 001, [3], [11], [12], and NUSMV version 2.4.3[13].

method as follows: For the structure, we report the number of OBDD nodes
necessary to represent the corresponding structure, transitions,

[Specification without the proposed method)] and memory required by the systems to analyze the structure.
Here, CPE indicates verification results with check-points

[Ctrl1] extraction method, andlormal indicates verification results

O [ X (cliy , erloy) V O (cligA erliy , c12iy) without the method, respectively. For verification of semaphore

VO (cliy Aerlop Acliy , cl2iy Acli) by SPIN shown inFig.11, results are not much different

VO (1204, erlo- ) V O (cl2iy , clo_) between with and without the method. Similarly, verification

VX (cl20_,cl2i )] results of mutex are also not much.
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Transitions
Shared 1e+09 ¢ : : : : -
resources 1e+08 - m O
) 1e+07 - ] -
y 1e+06 B -
Semaphore 100000 E- u 3
or 10000 - . =
Mutex 1000 - B X Normal -
100L ® o cPE _:
10f- .
1 C | | | | ]
0 2 4 6 8 10
cnas Cells
Cell 1 Cell 2 Cell 3 Celln Memory [B]
le+09F ' ' ' w O 7
Fig. 10. A shared resources access structure. 1le+08}| o) .
1e+07 | ] .
Moreover, performance results of semaphore and mutex bge+06 |- N -
NuSMV are shown irFig.12 and Fig.13, where the number ;0000 L B = B |
of cells refer to the number of cell modules showrFiig.10.
For the results of semaphore, verification cannot be improve
very much. On the other hand, verification of mutex shows 1000} X Normal .
efficient results for more and more larger structures. 100k O CPE |
VI. CONCLUSION 101 ]
In de_s_ign of complex systems, _embedded syst_e_ms, and 10 '2 '4 |6 ;3 10
other critical systems, model checking, explores a finite state Cells

space to determine whether or not a given property holds, has
played an important role. However, it is inefficiency to verifyig-
the entire systems. This article considered the case whé?
designers of systems can extract check-points easily in model
checking of formal verification. Users must generally know
well temporal specification because the specification mighy;
be complex. Our proposed method, check-points extraction
method, can gain temporal formula specifications inductivelyi5]
We aimed at input-output order relations for systems, not con-
sidering output-input order relations. Furthermore, we define
strong/weak temporal order relations in the procedure of speci-
fication. Weak temporal order relations include orders of inputs
implicitly. Strong temporal order relations express inversé’]
input-output order relations. We showed that the verificatiorfg]
tasks are reduced for states, transitions, and memory with our
proposed inductive specification method. System designers can
easily lead complex temporal formulas by using the method.
In verification results, especially, required memory was able t
reduced for model checking. Then, it is assumed to be research
work in the future to verify embedded systems design. 0

10
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