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A Note on Statistically Detecting Tampered Type
Attacks

Ming Li ' and Wei Zhao*

Abstract— Information integrity of communication data is crucial
to e-business systems. An adversary may delete or insert packets into a
normal communication data series in e-business systems to destroy
information integrity to produce deserters (likely informal, this paper
uses the term tamped type attacks to specifically describe those that
attackers detect or insert packets into a normal data series).
Consequently, a security issue in an e-business system is how to detect
tamped type attacks.

From a view of intrusion detection systems, statistic methods of
intrusion detection are increasingly paid attention to [1-3]. This short
paper gives a method for statistically real-time detection of tampered
type attacks. The method is based on power spectra of monitored
traffic time series with finite length. The detection probability is
derived. A case study is demonstrated with a real-traffic series to
suggest that the present method can be used to give an alarm at the
early stage of intrusions.

Keywords— Network-based IDS, anomaly intrusion detection,
information integrity, pattern matching.

I. INTRODUCTION

ETECTING intrusions with unknown patterns is greatly

desired in practice. In this regard, the challenge is to
develop a system that detects close to 100 percent of attacks
(i.e., reliable detection) as can be seen from [1]. This requires
that detection should be reported with detection probability [3].
Since a basic characteristic of intrusion detection system (IDS)
is that an IDS is objective-dependent [4], this paper presents a
statistical method of detecting tampered type attacks.

Let x(t) be a normal arrival traffic time series at a protected
site in an e-business system, indicating the number of bytes in a
packet at t. If an adversary tampers with x(t) by purposely
deleting or inserting some packets into x(t), we say that the site
suffers from tampered type intrusions or attacks. An obvious
consequence of tampered type attacks is that the information
integrity of normal communication data series is destroyed. It is
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noted that the term tampered type attacks may be informal but
we use it in this presentation to mean as mentioned above. If the
site suffers from tampered type attacks, the arrival traffic series
becomes abnormal and we denote it as X(t). The importance of

detecting tampered type attacks in an e-business system is
obvious.

From a view of reliable detection, there are two key
specifications for an intrusion detection system (IDS). One is
that an IDS should tell us when the monitored site is attacked
(alarm time) and the other is what the detection probability is. A
real-time reporting of intrusions is required to be on the order of
minutes or hours as implied in [5].

Traffic time series is random [6,8]. Usually, an intruder may
not delete or insert only one packet into a dada series but some
periodically or randomly from time to time. Therefore, both
normal and abnormal traffic series are random. Though traffic
has the property of long-range dependence (LRD), its power
spectrum exists if it is of finite length. Due to the efficiency of
fast Fourier transform (FFT) in practice and a series practically
encountered in engineering being finite length, this paper
presents a method for reliable detection of tampered type
attacks based on power spectrum.

In what follows, section 2 describes the detection method.
Section 3 demonstrates a case study. Discussions are given in
Section 4 and conclusions in Section 5.

Il.
Taking the power spectrum S, (f) of finite length x(t) as a
template, X(t) can be detected with the correlator
corr[S, (f),S;(f)],
where S¢(f) is the power spectrum of X(t). From a view of

statistical pattern matching, power spectrum of a normal series
can be taken as a feature of that series [7]. During detection, the
monitored traffic series is sectioned. Let j be the sections index.
Then,

DESCRIPTION OF DETECTION METHOD

corr[S, (), Sz ()]
is the function of j, which is denoted as
c(j) =corr[8, (f),S()]
Denote h as the threshold of c(j). Then, the detection hypothesis
is
lc@)I=h,
where
0<le() =1
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When
lcGo)l < h,

we say S;(f) is uncorrelated with S, (f) in the sense of the
threshold being h and the site of x(t) is attacked at j,. Define
detection probability as

Prob(h) = m/M, (8]
where M stands for the total number of outcomes that the site of
x(t) is attacked and m for the number of outcomes that the attack
behavior is detected. Extremely,

Prob(0) =1 2
and

Prob(1) = 0. ?3)
Let # be alarm time. Then, - consists of two parts:

A=A+ A, 4

where 4 is the time when an intrusion is detected and 4,
indicates the time for data processing.

We use a real-traffic trace named Apr0502.sytu, which was
measured on the Ethernet at Southern Yangtze University,
China, in 5 April 2002. The settings for signal processing are:
e Thesectionindexisj(=1,2,...);

e each section contains 12 non-overlapping segments for
averaging, denoting L = 12;

e each segment contains 128 points of data, N = 128;

o the average time resolution At is 3.14 ms;

e the section size is 12x128xAt.

The normal trace of Apr0502.sytu is indicated in Fig. 1. The
abnormal trace is arranged in this way. For every 20 points of
original series, there is one point whose packet size is randomly
set, as shown in Fig. 2. Fig. 3 shows the correlation curve. Fig. 4
indicates the detection probability. One is able to determine
what detection probability is with the function of Prob(h). For
instance, if

A CASE STUDY

h=0.9,
the “attack” can be detected at
j=11,

see Fig. 3. That is, the “attack” can be detected at 16,896-th
(=11x12x128) point of that series. Hence,

A4 = 11x12x128xAt = 53 seconds.
With an FFT-based correlator, 4356 times of multiplication and
12960 times of addition are needed for processing when the
“attack” is detected, referring [9] for the complexity
computations regarding FFT. As 4 < 1 second when the
computer (Pentium 450) is used, one has

A = 4 =53 seconds.
The detection probability is

Prob(0.9) = 0.94,
see Fig. 4.

Issue 3, Volume 1, 2007 79

2000 T T T
1500 T T

1000

X(t) (Bytes)

500

0 1 2 3
t (Second)

Fig. 1. Normal series of Apr0502.sytu.
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Fig. 2. Abnormal series of Apr0502.sytu.
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Fig. 3. Correlation curve between S, (f) and Sg(f).
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Fig. 4. Detection probability curve.

IVV. DISCUSSIONS

The previous explanations stand for a profile regarding the
statistical detection of tampered type attacks. A detection does
not give an alert which packet is deleted or inserted but
statistically implies an alert that the monitored site is suffering
tampered type attacks. The classical probability used above
mainly shows the detection method in principle for the
simplicity. Using other probabilistic approaches may yield other
expressions of detection probability. Our further task is to seek a
method how to maximize the detection probability for a given
probability of false alarm.
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V. CONCLUSION

A statistical method to detect tamped type attacks in
e-business systems has been proposed and discussed. A case
study has been given to show that the method meets the
requirements of real-time reporting for detection.
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