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Abstract— The objective of this research is to present the use
of blockchain technology, the internet of things and fog computing
to develop the potential of school management for smart
education. By using the blockchain to record and store various
pieces of information the organization will create credibility of
administrative data in all departments and will reduce corruption.
Data can be examined transparently, especially the financial and
budget management and procurement of durable articles.
Regarding the academic work and registration, it can be used to
store learners' information, educational history, information of
enrollment, academic results, and participation in the various
activities of the educational institutions. It can create credibility in
the management of information about content, learning and
ability assessment results that students receive, and these can be
recorded and stored in a blockchain that can be safely distributed.
In addition, 10T and fog computing are integrated with Al systems
embedded in various modern devices to be applied in
environmental management and smart education management.
loT and fog computing help to support and respond quickly to
questions about the use of all types of equipment for real-time
management of executives, personnel and students, as well as
creating new work and learning styles that can solve the situation
of dangerous communicable diseases, such as the COVID-19
situation, or can solve emergency situations that will emerge in the
future by working and studying from home. It can organize and
share resources for work and learning together to access the
organization from outside anywhere and at any time.

Keywords— Blockchain, Internet of Things (loT), Fog
Computing, Artificial Intelligence, Smart Education Management

I. INTRODUCTION

ODAY, the world has changed dramatically and developed

into the era of 5G communication, which is the era of
application development and various platforms via the internet
of things (IoT). There is a simulation of virtual reality (VR).
There is a development of technology to combine the real world
and virtual reality together (Augmented Reality: AR). There are
vehicles that can self-drive automatically (Autonomous
Vehicles). Computers can communicate by themselves
(Machine to Machine: M2M) [1]. There are robots, like
artificial humans, that can learn, communicate, and imitate
human behavior. There has been a rapid change in modern
technology in the last few years, especially in the metropolitan
areas in many countries. They have developed into smart cities
to improve the quality of life for people by using IoT, cloud
computing and blockchain, which are technologies that can
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provide services and which users can access safely and
efficiently [2]. The smart city model uses advanced technology
for driving, such as IoT, big data, cloud computing and other
technologies combined with smart management to improve
cities and adjust to a comfortable lifestyle. Its characteristics are
smart home, smart transportation, smart health care and smart
climate control. IoT will enable users to access the smart city
through cutting-edge devices and technology from
smartphones, personal wearables, and signal detection devices.
Challenges in computer system development of smart cities are
to check the equipment and user rights that are trusted. Access
security and protection against malicious attacks can allow
connected devices to access the system quickly and respond to
the needs of many devices at the same time by using edge
computing technology as an intermediary between IoT and
cloud computing [3]. In addition to the development of the
smart city, there is also smart manufacturing industry, smart
developments which apply edge computing together with
blockchain technology. The smart manufacture is at the heart of
the modern manufacturing industry in the industrial 4.0 era.
Smart or intelligent production operations that are successful
must be supported by outdated information, data, and
processing technology. Therefore, blockchain technology, Al
and IoT play an important role in the development of intelligent
systems within the manufacturing industry to ensure safety, a
quick response to the control of production equipment and use
blockchain for storing and verifying device data, as well as
validating service and production transaction rights [4]. In
terms of agriculture, the technology has been applied to be
developed into smart farming by using IoT and intelligent
processing technology to revolutionize agriculture in the 21%
century. Smart devices are used extensively among farmers or
entrepreneurs and are used in a variety of ways, such as to
analyze real-time plant growth and amount of soil moisture, and
use of a remote control aircraft (drone) to help with tasks such
as spraying pesticides and automating farming. It was
developed using basic IoT technology to maintain and monitor
smart farming with cloud computing and big data [5].

In the area of educational development in the 21% century,
there must be a vision and a focus on educational reform for the
future. This will involve the use of innovation and modern
scientific and technological development. When applying cloud
computing and [oT to education management, it will be able to
solve many problems, such as the development of system
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architecture for green university resource planning on cloud
computing to promote sustainable and environmentally friendly
management as well as participation in reducing the
environmental, economic, social and health problems resulting
from the use of resources, as much as possible [6]. It can also
be used for supply chain management (SCM) for higher
education institutions (HEIs) to help manage work processes in
the organization in accordance with real situations. This will be
especially true in the management of finance and budgets, the
behavior of personnel in the organization and the needs of
service users in accordance with good governance principles.
Therefore, [oT plays a very important role in the development
of new technology in education management [7]. The use of IoT
in education allows teachers and students to learn and
participate in activities through tablet devices, smart phones, or
VR wearable glasses. It can be used to manage learning
remotely via a webcam and connection to the internet. IoT can
also be used with a security system to cover all areas via CCTV
and signal detection equipment, used for face recognition and
to check the person's information from the database. In addition,
IoT allows administrators to access and edit information
remotely [8]. The most important challenge for management, in
order to lead to smart education, is the development of
management systems by using the latest modern technology to
be applied for laying the basic structure and creating
educational innovations in the future. The interesting direction
is that Blockchain technology is used in conjunction with the
Internet of Things (IoT), Fog Computing and Artificial
Intelligence (AI) for educational management. Al is the use of
artificial neural systems in technology and devices that can
develop educational management intelligently.

II.

The author presents the essence of "Blockchain, IoT and fog
computing for smart education management", which occurs
from the analysis and synthesis of relevant documents and
research as follows:

A.

Blockchain technology provides security and it can reduce
transaction costs or asset transfers between individuals and
reduce interference from others [9]. It helps to create a
distributed environment for transactions and data that are not
under the control of an intermediary or an organization. Any
information or transaction that has been completed is
permanently recorded in the ledger and can be proven or
verified [10]. It is considered a new architectural framework for
the storage and data exchange between network members [11].
In addition, the ability of the blockchain technology used to
save data and store on ledgers is reliable. It can create
opportunities for prevention of corruption, transparency and
more confidence in the government [12]. The idea of
blockchain began with the use of bitcoin encryption, introduced
by Satoshi Nakamoto in 2008 [13]. The initial use of blockchain
was the use of peer-to-peer ledgers for registration for digital
currency transactions. Its purpose was to reduce intermediaries
or other people and to allow users to conduct transactions
directly among themselves [14]. Nowadays, blockchain is
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gaining more attention in its implementation because it is a
reliable distributed ledger account system. It is transparent and
can be linked globally, which will help facilitate the efficient
management of information [15]. Blockchain is able to record
data that has been approved by both parties and is permanently
stored. It can be proven and verified by distributing copies of
the data or transactions to the user group to recognize the
corresponding data. No one can go in to manage, control or edit
new information by themselves without the approval of
members. Therefore, the blockchain-based system is more
transparent and more reliable than other data storage formats
[16] because every user has a copy of the ledger account and
that account will show the history of all transactions. Therefore,
it is not possible to fraudulently change information. If wanting
to edit new information, it must be approved or have the
consensus of the other members in order to edit and place new
information instead of the original information [17]. The
development of smart cities uses blockchain in conjunction
with IoT to record data of connected devices in the network to
prevent the modification of unrelated and unauthorized third
parties and to ensure the data that are transmitted from real-time
signal detection equipment is properly licensed to access
networked devices. Blockchain also allows connected devices
in the IoT system to communicate automatically and make joint
decisions [18].

In terms of educational management, blockchain helps
learners and academic institutions to record academic results
and guarantee results through a secure network. It allows
learners to be able to own records of results and information
that has been independently certified by the institution [19].
There is research to apply blockchain to be used as an
educational database such as the collection of educational
history and academic results in tertiary education in Europe, in
order to review conveniently educational information of
students applying for work. Currently there are many online
education platforms, such as MOOCs, Coursera, XuetangX and
others. In addition to requiring courses to create an internet
learning environment that shares multimedia learning
resources, there are risks in managing digital rights, such as
violations of access to resources used in multimedia learning as
well as the credibility of online transcripts. Therefore, digital
learning rights management systems using blockchain have
been introduced, including architecture, a new network for
sharing and managing multimedia resources of online learning
based on a combination of personal blogs and connection to the
public. It has been proved that it can really solve problems.
There is a safe storage system and it is easy to check transcripts
[20]. The management of higher education at present has the
form and methods of both theoretical and practical learning
management in many ways and these can be both formal and
informal. It is difficult to check the level of knowledge and
skills of a learner when compared to the information contained
in the education certificate and the credibility issues of that
document when it has not been verified and confirmed by the
institution. For this reason, tertiary education requires the
development of new tools to improve the educational
management system by using blockchain to support the
reliability of data management in both the curriculum and the
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evaluation results. This will then show that the learner has been
approved and saved on the blockchain in order to reduce the
problem of continuing to check educational information from
employers or entrepreneurs in the future [21].

B. Internet of Things (IoT)

Modern internet in the new era can integrate all the
technology together and can detect the operation and create the
network with various services dynamically. Such devices are
widespread in modern life and can be found in homes, public
transport systems, expressways, and vehicles. [oT applications
can work across different devices. It can enable a variety of
analyses and manage complex interactions between devices.
Therefore, IoT equipment and services can address various
challenges, including infrastructure, building management
systems, transportation management and electronic health
systems [22]. There is a multiplicity of intelligent technology
devices that can be integrated with IoT, to support the work of
people. Those genius devices are inevitably important to human
life [23]. They emerged in rapidly growing smart cities. They
are equipped with a control signal detector via IoT. It allows the
devices to connect together and can be used automatically [24].
IoT is used to develop and automate agriculture. It reduces
human labor and can control work remotely. It has turned out
to be an intelligent agriculture model, using the architecture and
operation of the network with cloud computing to store data and
using that data to analyze and consequently reduce problems
and create security in agriculture. We can use the application to
control the operation via smart phones and signal detectors
developed for agricultural management and which have been
included in policies of many countries to create new agricultural
standards [25]. [oT is used to create security for agriculture with
blockchain by designing agricultural architecture based on
green loT and surveying smart agriculture management which
analyzes security-oriented approaches with blockchain and
determines algorithms that are consistent with [oT applications.
It is an appropriate method for agricultural use based on green
10T [26]. Blockchain technology is used to allow IoT access by
designing and installing as fabric-iot access control using hyper,
ledger fabric and attributed based access control (ABAC).
Distributed architecture, fabric-iot is able to track usage and
control access to applications dynamically. The rapid
development of IoT requires a higher standard for distributed
access control. Therefore, blockchain has the advantage of
being able to respond to such controls with features such as
decentralization, data encryption, scalability, and unauthorized
editing of data. Currently, blockchain has developed into
version 3.0, able to be used as a basis for smart terms. There is
a more powerful function. Many scholars have suggested ways
to control IoT access using blockchain's application [27]. 5G
technology can greatly expand the service of IoT and respond
to the use of all devices in real-time quickly. The use of fog
computing in the system helps to support faster operations
because centralized data management that relies on remote data
integration from cloud computing is unable to respond
effectively to IoT operations, for example, the use of low
latency and the need to respond quickly to the device.
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Therefore, fog computing is used to solve problems and has
gained more popularity in the past. It can support IoT
operations by reducing time and increasing workloads more
directly than working with cloud computing [28]. IoT is an
important network connection for human interaction through
embedded communication. Currently, IoT is used in many areas
because it can transfer large amounts of data quickly. It can
support many devices at the same time. There is a low latency
in response to commands. It helps people to control the
operations of various devices remotely. Therefore, it has been
developed to be used primarily in Industry 4.0 to reduce the risk
and safety of human work [29].

IoT is becoming a technology that can change the world
(Disruption) especially for users in big cities. The rapid rise of
smart devices and the improvements embedded within the
various electronic devices is increasing. Therefore, the network
area must be expanded to cover for the connection to use
intelligent devices and a device for detecting all types of signals
together without restrictions [30]. The concept of using IoT to
be the center of everything starts to become more real, such as
autonomous cars, intelligent environment control, high-
definition video live broadcasting, health care in an electronic
way and many more. These applications need more data. They
use a large bandwidth. They use the speed of data transfer.
They have a low latency and they can support the connection of
many devices at the same time. The emergence of the IoT has
changed the world. It is a communication that allows fast
connection between devices. The key goal of IoT is plug and
play technology that is easy to use, convenient and can control
and configure settings for accessing devices remotely without
restrictions [31].

C. Fog Computing

The modern technology of new information technology
(New IT) stimulates the development of many smart devices. In
a smart work environment, there are many devices that must be
connected to the internet and send and receive large amounts of
data. Intelligent computing on cloud computing makes it easier
to collaborate online and can use a lot of data to analyze and
help computers learn from those big data. However,
applications that must be connected to IoT and must be used in
real-time, they need high speed and a low response time. Fog
computing is more responsive to device connectivity than to
operating directly with cloud computing [32]. Fog Computing
is efficient in allowing it to recognize the location of the device
and has the speed to connect the operation of the related
equipment. An important example is remote control of
automobiles that require tracking the location of connected cars
via wireless. Therefore, real-time operation and time delay in
response must be very low so that safety can be assured. Fog
Computing is suitable for controlling devices through the
network and wireless signal detectors installed around a
geographical area [33]. The definition of “fog computing” first
occurred in 2012, with CISCO designated as a virtual platform
that provided data processing and storage services on the
network between the terminal device and the data center of
cloud computing. Fog computing is the same type of processing
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as edge computing, which reduces direct processing time with
cloud computing and increases the response speed with
endpoints. The goal of fog computing is to be a connection
between the cloud to things. Therefore, fog computing is not
just a small addition to cloud computing, but it is an
intermediary system that connects the cloud with IoT to
increase system speed and efficiency [34]. The development of
the IoT has resulted in unmanned vehicle technology that will
greatly facilitate people's travel and reduce traffic congestion
on the roads. Fog computing can meet unlimited possibilities
for vehicle control with the internet of vehicles (IoV). Fog
computing will store intelligent navigation services from a
cloud server. It will allow users to control remote computer
systems in vehicles through a fast and secure network [35]. Fog
computing is a new way to expand the cloud computing
platform, but there are differences in the distribution of
capabilities. In addition, fog computing can process large
amounts of data completely and can be installed on different
devices. These features make it an ideal platform to use to
reduce time and work quickly [36].

Fog computing is present in education. It is used to improve
real-time procedures in education management and to enable
access to facilities. Modern media and technology can be scaled
to the needs of each institution. For the future, the use of internet
and online data will increase the number of users such as
personnel and learners who want to access the database
management system and online learning management through
the website and database of organization information. Fog
computing enables endpoints to be connected for efficient
online learning and training. It can reduce travel expenses to the
classroom and help promote educational operations and build a
fast platform, and it will be a technology that can be used for
educational development in the future [37]. Today, many
universities and educational institutions have developed
information technology to enhance and develop educational
strategies to encourage more students. E-learning and learning-
on-the-go are the technology formats that universities use to
make education systems more flexible. E-learning is gaining
popularity worldwide and the number of learners enrolled in
online courses is increasing. This trend is possible because of
cloud computing. In the context of education on cloud
computing, the safety factor in sharing educational content is
important and poses many challenges. For example, access
checking and content security systems. Therefore, there is an
idea to use architecture in the form of a user-fog-cloud to enable
more direct services to users. It can improve the efficiency of
learning and save the cost of education. The fog computing, e-
learning development concept will provide benefits for teachers
and learners with the flexibility of content presentation and
online learning collaboration. It can conveniently recognize
locations from access between teachers and learners and to
access and share shared learning resources online in real-time
conveniently [38].

D. Artificial Intelligence

Artificial intelligence (AI) was first introduced in 1955 by
John McCarthy, an American computer and intellectual
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scientist who demonstrated the progress of science and
engineering in the creation of intelligent machines. It works to
imitate human behavior and learn like humans. McCarthy's
initial project was to develop Al by creating computer programs
that could play checkers and compete with humans. It can
explain variables and mathematical assumptions throughout the
period from 1990 to the present. The utilization of Al has been
developed in large numbers and has become an important part
of society today and will be in the future [39]. It is a
development that allows computers to show intelligent
behaviors such as learning, speech and human language,
planning, reasoning, problem perception, movement and
organization of before and after like humans [40]. It is the
development of computers to understand intelligence and create
learning mechanisms that can respond in a similar way to
humans. Al will look like a robot that can recognize the
language, images and can process the human language and is a
form of intelligent systems. It is the development of technology
in order to be able to learn and make decisions on complex work
by itself [41]. It is the creation of computerized machinery to
mimic human behavior and cognitive processes. It can learn,
reason, and use rules to reach certain conclusions in order to
make decisions about problems. The unique characteristics of
Al consist of intelligent systems that can make decisions based
on information about specific areas of vision and sound and can
sense and touch just like humans [42]. Al is a progressive
technology that changes society, economy and helps support
work. Examples of applications using Al systems include social
networks, unmanned vehicles, chatbots, voice assistants,
internet search engines, robot operators, etc. These systems can
be installed and embedded into devices or as a type of program
that can be installed later. The amazing ability of Al helps to
change the way of life of people in society through modern
technology devices [43].

Nowadays, Al has been applied in education management to
analyze work systems, predict behavior of personnel within the
organization, analyze learning behavior and evaluate learners'
learning. It is used as a public relations agent to provide
information and answer questions automatically instead of
personnel or staff, Moreover, Al is used to analyze data in
research and human resource management (HRM) [44]. For
communication systems and network efficiency improvements
in the 5G era, including IoT, Al is used to help analyze data
calculations, send, and receive data and use bandwidth with
edge computing to connect to wireless networks. It can reduce
the delay in accessing the work because the bandwidth is
limited while the number and complexity of the work in the
network are increasing rapidly. Therefore, the most efficient
method for network service providers, who must meet the
demand for urgent use according to the different rights of users
to allocate network channels according to the usage rights, is
very important. Other than that, the variety of tasks in the
network system is still too complicated to be managed.
Therefore, Al and Al algorithms are used to manage and decide
complex problems automatically [45]. From the beginning, Al
was just a concept and in the imagination of screenwriters but,
these days, these concepts and ideas have become true in
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society due to the development of advanced technology and it
has an influence on the daily lives of people. Although there are
many definitions of Al different definitions indicate that Al is
a continuous construction of machinery or technology that can
think and analyze like humans. It can think, solve problems, and
learn languages in order to create complex understanding as
well as human intelligence. Al allows many people to live their
daily lives comfortably via smart phones and modern
technology devices, which are installed as intelligent systems
embedded in those modern technology devices, including work
programs of various computer systems. Al quickly solves
complex problems for humans. It is capable of diagnosing,
treating, surgery and caring for human health or even knowing
and recognizing problems and then being able to create
guidelines for appropriate solutions. In addition, it makes
things, which are difficult or dangerous, easy, and safe for
humans. Therefore, Al has rapidly developed and expanded the
scope of business and industry applications, including the use
of organizations in the government sector, and it is part of
important government policies for use in the drive for national
development, by using the intelligence of machinery and robots
that can learn about work in depth [46].

E. Smart Education Management

Smart education management uses modern technology in
enterprise management, such as [oT and cloud computing. Big
data and Al applications technologies are the cornerstones of a
smart education management model designed to meet the needs
of users in a sustainable environment with the nature of the
organization. To achieve this goal, each component must be
involved in a joint operation and focus on the use of IoT through
a signal detection device and automatically interact with users.
That interaction occurs directly between the device and the
user. Data will be sent to cloud computing to process and
respond to usage commands [47]. The development of
education with the application of IoT will increase efficiency
and support a smart higher education institution. The key step
in system development is the analysis of the organization
architecture and system design that brings IoT into use to
manage the organization's infrastructure system [48]. Smart
education management is a type of management and learning
environment that combines operations with services based on
the internet and through various technology applications. For
example, cloud computing and network technology can be used
to connect and integrate human operations with machine
equipment. Management of the school can be driven by a form
of big data to help administrators make effective decisions. The
digital platform is used to provide comprehensive information
services through a flexible and secure network to support
various tasks and uses technology to monitor the management
of the school environment. The development of wired and
wireless networks covers the area of the school, using the
integrated network distribution platform to help administrators
manage information about students, teachers, curriculum
management and education management intelligently. Students
will be able to experience online learning by being able to learn
more by themselves and choose courses to learn according to
their interests. In addition, the system can create personalized
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services that effectively respond to the needs of administrators,
personnel and all learners [49].

III. RESULT AND DISCUSSION

Based on the study of blockchain, the internet of things, fog
computing, artificial intelligence, and smart education
management, the authors used document analysis and the
synthesis of relevant keywords. See Table 1.

Table 1. Synthesis of keywords

No. Keyword References

1 Blockchain [91[10] [11][12][13]
[14] [15][16] [17]
[18] [19] [20] [21]

2 Internet of Things (IoT) [22] 23] [24] [25]
[26] [27] [28] [29]
[30][31]

3 Fog Computing [321133]1[34] [35]
[36] [37] [38]

4 Artificial Intelligence (AI)  [39] [40] [41] [42]
[43] [44] [45] [46]

5 Smart Education [47] [48] [49] [50]

Management [511[52][53] [54]

[55]

The author summarized and presented interesting examples
of articles and research in educational development in order to
move towards smart education management as follows.

1. Smart Campus based on IoT Technology [50]. The main
objective of this research is to experience success in smart
management and services on campus by applying IoT to
organization management and learning by providing access to
external learning facilities. This research provides
recommendations and presents the results of current research
analysis of smart campuses and compares the complexities of
data integration of traditional campus services with smart
genres. After the analysis of the situation data was completed,
the researchers designed an algorithm to provide services for
the smart campus and an algorithm based on data which, in turn,
was based on previous research in the situational framework for
smart campuses. When compared to traditional campus
platforms, it found that smart campuses were able to manage
information more efficiently than a facilitating service. It is the
development of management styles on the campus to be faster.

2. The model of the university's intelligent campus
development was enabled through IoT technology [51]. It
presents a combination of IoT in education, a form of
communication through the internet between controllers for
signal detection equipment and physical devices and proposes
guidelines for using modern technology. In order to change the
style of education of the university at a high level by integrating
various devices with the wearable signal technology through
Cloud Computing, IoT will be able to configure a variety of
parameters for university management. It will be able to
promote the opportunity to develop into a smart organization.
This research focuses on the creation of the smart classroom
and smart parking systems, as well as the development of smart
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education using IoT and cloud computing.

3. The Smart University and the use of computers that
emphasize university services [52]. This research presents
technological changes that are catalysts for reform of traditional
universities. When talking about the promotion of artificial
intelligence (AI) and smart learning platforms in MOOC:s, it
was mentioned about traditional universities that have used
human expertise for a long time. There must be a change in the
operation of the university at a high level to change according
to evolution and social progress. For these reasons, there has
been a push for the transition to a university into a smart
university system (SUS), which is in line with the emergence of
the smart city and the development of information technology
infrastructure. This paper presents an examination of the role
and participation of service-oriented computing (SOC) in order
to determine the details of the smart university for providing
smart services to all the university's stakeholders and in the field
of self-access online education according to the concept of
service that is a key component of the smart university system.

4. Examining academic credits and issuing education
certificates in the Brazilian educational system [53]. It has been
proposed that, at present, the Brazilian educational system
occurs in a semi-use and non-computerized manner to store
information for qualification certificates in the education
system. Digital storage is more secure, and it can reduce the
burden of checking or searching for documents. It can save
storage space and can reduce the risk of loss and reduce the
chances of forgery. Therefore, there must be a transparent and
reliable process for all parties involved to solve problems. This
article presents suggestions and procedures for digitizing
Brazilian higher education qualifications by presenting
transparent models based on Blockchain technology. The
institution will process student enrollment and record credits for
learned courses using the Blockchain and allow access to
information to be public for agencies within Brazil. It allows
students to save information on trusted and certified
qualifications from educational institutions and a copy of the
historical data distribution account with encryption to be safely
public.

5. Review about the development of a smart education
system [54]. It presented the essence about smart educational
management, that it is a process that uses modernization of
information technology to reform and develop education in
areas such as education management, teaching and educational
research. It emphasizes that education is the foundation of
national development. Therefore, it is very important to change
the concepts and forms of education in the past by reforming
education and improving the quality of education with
innovation and using modern information technology to
manage and present a guideline for smart education in China. It
is an important form of education development in the era of
technology changing education systems. It consists of 1) Smart
Campus, it is the creation of a genius digital campus, with the
characteristics of a genius campus consisting of five important
points: (1) fast and widespread broadband internet access, (2)
real-time and comprehensive smart environment usage, (3)
integration of business applications and intellectual technology,
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(4) big data analysis with smart systems, (5) intelligent and
friendly service and convenient for individual use. 2) Intelligent
tutoring system (ITS). It is a software system that promotes
appropriate teaching strategies based on the knowledge,
understanding and skill levels of learners. 3) Big data in
education (BDE). It is an analysis of all behavioral data
received by students. It is an activity log for daily analysis based
on steps and situations. It is student behavior data obtained from
online learning platforms and digital curriculum management
platforms. 4) Knowledge graph. It is a representation of a
structural knowledge database to explain physical relationships
in the form of symbols. It can link knowledge from questions
and gather relevant information. It makes computers more
efficient in analyzing data and can advise users wisely. 5)
Educational robot. It is important technology for robots for
education, including artificial intelligence, voice recognition
and bionics. There are currently seven directions for robotics
research for education, including facial features, hearing ability,
human language ability, speaking ability, vision ability,
emotions and feelings and the ability to interact naturally.
Problems in integrating robotics for education have four areas:
lack of platform, simple curriculum management, lack of
interesting learning content design, lack of linking learning with
real working conditions and the lack of research related to
robotics in educational applications. Developing robots for
education in the future needs to start from a realistic
perspective. There must be good strategic planning and
expansion of the application to support all platforms. There is a
need to set clear goals for robotics development for education.
6) Virtual teachers: the advancement of technology in the 21%
century is widely applied to virtual reality technology and
human virtual technology in education or continuously
developing virtual teachers. Creating a three-dimensional
virtual teacher with realistic images and with cheerful
expressions by simulating movement, expression, and the
teaching process of real teachers in a three-dimensional virtual
learning environment can be created by computers. Currently,
intelligent virtual teacher systems include the three-
dimensional virtual teacher system and the dialogue in the
language of the virtual teacher system. Key technologies used
include Intelligent Agent technology, virtual display
technology, virtual human technology, speech synthesis
technology and natural language processing. Virtual teachers
have various behavioral expressions and realistic emotional
expressions. Therefore, the important thing in creating a virtual
teacher is to develop awareness of the changes in the
surrounding environment and develop virtual teachers to mimic
the teaching behavior of real teachers intelligently. 7)
Personalized education: the modernization of educational
resources provides learners with access to a variety of personal
learning resources. The development of cloud computing for
education increases the flexibility of the learning space and the
virtual learning community. It can meet the needs of distant
learners to be able to continually cooperate and communicate
with each other. The online learning model helps to keep track
of learning outcomes, record and analyze learner data and
diagnose personal learning precisely. The development of
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personalized education in the 21st century will add value and
accumulate educational information and create lifelong
learning options for learners.

6. Smart vocational college: A case study of Dalian
vocational college [55]. The basic conceptual framework is
developed into a smart campus in four steps: 1) improving the
infrastructure for high-speed technology networks by using IoT
to create a stable and comprehensive network environment. 2)
Data source development by using Big Data Analysis to design
resource management systems and improved work efficiency.
3) Smart application development and service model,
consisting of (1) Smart learning for students and instructors
using collaboration from Netease Cloud Classroom and MOOC
of Chinese university and, in the application, can add teaching
information such as lessons, audio, video and other materials
based on traditional learning basics. It helps teachers create
standardized courses and manage classes using modern
technology with a networked learning platform. Students can
interact with the instructor from a distance at any time. The
cloud classroom can create discussion groups and define
discussion points for communication between students. (2)
Smart life for learners, instructors, and staff by improving the
authentication system with fingerprint authentication and facial
recognition platforms for use in various colleges. Therefore, ID
cards, fingerprints and faces can be used for identification in
attendance, operations, food purchases and other activities. (3)
Smart Research for teachers and staff by using digital platforms
to assist personnel in research to reduce paper use and to use
smart technology to analyze research data and search data and
adjust the systems and steps in the research process to be in the
form of online systems. (4) Smart Management for organization
executives using basic infrastructure technology to manage
work systems, manage finances and budgets using online
document systems to support teaching and learning services
with smart digital systems. (5) Smart decision for mid-level
executives to use for communication and data analysis for
decision making, receiving orders, and transferring and driving
operations through cloud computing. (6) Smart sharing for
learners, instructors, and external organizations, such as
providing information and online consultation, sharing open
learning resources through digital platforms and websites. (7)
Smart school-enterprise cooperation for organizations, learners
and external establishments using digital platforms as a channel
of communication and designing collaborative work practices
online. 4) Maintenance and security systems, high-speed
network usage and intelligent alarm systems, keeping student
data and server computers safe, especially financial data,
registration, and certificates of student qualifications.

From the synthesis of relevant information, the author
summarizes and designs it as a picture to show an overview of
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the relationships of the blockchain-based model, the internet of
things and the mist processing to manage education wisely
(Smart) as shown in the figure 1, It shows the concept of
educational management design using blockchain as the center
of the education system to save and store encrypted account
information distributed and categorized according to the scope
of the school in five areas as follows 1) Smart learners and
teachers by developing a digital platform to record instructor
information, learners, learning management and transcripts
with blockchain. 2) Smart academic and research by developing
digital platforms to help with academic operations, academic
services, and research of personnel to reduce the use of paper
and use smart technology to help analyze academic data
courses. Research and data search and adjusting the operational
process to be digitized and collect academic and research data
with blockchain. 3) Smart management, using infrastructure
technology to manage work systems, manage finances and
budgets and make decisions based on big data analysis. To use
online-based management to help save the necessary budgets,
such as reducing energy consumption with IoT structure, video
conferencing and storing transparent corporate management
data with blockchain by using digital technology strategies to
support teaching and learning and various services. 4) Smart
services and supported services, the development of an open-
source learning resource management service through a
blockchain encryption account to provide information, answer
questions or provide automated consultation through a variety
of communication formats. 5) Smart tools and infrastructures,
the development of digital technology infrastructure and tools
necessary for managing and maintaining security within the
organization with IoT and using blockchain to check
permission for access to various infrastructures. Fog computing
is used as an intermediary connecting data processing with big
data on cloud computing to help stable and fast communication
and access to various systems based on 5G technology. IoT
structure can control the operation from smart phones and
various devices by installing signal detection equipment within
the equipment of the organization's infrastructure so that it can
control automatically. It should also be environmentally
friendly, safe and can save energy. Therefore, blockchain, the
internet of things and fog computing for smart education, based
on this concept and conclusion, divides the system under IoT
infrastructure into four levels, which are 1) The physical layer
consisting of the scope of the work system in the organization
in all five areas, 2) The blockchain layer, which works
according to the form and structure of the blockchain. 3) The
fog layer which is the processing and storage of data according
to the standards of fog computing. It is an intermediary for
connecting the processing with cloud computing. 4) Cloud
layer.
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Iv.

Smart education management is a form of educational
management that uses digital technology to help manage the
infrastructure to enable resource management, strategic
planning management and development of modern teaching
styles along with digital platforms. Smart educational
management, by applying blockchain, IoT and fog computing,
can apply modern technology in modern times to be used as an
educational development infrastructure and educational
innovation. Blockchain is used for recording and storing
various consensus-based data sharing within educational
institutions. It will be able to build reliable data management in
all departments. It can reduce fraud and be able to examine
information transparently, especially in matters relating to
finance and budgets, procurement of durable goods and
educational quality assurance work. In terms of the academic
work and research, it can be used to develop teaching and
learning on the digital platform, store information about a
learner’s history, educational history in different classes,
registration information, participation in the curriculum and
institutional activities, academic achievement and the education
certificate. Blockchain is the center of the education system so
students can save their educational history, as approved by the
school and their results and can publish with an encrypted
account which is a system that is safe and has a process to check
the accuracy from the institution. Employers or entrepreneurs
can access and check the information of each student.
Developing infrastructure with IoT and fog computing can
create intelligent educational environments to meet the needs of

CONCLUSION
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all kinds of devices for the management of personnel, It can
help to support and respond quickly to questions about the use
of all types of equipment for real-time management of
executives, personnel and students, as well as creating new
work and learning, can organize and share resources for work
and learning together to access the organization from outside
anywhere and at any time. They will be able to communicate
and collaborate more effectively. It connects the CCTV inside
the building to detect abnormalities and security by automatic
control and operation via a smartphone. It connects signal
detection equipment to analyze environmental conditions and
control energy efficiency appropriately. In addition, it can
support online real-time education and allow learners to
connect and access remote learning systems conveniently and
quickly. It can help reduce travel costs and can create new work
and learning styles that can help solve dangerous epidemics,
such as the COVID-19 situation, or can solve emerging
emergency situations in the future by working and learning
from home. In terms of artificial intelligence, Al is developed
and designed to be installed and embedded within all modern
technology equipment, including programs or online
processing that automatically respond to work. It is the use of
artificial neural systems in technology and devices that can
develop educational management intelligently, it can analyze
work systems, predict behavior of personnel within the
organization, analyze learning behavior and evaluate learners'
learning, can analyze the work to reduce errors and can be used
to promote learners' learning in various digital platforms. In
addition, it is used as an agent for public relations to provide
information, answer questions or give recommendations that
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are correct and appropriate automatically. The researchers
believe that the documentary research that synthesizes the
relevant keywords will lead to the architectural concepts. This
will be a crucial idea used in the future experimental research,
which might use blockchain, Internet of things (IoT), and Fog
computing to smartly develop and upgrade the educational
management. Also, the research in the future should use more
big data to thoroughly run the studies and to be able to
effectively follow up the educational success.
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