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The Binary Operations Calculus in E j,

Abdelhamid Tadmori, Abdelhakim Chillali, M'hammed Ziane

Abstract— In this work, we study the elliptic curve over the ring
F,a[€]; €2 = 0; where d is a positive integer. More precisely in
cryptography applications, we will give many various explicit
formulas describing the binary operations calculus in E, ;, . .

The motivation for this work came from the observation that several
practical discrete logarithm-based cryptosystems, such as EIGamal,
the Elliptic Curve Cryptosystems.

Keywords— Elliptic Curves, Finite Ring, Cryptography..

. INTRODUCTION
LET d be an integer, we consider the quotient ring
F_alX
A=22 \here Fq is the finite field

(x2)
of order 2¢. Then the ring A is identified to the ring F,a[€]
with €2 = 0; ie: A={ apt a;. €| ag; a; €F,a}, See, [3]
and, [5]. We consider the elliptic curve over the ring A which
is given by equation Y2Z + cXYZ = X3 + aX?Z +
bZ3.where a, b, c are in A and c®b is inv ertible in A ; but we
can take c =1; see, [4].
Notation
Leta, b € A such that b is invertible in A and ¢ = 1: So, We
denote the elliptic curve over A by E, , (4) and we write:
Eup(A)={[X:Y:Z]€P,(A) |Y?Z + XYZ = X* + aX?Z +
bZ3} if by € F,a\{0}and a, € F,a, we also write:
Egypy(Fya) ={[X:Y :Z] € Py(F,a) [Y?Z + XYZ = X° +
agX?Z + byZ%}.

Il. CLSSIFICATION OF ELEMENTS OF E, ,(4)

Let [X:Y :Z] € E, ,(A), where X, Y and Z are in A. We
have two cases for Z:
* Z invertible: then [X : Y : Z] = [XZ~1:Y Z71: 1]; hence
we take just [X:VY:1].
* Znon invertible: So Z = z, ¢; see [3] in this cases we have
two cases for Y.
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Y invertible: Then [X:Y :Z]=[XY"1:1:2v1];
so we just take [X :1: z, €], then is verified the equation of
E p(A):Y2Z + XYZ = X3 + aX?Z + bZ3.
SO We can write:

a=ay+ae
b=by+ be
X=xq + x41€
We have: z,s + (xg + x18). 216 = (xg + x,6)% + (ao +
a,8). (xg + x,8)?. 2,6 + (by + b1€). 2,33
Which implies that :
716 + XoZ1€ = x> + (Xo2x1 + agxo22;)e
Then :
(21 + x021)€ = %03 + (x%0%%; + apx22,)e
Since, (1, &) is a base of the vector space A over [F,athen
Xo = 0,50 X =x;,eand z,& = 0 (ie z; = 0) hence
[X:1: ze] =[x, :1:0].

Y non invertible: then we have ; Y = y,&; so

X = xy + x,¢€ is invertible so we take ;
[X:Y:Z]~[1:y,e:z1¢] thus, 1 + a.z,e = 0;ie 1 + agz,6 =0
which is absurd.

Proposition 1: Every element of E, ,(A4), is of the form
[X:Y:1] or [xe:1:0] ; where x € F,a and we write

E p(A) ={[X:Y:11€P,(A) [Y> + XY = X3+ aX? + b}U
{[xe: 1: 0]|x € Fya }

I1l. EXPLICIT FORMULAS

We consider the canonical projection m defined by :
m: Fale] = Fya
Xo + X1 — X
We have 1 is a morphism of ring.

* Let m, the mapping defined by :

TTy! Ea,b(A) - an,bo(led)
[X:V:Z] — [r(X):m(Y): m(2)]

The mapping m,is a surjective homomorphism of groups.

Theorem 1 :
® If 1,(P) = m,(Q) then :



INTERNATIONAL JOURNAL OF MATHEMATICAL MODELS AND METHODS IN APPLIED SCIENCES

X3 = X, Y, Yo% + X, Y12, + X,7Y, 2 4 X, X,%Y; + a X %X, Y,
+aX;X,%Y; +a X, °X,2 + b X, Y, Z,% + b X,Y,Z,2
+b X,2Z,% +bY¥,Z,%Z, + b ¥,2,°Z, + b X,7,°Z,

Ys = Y;2Y,2 + X,Y,%Y, + a X, X,2Y; + a? X, %X,?
+b X,2X,Z, + b X; X,%Z; + b X,Y,Z,”
+b X;%Z,% + ab X,%Z,% + b Y, Z,°Z, + b X,Z,°Z,
+ ab X, Z,%Z, + ab X,Z,%Z, +b%Z,%Z,*

Zs = X:2X,Y, + X, X0 4+ Y2V, 7, 4+ Y Yo% 7, 4 X, 2X,2
+X,Y,%Z, + X12Y,Z, + a X,%Y,Z, +a X,%Y,Z,
+X:%X,Z, +a X;X,%Z; +bY,Z,%Z, + b Y,Z,%Z,
+b X,Z,%Z,

® If m,(P) # m,(Q) then :

X, = X, Y27, + X,Y,%Z, + X, 2,7, + X,%Y,Z,
+a X,%X,Z, + a X;X,%Z; + b X,Z,%Z, + b X,Z,%Z,

Ys = Xi2X,Y, + XiXo2Y, + Y, 2YoZ, + Y, Yo% 7, + X, 2Y,Z,
+X,2Y,Z, +a X,%Y,Z, + aX,2Y,Z, +a X,2X,Z,
+a X;X,%Z, + b Y,Z,%Z; + b¥,7,%Z, + b X,Z,°Z,
+b X,7,%Z,

Zs = Xi°X,Z, + XX,% 72 +Y,%2,% + Y, 27,2 + X, Y, 2,7
+X,Y,Z,% +a X;%Z,% + a X,%Z,”

Proof : Using the explicit formulas in W.Bosma and
H.Lenstras article see, [13] we prove the theorem.

IV. MAINRESULTS

1. Procedures:
The following Maple procedure will help us to
calculate, expressively the sum of two
points in the elliptic curve E, ,(A4).

® The f,procedure
This procedure computes the sum of two points of E, ,(A)
which verify the condition (1) in the theorem.

>fq:=proc(P,Q, a, b)

local x1,y1,z1,x2,y2,22;

x1:=P[1];y1:=P[2];z1:=P[3]; x2:=Q[1];y2:=Q[2];z2:=Q[3];
expand([y1*y2/2*x1+y1/2*y2*x2+x2\2*y1"2+x1*x2"2*y1+
a*XIN2*X2*y2+a* X 1* X2\ 2*y1+a* X1 2* X2/ 2+b*x1*22/"2*y1
+h*x2*z21M2*y2+h*X 17 2* 22"\ 2+21* 22" 2*b*y1+7172*22*b*y
2+x1*z1*722"\2*D,

YAN2*Y2N2+X 2%y 12>y 2+a* X1 * X2/ 2*y 1+a2* X 1" 2* X2 2 +b*
XAN2*x2*Z22+b*X1*x2/2*z1+b*y1*Z22"2*x1+x1"\2*22"2*h+a
*p*x212* 21N 2+y1*71*72/2*b+x1*21*22"2*b+x1*21*22""2*a
*b+x2*z172*z22*a*b+b"2*721"2*72/2,

XIN2*X2*y2+X 1 X2 2%y 1+y 17 2*y2* 72 +y1*y2/2* 71+ X 1" 2*X
2N 2+y1N2*72* X2+ X1 2*y2* 22 +a* X 1\ 2*y2* 22 +a* X2\ 2*y1*z
1+XAN2*X2*22+a* X1 *Xx2"2* 21 +b*21*722/"2*y1+b*721"2*22*y
2+b*z1*z2"2*x1] mod 2);
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end:

® The f,procedure
This procedure computes the sum of two points of E, ,(A4)
which verify the condition (2) in the theorem.

>f,:= proc(P,Q, a, b)

local x1,y1,21,x2,y2,22;

x1:=P[1];y1:=P[2];21:=P[3]; x2:=Q[1];y2:=Q[2];z2:=Q[3];
expand([x1*y2/2*z1+x2*y172*72+x 1" 2*y2*72+x2"2*y1*71
+a*X1N2*X2*22+a*X1*¥x2"2* 21 +b*21*722/2* X1 +b*21"2*72*X
2,
XIN2*X2*y2+X1*X2M2*y1+y 17 2*y2* 724y 1*y2/2* 71+X1"2*y
2%72+x27N2*y1*z1+a*x1"2*y2*z72+a*x2"2*y1*z1+a*x1"2*X
2*%72+a*X1*x2"2*z1+b*z1*22"2*y1+b*z1"2*722*y2+b*21*72
A2*x1+b*z172*22*X2,
XIN2*X2*722+X1* X212 2 1 +y1N2* 722"\ 2+y 2" 2* 2 1" 2+X1* 22"\ 2*
y1+x2*7172*y2+a*x1/2*72"2+a*x2"2*z1"2] mod 2); end:

® The fyprocedure
This procedure gives the image of an element of the ring
A by the canonical projection 7 defined above.

f3:=proc(X)
coeff(X, epsilon, 0); end:

® The somme procedure
This procedure computes the sum of two points chosen
arbitraily in E, ; (A), by using the procedures f4, f, and f3

>somme:=proc(P,Q, a, b)

if ([f3 (P[1D.f3 (P[2]).f3 (P[3DI=[f3 (Q[LD.f3 (QI2]).f3
(QI3DD

then £, (P, Q, a, b)

else f, (P, Q, a, b)

end if;
end:

2. Binary operation

Leta =ay + a.&, b = by + bye.

Lemma 1.

Let P = [x;&:1: 0] and Q = [ty : 1: 0] two points in E, , (A)
then :

P+Q=[(x;+t)e:1+t;e:0]

Proof : As m,(P) = m,(Q), then by applying the formula (1)
in theorem, we find the result.

Lemma 2.

Let P = [x,e:1: 0] and Q = [tg + t &: hy + hye: 1] two points
in E, ,(A), then :

P+ Q = [to+te: (x1tg? + hy)e + hy: 1 + xq€]

Proof : With the somme procedure, we find :

> P:=[x1*epsilon, 1, 0];Q:=[t0+t1*epsilon, hO+h1*epsilon, 1];
a:=a0+al*epsilon; b:=b0+b1*epsilon;
collect(somme(P,Q, a, b), epsilon)mod2:
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eval(%,epsilon”2=0):eval(%,epsilon~3=0):eval(%,epsilon*4=
0):eval(%,epsilon"5=0):eval(%,epsilon*6=0):
eval(%,epsilon*7=0):eval(%,epsilon"8=0):eval(%,epsilon"9=
0);

P:=[x,¢61,0]

Q: = [to + tlg, ho + hlg, 1]
a:=ag+a.e

b:= by + bye

P+ Q = [tottig, (x1to® + hy)e + hg, 1 + x4€]
which proves the lemma.

Lemmas.

Let P =[xy + x,&: y,€:1] and Q = [xq + ty&: hye: 1] two
points in E, ,(A) then:
P+ Q = [(hiaoxo® + y1a0%0® + ayxp* + y1boxo +
hiboxg + y1%03 + x1bg + hybg +b1x0% + y by + xoby ) e
+bhxo? + agxe* + xobo: (x1a0by + a;boxe? + x1by +
agbixg? +  boxo?xy + xoby + y1bo + yia0%,3 + tiaghy +
y1boxo + boxo2ty + x02by)e + xo2bg + agboxo? + by® +
Xobo + ag?xp*: (a1%03 + hyxo? + agx1x9? + V1a9x0?
thyagxe? + hyxo® + x9%t; + boxy + y1bg + byxg + V1%0°
+hibo)e + agxe® + xo* + %03 + boxo]

Proof : With the somme procedure we find :

> P:=[x0+x1*epsilon, y1*epsilon, 1];Q:=[x0+t1*epsilon,
h1*epsilon, 1];

collect(somme(P, Q, a, b,), epsilon) mod 2:
eval(%,epsilon”2=0):eval (%,epsilon*3=0):
eval(%,epsilon*4=0):eval(%,epsilon"5=0):
eval(%,epsilon”6=0);

P:=[xq + x1€, y1&, 1]

Q: = [xo + ti€, hqig 1]

P+ Q = [(hyagxo® + y1a0X0> + ayxo* + y1boxo +
hiboxg + y1%03 + x1bg + hibg +b1x0% + y1 by + xob; ) e
+bhoxo? + agxo* + xobg, (x1a0bg + a;boxe? + x1by +
aghixg® +  boxo?xy + xoby + y1bo + y1apxe3 + tiaghy +
y1boxo + boxo?t; + x02by)e + x02bg + aghoxo? + by® +
Xobo + ag?xo*, (a1x03 + hyxo? + agx1x0% + y1a0%02
+hiagxe? + hixe® + x0%t; + boxy + y1bg + by X,

+y1%03 + hybg)e + agxo® + xo* + 03 + byxo]

Which gives the result.
Lemma4.

Let P =[xy + x1&: yo+yi€: 1] and Q = [xo + t & hye: 1]
two points in E, , (A), where y, # 0 Then :
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P+ Q = [(apxe?t; + agxo?x; + x02y1 + hyxo? + boty
+t1Y0% + box1)e + x0%Yo + X001 (Xo* X1 Yo + X0 Y1
+y1%0% + hyagxe? + yiaxe% + hibg + agx; %% + boty
+hixo® + byyo + hixe? + a1x0%ye + boxy + V1bg + agxots
+hiyo®)e + agxo®yo + %0°Yo + boYo + Xo> Yo

(x0°x1 + hiXo + X%ty + Xoy1 + X1Y0)€ + %Yo + Vo]

Proof : With the somme procedure we find :

> P:=[x0+x1*epsilon, yO+yl*epsilon, 1];Q:=[x0+t1*epsilon,
h1l*epsilon, 1];

collect(somme(P,Q, a, b,),epsilon) mod2:eval(%,epsilon*2=0):
eval(%,epsilon”*3=0):eval(%,epsilon*4=0):eval(%,epsilon*5=
0):eval(%,epsilon”*6=0);

P:=[xg + x16, yot+y16 1]
Q: = [XO + tlg, hlg, 1]

P+ Q = [(apxo?t; + agxo?xy + xo2y1 + hyxo? + byty
+t1Y0% + boX1)e + X0y + X0¥o?,

(X02x1Y0 + X0 y1 + ¥1X0> + hyiagXo® + ¥1a9Xe* + hybg
+agx;x9% + boty + hyxo® + byye + hyxo? + a1%0%y + boxy
+y1bo + agxo’t; + hl)’oz)g + aoXo?Yo + %0°Yo + boYo
+x0°Yo, (xole + hixo + X%ty + Xy, + X1Y0)€ + XoYo
+¥o?]

Which gives the result.

Lemmab.

Let P =[xy + x1&: yo+y,6:1];

Q = [xo + ty&: yp+hye:1] two points of E,;(A), where

Yo # 0, then :
P+ Q = [(71x0> + h1aoxo® + y1a0x0° + a;1x0* + y1boXo
+hiboxg + byxo% + y1bg + hybg + xgby + x1by + Vo324
+y03ts + Yo’ xo + ¥1¥0°Xo + boX1Yo + bot1Yo + X1X0% Y0
+apxo2t1 Vo + AoXo2X1V0)E + boxe? + apgxe* + xoby
+x03y0 + x02y0%: (boxo?ty + boxo?xy + x0%by +
aogb1xo? + a;bgx? + y1by + xoby + x1by + Via0%0°3
+y1boXo + X1a0bg + t1aobg + t1yo® + yoby + X0¥o*hy
+a1%0°yo + boYox1 + b1YoXo + agX1X0%Yo)E + aoXo> Yo
+y0t + x0¥03 + Vobo + xobo + by® + aghyx,?
+ay?xy* + x0%by + boyoxo: (h1xe3 + agx,x0% + a;x,° +
boxy + bixg + hyxo? + hyaoxe? + V1a0%e% + X2ty + y1%,°
+y1bo + hibg + Xo*t1 Yo + Xo°X1 Yo + h1Yo® + ¥1Y0°
+t1V02)E + X0Vo? + X0t + agxo® + x02y0 + boxo + x0°]

Proof : With the somme procedure we find :
> P:=[x0+x1*epsilon, yO+yl*epsilon, 1];Q:=[x0+t1*epsilon,
yO+h1*epsilon,1];
collect(somme(P,Q, a, b,),epsilon) mod2:eval(%,epsilon2=0):
eval(%,epsilon*3=0):eval(%,epsilon"4=0):
eval(%,epsilon*5=0):eval(%,epsilon"6=0);

P:=[xq + x18 yo+y,€: 1]

Q:=[xo + ti&: yo+hie:1]
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P+ Q = [(y1%0® + hyaoxo® + y1a0x0° + a1 x0* + y1boxo
+hyboxg + byxo? + y1bg + hibg + xgby + x1by + Vo321
+y0>t1 + hiYo?xo + y1Y0%Xo + box1 Yo + bot1 Yo + X1%0%Yo
+ayx?t Vo + AgXo?X1Yo)E + boxo? + agxo*

+x0by + %03Vo + %02V02, (Boxo?ty + boxo?x, + x9%by +
agbix0? + a;byxo? + y1bg + xoby + x1bg + y1apx,>
+y1boXo + X1a0bg + tiaghg + t1Yo® + Yoby + X0Yo?hy
+a1%0%yo + boYoX1 + b1YoXo + AoX1%0°Yo)€ + agXo>Yo
+y0* + %0Y03 + Yobo + xobo + bo® + aghyx,?

tag?xy* + x02bg + boYoxo, (hixo® + agx xe% + a;xy3 +
boxy + byxg + hyxo? + hyagxe? + y1aexe? + %02t + y1%4°
+Y1bo + hyby + X%t Yo + X% X1 Yo + My Yo® + ¥1¥0?
+t1902)e + x0V0? + x0* + agxo® + %02y + boxo + %3]

This gives the result.

Lemmas.

Let P = [xo + x1&: yo+yi€:1];

Q = [ty + ty&: ho+hye:1] two points in E, , (A), where

Xo # to, OF Yo # hg, then :
P+ Q = [(to®y1 + hixo? + agxo?t; + agxo’ty + agx,te?
+a;xoto? + bixg + byt + boxy + boty + t1 Vo2 + x1ho)e
+x02hy + to2y + apxo>ty + apXoto? + boxe + xoho”
+toyo? + boto: (gXe?t; + boxy + byxy + hyxy?
+hyagxo? + y1bg + hibg + bty + hyvo? + biyo + viho® +
bihy + xotohy + xo%t1hg + Xoto®ys + X1t%Yo + to* Y1
taixo2hy + agte®yy + aite?ye + bity + a1xp%ty + agx;ty?
tayxoto?)e + to?Vo + boxo + Xoto2Vo + Xo2hg + Xo2tohy
+agxo2ty + agxoto? + boYo + Yoho + boto + boho
+Y02ho + Qoto?Yo + ApXo?ho: (Xo2ty + tihy + a;xe% +

tohy + x1t0% + artg? + XYy + X1Y0)E + Apto? + tohg + Vo2

2
+XoYo + Xo2to + Xoto? + ho + apx, |

Proof : With the somme procedure we find .

> P:=[x0+x1*epsilon, yO+yl*epsilon, 1];Q:=[t0+t1*epsilon,
hO+h1*epsilon, 1];

collect(somme(P,Q, a, b,), epsilon) mod 2:
eval(%,epsilon”2=0):eval(%,epsilon*3=0):
eval(%,epsilon™4=0):eval(%,epsilon~5=0):eval(%,epsilon"6=
0);

P = [xq + x1&, yo+y16 1]

Q = [to + tlg, h0+h1€, 1]

P+ Q = [(to®y; + hyxo? + agxo?ty + ayxy2ty + agx ty?
+a;Xoto? + bixo + byty + boxy + bty + t1Yo? + x1hoP)e
+x02hy + to2ye + apxo>ty + apXoto? + boxe + xoho®
+toyo? + boto, (Agxo?ty + boxy + byxg + hyxy?

+hyagxe? 4 y1bg + hibg + bty + hyve? + biyo + viho® +
bihy + xotohy + xo%t1hg + Xoto®ys + X1t%Yo + to* Y1
taixy2hy + agte®yy + aite?y, + bity + ax’to

tagx;to? + a;xote?)e + to2yo + boxo + Xoto?Vo + Xo2hg
+x02tohy + agxo®ty + apxote? + boYo + Yoho + boto
+boho + ¥o2ho + agte®yo + agxe®ho, (xo*t; + tihg
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tayxp? + tohy + x160% + aste? + xoy1 + X1V0)E

+agty? + tohy + Vo2 + XoYo + Xo2to + Xoto? + ho® +
2

apxo”]

Which gives the result.

V. CONCLUSION

Finally, in the field IF,q; let m is the cost of multiplying;
s is the cost of sum, and i is the cost of the reverse. Its clair
that s < m < i; we neglect the cost of the reverse and that his
comparison. We have the following table:

Table 1:
Cost Cost of sum Cost of
multiplying
Theorem- casel 127 x s 515 xm
Theorem- case2 90 X s 340 xm
Lemmal 1xs 0xm
Lemma2 1xs 2Xm
Lemma3 41xs 103 xm
Lemma4 30xs 71Xm
Lemma5 71Xs 187 X m
Lemma6 68 X s 146 x m

174

® Graphic interpretation

H Cost of sum

M Cost of
multiplying
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Cost of
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® Result:

After these graphs, we see that the cost of sum and the cost
of Multiplying of lemmas are less weak than those of
theorem. Hence the time complexity of lemmas is lower than

the

time complexity of theorem; which shows the necessity

of these lemmas.
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