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Abstract— This paper presents a dual method: 1) to specify both
dynamic properties, such as operational requirements, and static
properties, such as safety requirements, of IoT systems, whose
services are distributed over a geographical space and are mobile over
the space in time, and 2) verify the validation of the static properties
over the dynamic properties. Firstly, the dynamic properties are
specified with a process algebra, called 8-Calculus, and the static
properties are specified a first-order logic, called GTS Logic. Secondly,
once specifications are done, the static properties are verified for its
validity over the dynamic properties. For example, safety requirements
are verified to see its validity over operational requirements by
checking whether or not the safety requirements are satisfied for all the
possible simulation cases of the operational requirements. In order to
demonstrate the feasibility of the method, a tool, namely SAVE, is
developed on a meta-modeling platform, namely ADOxx. The method
and the tool can be considered one of the most innovative approaches
to model the 10T systems.
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I. INTRODUCTION

There are strong needs for formal methods to model loT
systems [1]. However the most of methods provide capability
to model either static properties or dynamic properties, not both.
Therefore it is desirable to model both dynamic and static
properties, and to verify the validity of the static properties over
the dynamic properties for 10T [2].

This paper presents a new method to specify 10T systems
with both dynamic properties, such as, operational
requirements, and static properties, such as, safety requirements,
and to verify the validity of the static properties over the
dynamic properties, such as, the validity of safety requirements
over the operational requirements, as follows:

1) Specifications:

i) Operational requirements as dynamic properties: These
requirements are specified with a process algebra,
called §-Calculus [3]. The calculus is designed to
specify DMRTS, applicable to 10T systems.

ii) Safety requirements as static properties;: These
requirements are specified with a first order logic,
called GTS(Geo-Temporal Space) Logic [4]. The logic
is designed to reason geo-temporal properties of
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processes and their interactions on a specific

geographical space for DMRTS, applicable to 1oT.

2) Verification: In order to verify the safety requirements
for the dynamic requirements, it is necessary to generate
all the possible execution cases for simulation. It is
accomplished as follows:

i)  Simulation:

i. Execution model: A visual execution model is
generated for the operational specification. It contains
all the possible cases for execution.

ii. Simulation: It simulates each individual case in the
execution model. It represents the results of the
simulation in a GTS block diagram, which will be
input to Verifier for verification.

ii) Verification: It verifies visually on the GTS block
diagrams for the safety requirements in GTS Logic. The
results of the verification will be displayed directly and
visually on the diagrams.

The approach will be demonstrated in a tool, called, SAVE
(Specification, Analysis, Verification and Evaluation) [4],
which is developed on the ADOxx meta-modeling platform [5],
with an example, for the feasibility of the method.

The method can be considered as one of the innovative
methods to model loT systems to specify both static and
dynamic properties of the systems, as well as to verify the
validity of static properties over the dynamic properties.

The organization of the paper is as follows. Section 2, 3 and 4
describes §-Calculus, Execution Model and GTS Logic,
respectively. Section 5 demonstrates the method on SAVE with
a PBC (Producer-Buffer-Consumer) example. Finally
conclusions will be made with future research.

1. OPERATIONAL SPECIFICATION

A.5-Calculus

d-Calculus is a process algebra to model the behavior of
processes by defining distribution of processes on a
geographical space and their actions, especially movements in
time and with priority.

[Definition 1] (8-Calculus)
d-Calculus is defined as a tuple 6 = (Syn,Sem, Law),
where Syn, Sem and Law are defined in Def. 2, 3 and 4,
respectively.
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[Definition 2] (Syn: Syntax of §-Calculus)

P ::=nil
| A

| Pny

| P[Q]

| P(ry)
[P+Q
[PlQ
|A-P
A=x=0

| re(Msg)
| re(msg)
| M

M ::= mf (k) P
| Pm()y
m ::=in
| out

| get
| put

//Inaction
//Action
//Priority
//Nesting
//Channel
//Choice
//Parallel
//Sequence
//Empty Action
//Send
//Receive
//Movement
//Request
//Permission
//In Movement
//Out Movement

//Get Movement
//Put Movement

[Definition 3] (Sem: Semantics of 8-Calculus)
1) Sem,: Communicaiton

Action
r(a)-P r(_az P
A
. P—>P
ChoicelL —
P+Q—>P
A
50
ChoiceR %
P+Q-Q
A
PP
ParlL —
PIQ-P'|Q
A
50
ParIR QA—Q
PIQ-P|Q
P . P’ i Q'
ParCom $
P|Q-P|Q
A
PP
NestO S —
P[Q] - P'[Q]
A
50
Nestl QAiQ
P[Q] - P[Q]
P A Pl 14— !
NestCom _)T’—Q_>Q
P[Q] - P'[Q']
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2) Semg: Movements

—_—

’

ing(k Pin(k
| p Qb FRE
n

5
Pl Q- Q[P]
out(k) Q , P out(k) ,

P P’,Q Q
Q[P]iP’ I Q

Pgett(k)Q , ~ Pget® |

P',Q Q
PIQSP[Q]

p M PR o

Out

Get

1]

Put

1)
P[Q]=P I Q
il’lg (k) Q(m) ,
m — Py
8 !
Py Il Qam) = Qe [Pry]

Ol.lt{J k) Q(m) ,
(n) (n)

1)
Q) [Py} = Ploy Il Q)
gety () Qum) _,
2 fmw
5 1
P Il Q) = Pény [Qeamy |
putf () Qm) _,

(n) > Fny

8
P [Qum ] = Py I Q)
p ing(k) Q P’ Q P in(k) Q’

’

InP

n=>m)

OutP

(n = m)

GetP

(n=m)

PutP

(n=m)

InN

8
P |l Q[R] - Q'[P’ I R]
te(k P get(k
p R Q ge()Q,

’

GetN

P[R] |l Qi P'[RI Q1]

[Definition 4] (Law: Algebraic Laws)
P+P=P
P+Q=Q+P
(P+Q+R=P+(Q+R)
PIlog="P
PIQ=QIlP
PIQIR=PIQIR)

P[@] =P Nesting(1)

R[P] + R[Q] = R[P + Q] Nesting(2)
PI(Q+R)=(PIQ + (PIlR) | Distributive(1)
(a; +ay).P=a;.P+a,.P Distributive(2)

Choice(1)
Choice(2)
Choice(3)
Parallel(1)
Parallel(2)
Parallel(3)

[Example 1] (PBC Example)

A Producer-Buffer-Consumer(PBC) Example is shown in
Fig. 1. There are five parallel processes, where R1 and R2
are in P. Here P sends non-deterministically the send R1 or
the send R2 message to B through the PB channel to inform
B to put R1 or R2 first, and puts R1 or R2 out of its space in
order. After receiving the message, B gets R1 or R2
nondeterministically, then B puts R1 and R2 out of its space
in order. Finally C gets R1 and R2 in order.
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PBC =P[R, R2]| B|C;
P ::(PB(send R1)«put R1-put R2+ PB(send R2)sput R2«put Rl)-exit;

B :=(PB(send R1)-get Rl-get R2+PB(send R2)get R2-get R1)-
put Rls put R2.exit;
C := get Rl.get R2.exit;
R1:= P put«B get+B put-C geteexit;
R2:=P put«B get+B put+C geteexit;
Fig. 1 PBC Example in 8-Calculus

B. Execution Model for §-Calculus

The execution model for 5-Calculus is based on the notion of
system state and its transition. Since the system consists of
processes, its state is defined as a set of states of its processes
with the two additional state variables: a set of inclusion
relations among processes and a global clock. In order to
control temporal synchrony of actions, two types of clocks are
defined: 1) the global clock for the system and 2) the local
clocks for each processes. The former is named as the global
clock (T) and the latter is named as local clocks (t;) for each
process P;.

[Definition 4] (Process State)
Process state is p, =(+,,t), where ., is the position just
after a, in the sequence of actions in P and ¢, is the time of
the local clock. There are two special states: start and final.

[Definition 5] (Process State Transition)

Process state transition @;.4)

is pjl#)p , where a

transition occurs from p, , to p, by an action a,, which

takes the time t; .

The transition is based on the rules defined in Def. 3. For
example, if p, =(0,0) and the first action of sending a

message on the channel ¢ in P occurs in the time 2, then

p =12 by po%pl'

[Definition 6] (Execution Model for Process)
Execution model for processes in

p—op—2>p,
a process state, which is transited to the next state after
performing an action a, in the time t,. There are two

d-calculus is

p,, Where each p, is

special states, s, and s, , for the start and final states,

respectively.

It is possible not only to have multiple transitions from one
process state, but also to one process state. And it is
possible not only to have no final state, but also to have
multiple final states. However there should be a single start
state.

[Definition 7] (System State)

System state is s, =((p,;, P+, Pyy). 1,Ci, T ) » Where each
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I, C, and t. represent the state of each process P, , a

Pji
set of the inclusion relations among processes, a set of
channels and the global time, respectively.

[Definition 8] (System State Transition)
System state transition between one system state to another

state is s, s, ,, Where i, =((r,:a,p,:a) ;). Here s,
and s;,, are system states, i{ is a synchronous interaction
between processes p, and p, with the action a of p, and
The transition is based on

the action a of p, inthetime t;.

the rules defined in the semantics of §-calculus.

[Definition 9] (System State Transition)
System execution model for &-calculus is the labelled

transition system: >S,
Each s; represents a system state, and i, does a system

b — e

S0 SZ — Sf

state transition. There are two special states, s, and s, , for
first and final states, respectively.

It is possible not only to have multiple transitions from one
system state, but also to one system state. And it is possible not
only to have no final state, but also to have multiple final states.
However there should be a single start state.

e

L
o= ({((Pﬁm) ~).0). ((PB(Send Ry) -...).0). E,Ri,RZ}) ‘

{R1c P R2c P}, (PB,BC).O

= (r4(PB.Send Ry).t})
({((p¢tR1 ).0),B.C. ((Pput ...}, ty).R: _))
{R1c P R2c PL{PB.BCLY,
T:= (Bpa(put.RL),
5 ([((p ut R2..),0),5,C. RL,((P put...), ty + t5) ))
(R2c #1.(78.5C) 1, 40,
o= (GualpurR2)e) |,
((y " ((ger RL..) 22+ £5).C.((B get ), ta), R2 )) |

{ L{PB.BCLE +13+1;
T, = (Gpalget-RD.E)
. (fP',([gsc R2..),0).C,R1,((B get..).ty) })
\  (R1cBLIPB BCLt, +ty+ta+1y

(PB(Send F,)...+ P5(Send ;) ...). 0). ((P5(Send R) ...+ PB (Send R} ..).0). c,m,.la:})

(R1c P,R2C P).{PB.BC},0

(P5 (5ond Rz) )0 ), (P (Sond Ry) v e

{R1cp,R2C P} [PB.BCLO

Dead- S :(
lock

el
=

2.0) C,RLR;’])

Ty = (r(PB. Send Ry).ty)

(R1cP.R2C P).(PB.BC)t,

U 7= Guukn
{((put R1...).0), B¢, ((P put .. )ty +£5),R2 }) ‘
{R1cF).(PB.BC)t,+ 15
{_ Te= Gulpur)c)
(1P ((get R2..) 12+ £3). C. (B g :)) ‘

{((put R2...),0), B.C.RL((P pur...). ty) )) ‘

{ hiPB.BCht 4+ +
U To= (5a(ger, B2),t0)

((P J((get R1..),0), C.R1, ((B gt ..),ty) })
0= (Ric 8),(pB,BCLE, 12+ 1yt 1

Tyo = (8y.4(get. R1),t9)
. ( (P ((put R1..),0).C. (B put...). ). 2 | ) 0= (GalgerR2).t
= \(R1c B.R2ZC B (PBBCLE, +ta+ 13+t + 8

Trs = (Coa(PUL R 1g) W
s, 7( {P.((put R2..0,0).€,RL((B put ..),tg) } )
2T \(R1CB.RZC BLIPB.BCL L, + 1 +tg +1, + 15+ 2,
o= (sl
S ((p | Coxit, 00, (gt R1 ), 8 + t + 8 + g + t5 + £ + £).((C gt ). t) R2 )J
= (R12B,R2CB)LPE.BCLE + tat ty+Ey +Is+Eg+E7
Tis = (5, (gec. Bl tg)
s { [P B, ((get R2..),0). (exit, 0),((C gat ). tg) } )
T \R1c BR2ZCBYIPBBCY L + o+, + 0, + 85+ +1,+ 0
Tyy = (6,2(g6t.R2), t5),
- (P ', (exit, 0),RL', (exit,0) ] \
2T \[R1C B,R2CB),[PB,BClt, +ty+ g+ by + T+ g+ t—+tg+ra)

5= (624lget. R2).15)

51

Fig. 2 Execution Model for PBC Example

[Example 2] (Execution Model for PBC Example)
Execution Model for PBC example is shown in Fig 2.

I11.  NON-FUNCTIONAL SPECIFICATION

A.GTS

Geo-Temporal Space (GTS) is the two-dimensional space for
processes running over time. It can be represented as the
composition of one-dimensional process inclusion relations on
a geo-graphical area and one-dimensional temporal space.
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[Definition 10] (Temporal Dimension (DD))
Time space is represented as 1-dimensional space of
integers.

[Example 2]
TS for 100 time units can be represented as TS =
[0,1,2,...,100].

[Definition 11] (Geographical Dimension (PD))
The logical boundary of processes in a system on a
geographical area can be represented linearly in
1-dimensional space as follows:

1) Base case: Process P can be represented with a pair of
logical lower (1) and upper (u) boundaries: P = [p;, p..],
where p; < p,,.

2) Induction case: There are two possible geographical
relations between any two processes P and Q:

i) Parallel (P|[Q): [py, pullllqy qu] =
[Py Pw 90 @l V (90 Guo D1 D]
ii) Inclusion (P[Q] v Q[P]):
[pw (a0 qul Pu] V (a0 [P0 Pl 4l

= [p1, 9 Qu Pul V 90 D1 P 4l
Note that P and Q can be inductively defined.

[Example 3]
The PBC System that consists of 3 processes Producer with
2 Resources, Buffer and Consumer can be represented
as PBC[P[R4, R,],B,C] =
[prl, bu rll' rlu' 7"21, rzu' Pu bl' bv Cu Cy, pru].

[Proposition 1] (GS No Partiality (GS-PG) Law)
There is no partial geographical intersection among
processes.

(Proof):
By the definition of 3-Calculus, for any process P and Q,
there are three possible inclusion relations: P[Q], Q[P] or

PllQ.

[Proposition 2] (GS Linear Order (GS-LO) Law)
All logical boundaries of the processes in a system can be
linearly ordered in PS.

(Proof):

By Def. 11, all the possible compositions of the logical
boundaries of a system are ordered linearly as follows:
1) Base case: P = [p;, p, ], where p; < p,.
2) Induction case:
i) Parallel (P|]Q): [pu, pullllq qu]
= [pupw @ @l Vg ool
where p; <p, < q < qy for [p,pu,q,q.], and
@ < qu < p1 < py for [qi, qu, p1, Pul-
ii) Inclusion ( P[QIVQ[P] )i [pulayqulpul v
(90, [P, Pul, @u] = [P0 41 4w PU] V (a1, D1 Pus G,
where p; < q; < q, <py for [p,q,qupdl .

@ < P < Pu < qy or [q1, P, P, G-
Note that P and Q can be inductively defined.

and
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[Definition 12] (Interval)
Interval I = [a, b] is defined as a distance between two
discrete values, aand b, a < b, in an ordered discrete value
domain, such as Integer or Alphabets. For GTS, there are
two types of intervals:
1) Time Interval (TI).
2) Geographical Interval (GI).

[Definition 13] (Relations/Operationsfor Intervals)
Interval relations and operations are defined as follows for
L = [ay, b,], I; = [ay, by
1) Relations
i) = (Equal): I, =1,,ifa; =a, A by = b,.
ii) < (No-overlap): I, < I, if b; < a,.
iii) < (Contingent): I, < I,, if b; = a,.
iv) = (In-overlap): I, = I, ifa; > a, A by < b,.
v) E (Overlap): L £, ifa, <a, A by <b, A a, <
b,.
2) Operations:
i) U (Union):
LUIL, =[ay, by, a,,b,)if I <I, VI <Iy;
=L, if , cl;
=1, =a,b,],if , CL.
ii) T1 (Intersection):
L NL=0,if L, <L, VI <lI;
=1,if L, cl;
=13 =[a, b ], if [ EL.
iii) ¢ (Complement) :
e]¢ =[a,b]¢
= [dl:"‘;a:b"“'du] — [a, b]
= [dl:"':"':du]!
where P € D = [d,;, d,,].
iv) — (Difference) :
i. I <I, (No-overlap): I, — I, = I,.
ii. I; <1, (Contingent): I, — I, = I.
iii. I, = I, (In-overlap):
*li, — Iy = [ay, [ay, b1], bo] — [ayg, by]
= lag, by] = I.
iv. I, EI, (Overlap): I3 — I3, = [ay,[as, bi], bi] —
[a,, [a,, b3, by] = [aq, as], where I; = I, 11,.

[Definition 14] (Functions for Intervals)
Interval functions are defined as follows:
1)  begin(TI) = t, if TI = [t t.].
2) end(TI) =t, if TI = [t t.].
3) length(TI) =t, — t, if TI = [t}, t.].
4)  lower(GI) = g, if TI = [g;, g.].
5) upper(GI) = g, ifTI = [g;, gul.

[Proposition 3] (GT Relations and Operations)
1) Base case: P = [p;, p,], where p; < p,,.
i) Relations: P =P
ii) Functions:

i. L (Union): PUP =P
ii. M (Intersection): PP = P
iii.  ¢(Complement):
PC = [sl""'pl!puf'";su] _ [pllpu]

213
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iv. — (Difference):P—P=[]= 0
2) Induction case (Parallel (P||Q)):
PI1Q = [pu pullllaw 9] = [P Pw 91 4l v
(91, Q. P1 P
i) Relations: P <Q VP <Q
ii) Functions:
i. LU(Union):  PUQ = [py, puw 91, qul V [q1, qur D1 il
ii. [T (Intersection): PI1Q = @
iii. — (Difference):P—Q =P
3) Induction case (Inclusion
[P0, 90 qul Pl = [P1, 91 Gu Pl
i) Relations: Q = P
ii) Functions:
i. U (Union): P[QILUQ =P
ii. 1 (Intersection): P[Q]NQ = Q
iii. — (Difference): P[Q]—Q =P
4) Induction case (Inclusion (Q[P])): Similar to Case 3).
(Proof):
By Def. 13.

( Plel )): PlQ]=

[Definition 15] (GTS (Geo-Temporal Space))

GTS is defined as S =(G,T), where G =[gy 9],
T = [ty, t.]). It implies that GTS is the composition of the
geo-space G of the size [g,,g;], where g, < g;, and the
temporal space of T of the size [¢,, t.], where ¢, < t,.

[Definition 16] (GTS Block)
Any GTS can be defined as a GTS Block (GTSB).

[Definition 17] (Types of Blocks in GTS)

There are 4 types of blocks in GTS as follows:

1) System block (SB): This is the GTS block to represent a
system in &-Calculus. It consists of process blocks and
their interactions in GTS.

2) Process block (PB): This is the GTS block to represent a
process in a system. It consists of actions or interacts.

3) Action block (AB): This is the GTS block to represent an
action in a process. An action can interact synchronously
with  another action in another process for
communication and movements.

4) Interaction block (IB): This is the GTS block to
represent a synchronous interaction between a process
and another process.

[Definition 18] (Relations/Operations for Block)
The block relations an operations are defined as follows for
By =(G,T;) = ([gl,lrgu,l]' [tl,l' tu,1]> and B, =
(G2, Ty) = ([91,2' gu,z]' [tl,zr tu,z])3

1) Relations:
i) =(Equal):B; =B,,ifGy =G, AT, =T,.
ii) <(No-overlap): By < B,,ifG; < G, AT; <T,.
iii) <(Geo-Contingent): By < B,,ifG;, =G, AT, <T,.
iv) =(In-overlap): B, = B,,ifG, = G, AT, = T,.
v) E(Overlap): By E B,,ifG, =G, AT, ET,.
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2) Operations:
i) U (Union):
*B,UB, = @,if B, <B, V B; < B,;
= B,,if B; = By;
= B; = (G,,T3) if B; E By,
where T; = T, UT,.
ii) [ (Intersection):
*BiMB, = @,if B, <B, V B; < B,;
= B,, if B; C By;
= B; = (G, T,) if B, T B,,
where T; = T, MNT,
iii) — (Difference) :
i. B; < B, (No-overlap): B, — B, = B,
ii. By < B, (Contingent): B; — B, = B;
iii. B; = B, (In-overlap): No possible by the definition
of GTS Block.
iv. C (Overlap): Not possible by the definition of GTS
Block.

[Definition 19] ] (GTS Sub-Block)
For B, = (G4, T;) and B, = (G,, T,), B; is a sub-block of

[Definition 20] (Functions for Blocks)
1) General
*id(B), name(B), time(B), geo(B): Return the
identifier, name, time interval and the geo interval
of Block B, respectively.
2) System Block:
s process(.S), process(S,0), process(ST),
process(S,G) : Return a set of processes in System
Block S, at the time ¢ at the time interval 7, and in
the geo interval, respectively.
3) Process Block:
caction(P), action(Pt), action(P,T) : Return a set of
actions in Process Block P2, at the time t, and in the
time interval, respectively.
eparent(P), child(P), ancestor(P), descendent(P),
system(P): Return the parent, child, ancestor,
descendent process(es), and the system process
block of Process Block 7.
4)  Action Block:
i) type(A) : Returns the type of Action Block, i.e., a, 3, y.
ii) process(A), system(A): Return the owner process and
the system block of Action Block A.
iii) Precedence:
*next(A), previous(A), alternative: Return the next,
previous and the alternative action block of Action
Block A.
5) Interaction Block:
i) type(l) : Returns the type of Interaction Block A, i.e.,
o,By.
i) mode(l) : Returns the mode of Interaction Block A, i.e.,
Synch, Asynch.
6) Movement Interaction Block:
i) type(ls) : Returns the type of Interaction Block A, i.e.,
Active, Passive.
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ii) mode(l) : Returns the mode of Interaction Block A, i.e.,
Synch, Asynch.

[Definition 21] (Block Set Relations/Operations)
Block Set Relations and Operations are defined as follows
fOI‘ Sl = {Bl,l’ °cy Bl,m}' SZ = {Bz’l, e, Bz‘n}:
1) Relations: =,#,c, <
2) Operations: N,U, €, —

[Notation 1] (¢.” Infix Notation for Inclusion)

For simplicity, the following notations will be used to
indicate each type of entities in &-Calculus based on
inclusion relations:

1) System: S;

2) Process: S;. P;

3) Action: S;. P;. A

4) Interaction: S;. I, = (P; 1. Ax1, Pj 2, Ag2)
There are a number of propositions that are restricted by the
syntax and semantic rules of 3-Calculus.

[Proposition 4] (Syntax Restrictions)
1) AllA,A; e P, AA; = 0.
2) IfP||Q, geo(P) < geo(Q) Atime(P) E time(P).
3) IfP[Q],QcP.

(Proof):
1) Actions in P cannot be overlapped in any space in any
time.

2) IfP || Q, there is no overlap in space, but in time.
3) If P[Q], there is an overlap of Q over P in space during a
period of time.

[Proposition 5] Semantic Restrictions
1) t:Communication:
i) IfIL,=(P.A;Q.A,) and P # Q, then block(l;) =
(G, T) =
([lower(block(Ax)),upper(block(Ay))],
time(4,) N time(Ay))
\
([lower(block(Ay)),upper(block(Ax))],
time(4,) N time(Ay))
2) 3 :movements
i) If Ictiwen =(P.inQ,Q.Pin) and P # Q , then
blOCk(Iactive,in) = <G' T) =
([lower(block(in Q)),upper(block(P in))],
time(in Q) N time(P in)) A
block (process(block(in Q)))
< block (process(block(Q in)))
A process (next(block(in Q)))
M process (next(block(Q in)))

= process (next(block(in Q)))
i) If Lygssivein = (P.Q get,Q.get P) and P # Q, then
blOCk(Ipassive,in) =(G,T)=

ISSN: 1998-0140

Volume 10, 2016

([lower (block(Q get)), upper(block(get P))],
time(Q get) N time(get P)) A

block (process(block(Q get)))
< block (process(block(get P)))
A process (next(block(Q get)))
M process (next(block(get P)))

= process (next(block(Q get)))

i) If Ipceive oue = (P.out Q,Q.P out) and P # Q, then
blOCk([active,out) = (G: T) =
([lower (block(out Q)), upper(block (P out))],
time(out Q) N time(P out)) A

block (process (block (out Q)))
C block (process(block(P out)))
A process (next(block (out Q)))

< process (next(block(P out)))
V) If Lygssive,our = (P.Q put, Q.put P) and P # Q, then

blOCk(Ipassive,out) = (G. T) =
([lower (block(Q put)), upper (block(put P))],
time(Q put) N time(put P)) A

block (process(block(Q put)))
C block (process(block(put P))) A
process (next(block(Q put)))

< process (next(block(put P)))

3) p: process control (Omitted Intentionally).
(Proof):
1) For communication (t), Q and P must be in the same
time period.
2) For movements (3),
For active in movement, Q and P must be in the
same space at the same time period.
«For active out movement, Q must be in P or P must
be in Q at the same time period.
For passive in movement, Q and P must be in the
same space at the same time period.
*For passive out movement, Q must be in P or P
must be in Q at the same time period.
3) For control,
«For terminate, suspend and wake, Q must be in P or
P must be in Q at the same time period.
In 8-Calculus, a system S can be represented as a tuple
that consists of a set of processes, a set of inclusion
relations among processes and a global clock, where each
process consists of a sequence of timed actions and a
local clock.

[Example 4] GTS Diagram for PBC Example
A GTS diagram for PBC example is shown in Fig. 3. It is
generated from simulating the left-most path from the
execution model from Fig. 2, which is the case for the 1,
communication.
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Fig. 3 GTS Diagram for PBC Example

B. GTS Logic

A) Syntax
GTS Logic is a first-order logic that deals with relationships
among blocks in GTS.

[Definition 22] (Alphabet for GTS Logic)
1) Logical symbols:
i)  Quantitative symbols: 3,V
ii) Logical connectives: AV, =, <, =
iii) Parenthesis, brackets, other punctuation symbols.
iv) Aninfinite set of variables: x, y, z
V)  An equality symbol: =
2)  Non-logical symbols
i)  Predicate symbols: P, Q, R (P})
ii)  Function symbols: £, g, h (f}")
iii) Constants: a, b, c
i. Integer: 0,1,2, ...

ii. String: “a”, “aa”, ..., “abc”, ...

[Definition 23] (Formulation Rules for GTS Logic)
1) Terms: Inductively defined by the following rules:

i)  Variables: Any variable is a term, such as, x, y, z.

ii) Functions:  Any  expression  f(¢t,..,t,) of
n-arguments is a term and f is a function symbol of
valence n is a term.

2) Formulas: Inductively defined by the following rules:

i)  Predicate symbols: It P is an n-ary predicate symbol
and ty, ..., t, are terms, then P(t,, ..., t,) is a formula.

ii) Equality: If ¢, t, are terms, then t; = t, is a term.

iii) Negation: If ¢ is a formula, then —¢ is a formula.

iv) Binary connectives: If ¢, { are formulas, then ¢ [ s
is a formula, where [-] can be AV, =, or <.
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v) Quantifier: If @ is a formula and x is a variable, then
Axp(x), Vx@(x) are formulas.

B) Predicates

[Definition 24] (Predicates for GTS Logic)
There are a number of predicates for GTS Logic as follows:
1) Membership: 3Ix. Member (X, x)
2) Block Relation:  3x. Relation(a, x)
i)  Process: 3x. Process(S, x)
ii) Action: 3x.Action(P,x)
iii) Interaction:3x. Interaction(S, x) :
3x. Interaction(P, x); Ax. Interaction(4, x)
3) Precedency Relation: 3r. Relation(a, b, 1)
i)  Process: 3x. Relation(P,Q, x)
: parallel; choice; parent; child; anc; desc
ii) Actions; 3Jx. Relation(ai,a]-,x)
: next; previous; alternative; interaction
iii) Interaction: 3x. Interaction(a;, a;, x)
: communication, movement, control
iv) Interaction: 3x. Movement(al-, a]-,x)
: active-in, passive-in, active-out, passive-Out.

C) Secure Property

[Definition 25] (Security Property)
Security is defined as the property that a system is free from
unauthorized access.

[Definition 26] (Safety Property)
Safety is defined as the property that a system is free from
unexpected behavior.

[Definition 27] (Secure System)
A system with security and safety properties is defined as a
secure system.

D) Verifiability

[Proposition 6] Verification for Secure System
GTS Logic can be used to verify secure system.

(Proof):
All the secure requirements of a system can be represented
with GTS Logic formulas, which can be proved to be true or
false.

[Example 5] Interactions in PBC Example
There are two sets of interaction from the execution model
of the PBC example in Fig. 2, as follows:
1) Communication (t):
i) 7, =(P.PB(Send R,),B.PB(Send R,)) inT;.
ii) 7, =(P.PB(Send R,),B.PB(Send R,))in T,.
2) Movements(d):
i) 8,1 =(P.put R1,R1.Pput) in T, and T.
ii) &,, = (P.put R2,R2.P put) in T; and T.
i) &,, = (B.get R1,R1.B get) in T, and Ty,.
ivV) 8,, = (B.get R2,R2.B get) in T and T.
V) 6831 = (B.put R1,R1.Bput)inT;.
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vi) 683, = (B.put R2,R2.B put) in Ty,.
vii) 8,1 = (C.get R1,R1.B get) in Ty3.
viii) 8,, = (C. get R2,R2.B get) in Ty,.

[Example 6] (Requirements for PBC Example)
There is a list of safety requirements for the PBC example
as follows:

DRql =1, > Vi€ :(8;1 < 8;,) I ={1,2,3,4}]
After 7,, R1 must move ahead of R2 all the time.
2)Rq2 =1, > (Vj € (5,2 < 8;,) AVk €

K: (81 < 82)) U = {12}, K = (3,4}]
*After 7,, R2 must move ahead of R1 out of P and
in of B, and R1 must move ahead of R2 afterward,
all the way to C.
ARG3=1,VT, > Vj€J: (81 < 8i5) U = {34]]
*After T, or 7,, once both R1 and R2 move to B R1
must move ahead of R2 afterward, all the way to C.

Notice that Rq3 is derived from Rq1 and Rq2.

[Example 7] (Verification of Requirements)

All the requirements in Example 6 are satisfied for the first
normal case of the T; communication, shown in Example 5
with Fig. 3. It is clear that the requirements are satisfied for
the second normal case of the 7, communication, shown in
the right-most path of the execution model for the PBC
example, shown in Fig. 2. The other two abnormal cases are
not applicable. Therefore it can be concluded that the
requirements for the example are satisfied for all the cases
of the execution.

IV. IMPLEMENTATION

A. SAVE Tool

A tool, called SAVE (Specification, Analysis, Verification
Environment), for 8-calculus has been developed on ADOXxx
[5], as shown in Fig. 2. It consists of four basic components as
follows:

1)  Modeler: It provides capability to specify System and
Process Views.

2) EM Generator: It generates an execution model, in
Execution Tree (ET), for the views and makes each path
of the model to be selected for simulation.

3) Simulator: It generates a model for the selected
simulation, ina GTS diagram.

4)  Verifier: It verifies the secure requirements of the
system by model-checking on the diagrams.

The graphical representations of the models in SAVE are
designed by the ADOxx Development Tool, and the procedures
of its components are built from the ADOxx libraries. The
detailed logics of the procedures are programmed in the
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ADOScript language. ADOxx provides three
implement mechanisms and algorithms for SAVE:

layers to

1)  First layer: The pre-defined functionality, a basic set of
features most commonly used by modeling tools.

2) Second Layer: Approximately 400 APIs for the
generation of objects, editing of their properties, etc.

3) Third layer: Ways of interaction to outside of ADOXxx.
The simple interaction is by exporting and importing
XML files.

SAVE uses the functionalities of the first layer to implement
the graphical elements and attributes of the graphic models, and
it uses those of the second layer to implement Modeler, EM
Generator, Simulator and Verifier.

B. Example

The PBC example from the previous sections are
demonstrated in SAVE. The source code for the example is
shown in Fig. 1.

1) System View
The system view for the PBC example is shown in Fig. 4. As
stated, there are five processes running, namely, P, B, C,R1 and
R2, in parallel. Notice that R1 and R2 are running in P.

2) Process View
The process views for the PBC example are shown in Fig. 5. As
stated, each process view specifies visually the detailed
operational requirements of the individual process in the PBC
example.

3) Execution View

The execution view of the PBC example is shown in Fig. 6. It
shows four possible execution cases: two for normal
termination and two for abnormal termination. The cases for
normal termination are the ones for safe communication based
on synchronization between P and B: Send R1 and Send R2.
The cases for abnormal termination are the ones for unsafe
communication, that is, deadlock, based on unexpected
synchronization between P and B: Send R1 for Send R2, and
Send R2 for Send R1.

4) Simulation View

In order to generate the simulation view for each execution case,
the execution path can be selected from the dialog box from the
execution view, as shown in Fig. 6. Once the path is selected,
the processes from the process view are simulated under the
condition for the selected path. Fig. 7 shows the simulation
view for the first normal case shown as the right-most path in
the execution view.

5) Verification View
The verification view for the simulation view in Fig. 7 is shown
in Fig. 8. This is a result of verification for the validity of safety
requirements for the PBC example. As stated, there are a
number of dependencies and restrictions that the PBC example
must follow. For example, the movement of R1 must be
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Fig. 4 System View for PBC Example in SAVE
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Fig. 6 Execution View for PBC Example
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Fig. 7 Simulation View for a Path from Execution
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Fig. 8 Verification View for Simulation View

In the figure, the resources R1 and R2 are passed to B by P in
order after communicating with B to determine which resource
to be passed first. If R1 is determined to be passed first (z,), R1

must be passed first to B by P (¢,, for R1), followed by R2
being passed to B by P next (¢, , for R2). And R1 and R2 must
be passed to C by B, in that order, that is, &,, (for R1) is
followed by o,, (for R2). This is one of the requirements, that
IS, 7, >0, <0, <d;, <, InGTS Logic, which is visually

specified in Fig. 8 with the icons for the < and — dependency
relations. If the requirements are satisfied, they are colored in
blue. If not, in red. In the figure, the requirement is known to be
satisfied, since its color is determined to be blue after verifying
all the requirements to be true.

V.CONCLUSION

This paper presented a dual method to specify and verify loT
systems. There were three basic phases of the approach: 1)
specifications of both dynamic properties, such as, operational
requirements, in 6-Calculus and the static properties, such as,
safety requirements, in GTS Logic, 2) and the execution model
and simulations, and 3) verifications. The method was realized
in a visual environment, namely SAVE, and its efficiency and
effectiveness were demonstrated with the PBC example on
SAVE. Five views were provided in SAVE to show the
consistency of the methods for visualization: System, Process,
Execution, Simulation and Verification Views. It can be
considered to be one of the most innovative dual methods and
tools to model 10T systems in terms of specification and
verification.

Future research will include the application of the real
industrial examples to demonstrate the feasibility of the method
on SAVE. For example, SAVE must have capability to handle
modularization and scalability of extensive size of the
execution models, similar to the EMS example showed in Fig.
14 [6]. The example handles more than 17,000 execution paths
in the model.
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