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Using of Generalized Cyclotomy for Sequence
Design over the Finite Field of Order Four with
High Linear Complexity
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Abstract—We consider the use of generalized Ding-Helleseth cy-
clotomy to design sequences over the finite field of order four. Using
generalized cyclotomic classes of order four we obtain the family
of balanced sequences of odd period with high linear complexity.
Also we present a method of constructing sequences with high linear
complexity and arbitrary even period over the finite field of order
four. These sequences are obtained with generalized Ding-Helleseth
cyclotomy of order two . We generalize design of the sequences over
the finite field of order four proposed by P. Ke et al. and D. Li et al.
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I. INTRODUCTION

OR cryptographic applications, the linear complexity (L)
of a sequence is an important merit factor [10], [2]. It
may be defined as the length of the shortest linear feedback
shift register that is capable of generating the sequence. The
feedback function of this shift register can be deduced from
the knowledge of just 2L consecutive digits of the sequence.
Thus, it is reasonable to suggest that ”good” sequences have
L > N/2 (where N denotes the period of the sequence)[14].
Using classical cyclotomic classes and generalized cyclo-
tomic classes to construct binary sequences which are called
classical cyclotomic sequences and generalized cyclotomic
sequences respectively, is an important method for sequence
design [2]. A generalized cyclotomy with respect to pq was
introduced by Whiteman [16]. However, his generalized cy-
clotomy is not consistent with classical cyclotomy. In their
paper [3] C. Ding and T. Helleseth first introduced a new
generalized cyclotomy of order 2 with respect to p{* ... p{",
which includes classical cyclotomy as a special case and they
show how to construct binary sequences based on this new
generalized cyclotomy. A unified approach for the generalized
cyclotomy over the residue classes ring was presented in [9].
There are many works devoted to use of Ding-Helleseth cyclo-
tomy or Whiteman cyclotomy to construct binary sequences.
While, there are scattered results of generalized cyclotomic
quaternary sequences over the finite field of order four [y
with high linear complexity.
In particular, the sequences of periods
2p,2p", pq, 2pq, 2p™ g™t with high linear complexity
were studied in [4], [12], [8], [1], [15] (see also references
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therein). The generalized Whiteman cyclotomy or Ding-
Helleseth cyclotomy are used in these papers for design
sequences. Authors of the above-mentioned article refer to
these sequences as quaternary. At the same time, the number
of researches believe that this name can only be used for
sequences with terms 0,1,2,4 (&4, +1). Also using the Gray
map for these sequences we may easily obtain sequences
over Iy and vice versa. For the application of sequences over
the finite field, see [13], for instance.

In this paper, first we consider using Ding-Helleseth cy-
clotomy of order four to design sequences over 4 with odd
periods and high linear complexity. Secondary, we propose a
method of constructing sequences over F, with high linear
complexity and arbitrary even period. These sequences are
obtained using generalized Ding-Helleseth cyclotomy of order
two [3]. In particular, we generalize the result of [4], [12]
and present other method of designing sequences with periods
pg, 2p™T1g" 1. These results were partially presented at the
conference [7].

The rest of the paper is structured as follows. In Section II,
we consider the case when a period of sequence N is an odd
number. In Section III, we consider the design of sequences
over the finite fields of order four with an even period. Finally,
we conclude the paper with some remarks.

II. DESIGN SEQUENCES WITH ODD PERIODS

In this section we consider the case when a period of
sequence N is an odd number and N = pi'---pi*, p; =
1(mod 4),i = 1,...,t, where pq,...,p; are pairwise distinct
odd primes. It is well known that there exists a primitive root
g; modulo p7* [11]. In what follows we suppose D(()p )=
{9:*|j € Z} be the subgroup of Z;ei, generated by g7, and
D,(fp"'z) = ngép"'z); k = 1,2, 3, where the arithmetic is that of
Zp? ,1=1,2,...,t,1.e. we will use Ding-Helleseth generalized
cyclotomic classes of order four.

Let Gép i) =
partition

f;glpiDl(Cpil). Then as in [3] we have a

3
(p5%)
Ze = J G u{o},
j=0

According to the Chinese Remainder Theorem
Zn = Zpil X ... X Zp;’«t

relatively to isomorphism ¢(x) = (x mod p5',...,z mod
p;t) [11]. Here and hereafter x mod n denotes the least
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nonnegative integer that is congruent to z modulo n. Below,
we will use the denotation ¢~ !(z) for all of values t.
By definition, put Ny = N,N;;1 = N/p{* -~~p§j;j =
.,t (here N;;1 = 1) and

Cr = dfl(G;pil) x Zn, U{0} x G(p?) X Zn, U

ep—1

U{0} x -- x{O}pr’l) X ZN,
U{0} -+ x {0} x GP )k =0,1,2,3.

By definition, sets C}, are dependent on the order of factors in
the expansion /N. From our definitions it follows that Zy =
U3_,Cr U{0}.

Let Fy = {0,1, u, p+ 1} be a finite field of order four. We
consider a sequence {s;} defined by

0, if i € Cy U {0},
1 ifiecC
si={ pret (1)
Iy if i € Oy,
p+1, ifieCs.

The sequence defined by (1) is balanced. Further, we derive the
linear complexity of this sequence. Before we give the main
result of this section, we establish the following lemmas.

A. Subsidiary lemmas

It is well known that if {s;} is a sequence of period N,
then the minimal polynomial m(x) and the linear complexity
L of this sequence is defined by

— 1)/ ged (2N — 1, 5(x)),

L= Nfdeggcd(acN — 1,S(x)), 2)

where S(z) = 5o + 810 + ... + sy L

Let o be a primitive Nth root of unity in the extension
of Fy. Then, according to (2), in order to find the minimal
polynomial and the linear complexity of {s;} it is sufficient
to find the zeros of S(z) in the set {a’,v =0,1,..., N —1}.

In this subsection we investigated the values S(a”). By
(1), to compute these values it is sufficient to find > avt.

1€C,
Suppose F = qﬁ_l(G(pll) X Zn,) and F; = ¢~ ({0} x - -+ x

0y <GP % Zy, )ij =2,
of all, we derive Z avt.
icF;
Let B, = aN/Ne k. =1,...,t. Then S is a primitive Njth
root of unity in the extension of Fy.
Lemma 1: If v # 0(mod Nj) then

t; then Cy = U§-=1Fj. First

> 51? =0 for k =
iEZNk
1,2,.
Proof By definition, B}:Nk — 1. Then 0 = ka =
By = 1)(1+ By + -+ B D). To conclude the roof, it
(81 : i

remains to note that 6 —1=£0. [ |
Lemma 2: If v # 0(mod Ny4q) for k=1,...,t — 1 then
Vi — (),
k

ich— ( (Pk )XZNk
Proof We have that

vl
e =

ieqb*l(Gﬁfzk)szHl)

SR SR

€ky .
eGP icp—1 (fa}xZny ;)
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Let us show that Zie¢
pyr. We have

vi __ Qua
k — Mk

ico=1 ({a}xZn, ;)

’1({‘1}XZN;¢+1) Bt =0forl1 <a<

>

ico~1 ({a}xZn, ;)

gl (3)

Since i € ¢~ ({a} X Zn,,,), we see that i —a = pj*f
and ged(py*, Ng4+1) = 1. From this we can establish that

Bz(z;a) _ Bzil or

>

iep=1 ({a}xZn, ;)

v(z a) Z /Bk+1

fEZN,chl

The conclusion of this lemma then follows from (3) and

Lemma 1. |

It is worth pointing out that Lemma 2 is false for k = ¢.
Corollary 3: Under the conditions of Lemma 2 we have

R B =0forj=1,...,k.
ico=1 (6o xzn,,,) 4
Lemma 4: If v # 0(mod Ngyq1)then > a¥ =0 forj =
i€ F
...,k
Proof: If j = 1 then the assertion of Lemma 4 is

equivalent to the statement of Lemma 2.
Let j > 2. For all ¢ such that ¢ € F; we have i = 0(mod
e €j—1
P ... p;5"). Therefore, since Pt it = f;, F; mod

Nj41 = Zn,,, and Fjmod py’ = G, by Corollary 3

we obtain that > a% =3 <) ﬁ'uz -0 m
ick; i6¢71(G0] XZN]+1)
Lemma 4 defines the values Y. oY% = 0 for v #Z 0(mod
i€ F;

Ni+1). Let as study the case when v = 0(mod Ny41). We
can see from the proof of Lemma 4 that in this case the sums
S° Y need an investigation. In the special case when
;)
N = p® these sums were studied in [5].
Now, we briefly repeat the result from [5]. Let ai; = «
Then «; is a primitive pi‘th root of unity in the exten-

sion of F4. Introduce the subsidiary polynomials T}(z) =
e;—1

) i R

RS2 2, and let v; = a;

i€Dy 7 " mod p

e

N/p;*

Li=1,...,t

Suppose ¢ € prl(pj ); then by [5] we have

> af =Ty(

VD) Fps — 1)/ )

Lemma 5 Let v = 0(mod Nk+1) v # 0(mod Ny), and

v(N/pgs) " mod v € vl D(pk ) where (N/pi*) " is an
inverse element N/p;* modulo p;*. Then
. l t
Yo =T + flor —D)/4+ > (i —1)/4
1€Cy j=k+1
fork=1,...,t

Proof: By definition ), o' = Z;zl e, a’t
Since v # Ofmod Ni), by Lemma 4 it follows that
Yiep @t =0forj=1,... k-1

282
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Further, if ¢ € F; and j > k then ¢ = 0(mod p{* ...p")
and vi = O@mod N). So, in this case o’ = 1 and
Yier, @ = (p¥ —1)/4(mod 2).

Now, we study the latest sum ZleF a¥’. Under the

conditions that i = O(mod p{*...p;" ') and v = 0(mod

Ni+1), we obtain vi = O(mod N/pi* )1. From this we
can establish that oVt = azi(N/pzk)_ med 7t Since
Fi, mod pr = G(()pik), it follows that >, . a” =
| Zk41] Z (pkk> a:Z(N/pk ) . Combining this with (4), we
get the assertlon of Lemma 5. [ |

Corollary 6: Under the conditions of Lemma 5 the follow-

. I+m
ing relation holds »>, . " =T (s )+ flor—1)/4+

Ztu:k+1(piu —1)/4.

B. The linear complexity of sequence

In this subsection we derive the linear complexity and the

minimal polynomial of {s;}. The values T} (v;*) were studied
in [6]. We write these values omitting index k.

If p = 1(mod 4) then p has a quadratic partition of
the form p = 2 + 4y%. Here z,y are an integers and
z = 1(mod 4). In [6] the values of the polynomial 7'(x)
are computed depending on z,y. Without breaking the in-
tegrity we can presume that 7'(y) # 0 and let T(z) =
(T(x), T(29),T(x9"),T(x9")). Then, by [6] we have:

() Ty) = (€.¢%¢4,¢%) or T(7) = (¢,¢.¢% ¢2). ity =
1(mod 2), where ( satisfied a relation (*+(3+¢%2+(+1 =0
or (*+ 3 +1=0;

(ii) T(y) = (1,0,0,0), if z = 1(mod 8),y = 0(mod 4);

(iii) T(y) = (1,1,0, 1), if = 5(mod 8),y = 0(mod 4);

@iv) T(v) = (p, L, p+ 1,1), if 2 = 1(mod 8),y = 2(mod
4). Here p satisfies p? = 1+ u;

™) T(y) = (i, 0, p + 1,0), if x = 5(mod 8),y = 2(mod
4).

Let

A, =0 if pr, = 5(mod 8),
TR - 1/4, i pr = 1(mod 8).

For p;, = 1(mod 8) we take ny = ), + indy, N/p;" where

0, if z; = 1(mod 8),y, = 0(mod 4),

5 = 1, if 5 = 1(mod 8),yr = 2(mod 4),
' 2, if x; = 5(mod 8), yx = 0(mod 4),
3, if z; = 5(mod 8),yr = 2(mod 4)

Put, by definition my(z) = 1 if py = 5(mod 8) and
mg(x) = Hiean (z — a)N/Ne if pp = 1(mod 8).
Our main statement in this section is the following.

Theorem 7: Let {s;} be defined by (1). Then
L = N -1 - ZZ=1 AgN/N; and m(z) =
(@ = 1)/ (@ = 1) Iy mx(@))-

Proof: By (1) S(1) = (N —1)/4+ u(N —1)/4+ (u +
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By definition S@’) = Yice, avl + 1 e, a¥i 4 (u+
1) Ziecg a”. Using Lemma 5 and Corollary 6 we obtain that

S(a") = To(y? )+ uTe(rf ) + (u+ DT( ) (5)

where [ : U(N/pik)f1 mod p* € py.

By (5) from above-mentioned formulas for T'(y) we ob-
tain that S(a¥) # 0 if p = 5(@mod 8); S(oz”)lc = 0 if
p = 1(mod 8) and v(N/pj, ')7 € G((;ik ) In the
latest case v mod pi*F € G(p ) To conclude the proof it
S Ggf:;k),v =

D(pk )

1
mod pp*

remains to note that [{v : wvmod pg*

0(mod Ni41), and v # 0(mod Ni)}| = N/Np(pr — 1) /4.

|

Corollary 8: Let {s;} be defined by (1) for N = p°® . Then
_JN -1, if p = 5(mod 8),
3(N —1)/4, if p=1(mod 8).

Corollary 9: Under the conditions of Theorem 7 we have

L>3(N-1)/4.
The results of computing the linear complexity by Berlekamp-
Massey algorithm when N = pips, N = p2ps or N = pip3
for p1 = 5,13,...,29,po = 13,17,...,37 and for other
values of IV confirm the results of this section.

So, sequences defined by (1) have high linear complexity for
all values of the period. Since by the definition the sequence
depends on the order of factors in the expansion of the period,
it follows that for one N we can construct a few sequences
with various values of the linear complexity if exists ¢ such
that p; = 1(mod 8). For example, let N = 1105. Then:

L =844 if p1 =5,ps = 13,p3 = 1T,

L =1084if p; =5,py = 17,p3 = 13;

L =1100 if py = 17,p2 = 5,p3 = 13;

L =1052 if py = 13,py = 17,p3 = 5.

This method may also be used when p; = 3(mod 4). Here
we can take the generalized cyclotomic classes of order 2
for pairs of elements from F4 by turns. But, in this case the
sequences will have very bad balanced properties. In order to
eliminate this drawback, in the following section we consider
sequences of an even period.

III. DESIGN SEQUENCES OF EVEN PERIODS

In this section we consider the design sequences over the
finite fields of order four with an even period. First we build a
partition of residue classes ring Zx. Let [NV be an even integer
and N = 2™n, where gcd(n,2) = 1. Then n = p{*---p;t,
when py, ..., p; are pairwise distinct odd primes. In this case
we can use Ding-Helleseth generalized cyclotomic classes.

Let {Cp,C1} be generalized cyclotomic classes of order
two with respect Z,,, where Z,, is a ring of residue classes
modulo n [3]. Then {Cy, C1} is a partition of Z, \ {0}, i.e.
I, :COU01U{O} and CoNC, =9

Using Ding-Helleseth cyclotomy, we obtain a partition of
Zn. The ring of residue classes Zom, =2 Zom X Z, relative
to isomorphism ¢(x) = (x mod 2™,z mod n). Put, by

1)(N —1)/4 = 0. Suppose 1 < v < N —1, v = 0(mod definition

Ni+1), and v £ 0(mod Ni),k = 1,...,t. (k = ¢, Ngy1 =

1) Hj,2:¢71({j}xcl)aj:0772m7157’:051
ISSN: 1998-0140 283
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Here we have a partition

2m—1
ZN = {O,TL, ey (2m - ].)TL} @] U Hj,O U ijl,
7=0
H;;,NH=10forall j#1i#k.

In the following subsection we construct sequences with
high linear complexity using this partition. The number of
classes in this partition is always divisible by four.

A. The design of sequences with high linear complexity

As earlier, let Fy, = {0,1,p,u + 1} be a finite field
of order four. By assigning the elements of Fy to each of
generalized cyclotomic classes with respect to Zy, one obtains
a quaternary sequence of length N naturally. However, in order
to guarantee that the constructed sequences have high linear
complexity, one should do it specially.

In our case N = 2™n, hence over [, we have

L =N —deggced ((x" — 1)2m7S(m)) . (6)

Let 8 be a primitive nth root of unity in the extension of
F4. Then, according to (6), in order to find the minimal
polynomial and the linear complexity of {s;} it is sufficient
to find the zeros of S(x) in the set {#%,v =0,1,...,n— 1}
and determine their multiplicity. In order to investigate the
values of S(S8"), let us introduce subsidiary polynomials. Let
Sa(x) = > 2, where A is a subset of Z,, or Zy.
i€A
Lemma 10: If 1 < v < n—1then S¢,(a”)+Sc, (a”) = 1.
Proof: From our definition it follows that Sc,(a") +
Sey(a”) = 0 avi, n
Lemma 11: 1If 0 <v <n — 1 then Sy, (a”) = Sc,(a”).
Proof: By definitions Sp,,(a’) = X,y o and
H;; modp = C;. This completes the proof of Lemma 11.
|
1) The sequences with a period 2n: Let a,b, c, d belong to
F4 and a, b, ¢, d are pairwise distinct. We construct a sequence
with the first 2n terms of sequence {s;} defined as

0, ifz=0,
a, ifze€ H()’o,
S )
¢, ifi¢€ Hyp,
d, ifie Hyy,
e, ifi=n.

for e # ¢ + d. The sequence defined by (7) is balanced for
e#0.

Remark 12: If n = p* then this sequence equals the
sequence from [12] for p = +1(mod8) and when replacing
{¢,d} with {d, ¢} for p = £3(mod8).

Theorem 13: Let {s;} be defined by (7) for e # ¢+ d €
Fy,e # 0. Then L = N and m(x) = 2 — 1.

ISSN: 1998-0140
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Proof: Let us show that S(8Y) # 0forv=0,1,...,n—1.
By (7) we have
S(z) =ex™ +a Z ) Z AR
i€Ho .o 1€Ho 1
c Z i+ d Z z'.
i€H1 0 1€H1 1

Let 1 <v<n-—1. By Lemma 11 we obtain

S(BY) = e+aSc,(B)+bSc, (BY)+cSc, (BY)+dSc, (B)

or by Lemma 10 S(5%) = e+ (a+b+c+d)Sc, (8Y) +b+d.
By definition a +b+4c+d =041 4 p + 2 = 0. Thus, the
above expression is equivalent to following S(8Y) = e+b+d.
So, S(BY) #0,1 <v<n-—1.

To conclude the proof, it remains to note that S(1) = e +
(a+b+c+d)(n—1)/2. [ |
In conclusion of the subsection we say a couple of words about
the case when e = b+d. Here 3°S (8Y) = b+(a+b)Sc, (8°).
So, in general case when n # p* it is possible that |S'(3?) =
0,1 <v <n-1 > (n—1)/2, ie,, L can be less than
(n+3)/2 (L > (n+3)/2 for n = pk [12]).

2) The sequences with a period 4n: Let as earlier, a, b, c,d
be a permutation of the elements of F,. We consider a
sequence {s;} defined by

a, ifi€ HooUHyoU{0},
b, ifie HygUHy,U{n},
¢, ifie€ HsoUH;1U{2n},
d, ifi€ HyyUHsqU{3n}.

®)

S; =

The sequence defined by (4) is balanced.

Theorem 14: Let {s;} be defined by (8). Then L =N —1
and m(z) = (2 - 1)/(z — 1).

Proof: Similarly as in Theorem 13, by Lemmas 10 and

11 we obtain S(8”) = b+ c¢. Hence, S(5Y) # 0 for v =
0,1,...,n—1. By definition S(1) = (a+b+c+d)(n+1) = 0.

Further, 5 (z) = ad e, zt + bz + €Y ieHs, !
¢Xiem,, ¥ +dY ey, &t +dz®". So, S'(1) = (a+d)(n—
1)/2+b+d,ie. S (1) #0. n

3) The general construction: Let j1, ja, j3, j4 be pairwise
distinct integers between O and 2™ — 1. We consider a
subsidiary subsequence {¢;} defined as

a, ifi€ Hj oUHj,1U{jin},
b, ifi€ HjoUHj,1U/{jon},

t; =1 c, if i € Hj3’0UHj4’1 U{j3’l’L}, )]
d, ifie HjoUHj,1U/{jin},
0, otherwise.

Put, by definition Fy(z) = S o' tyat.

Lemma 15: If 0 < v <n —1 then F;(a”) = 0.
Lemma 15 may be proved similarly as Theorem 13.

Now we will give a general definition of sequence with
a period N = 2™n,m > 2. If m > 2 then we can
take the partition {4,...,2™ — 1} = Uizzzfll(’“), where
10 = (57,557,557, 557) and {5{V}0 = 1,234k =
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1,...,2m=2 — 1 are pairwise distinct integers of the same
parity between 4 and 2" — 1. Put, by definition

gm—2_

uU=3s-+ Z
k=1

where s is defined by (8) and t*) is defined by (9) for
Ik = (jik),jék),jék),jik)). By Theorem 14 and Lemma 15
we obtain the following statement.

Theorem 16: Let {u;} be defined by (10). Then L = N —1

and m(z) = (2N - 1)/(z — 1).

1
(k) (10)

IV. CONCLUSION

In this paper, we consider using Ding-Helleseth cyclotomy
to design sequences over the finite field of order four with high
linear complexity. We propose a method of constructing se-
quences with high linear complexity and arbitrary even period.
These sequences are obtained by means of generalized Ding-
Helleseth cyclotomy of order two. Also, using Ding-Helleseth
cyclotomy of order four we construct balanced sequences over
F, with high linear complexity for series of odd periods. A
problem of designing balanced sequences over the finite field
of order four with high linear complexity and any odd period
remains unsolved. The sequences with high linear complexity
are significant for cryptographic applications.

We generalize design of the sequences over the finite field of
order four proposed by Ke et al.[12]. Our method of designing
sequences is different from the one proposed in the papers [4],

(1], [15].
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