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Abstract—Proxy signature is useful in situation when a user
wants to authorize an agent called proxy signer to sign any
document on his behalf. Multi-proxy multi-signature is one of the
primitives of proxy signature. Bilinear pairing makes the system
efficient and provides an ease in computation. In this paper,
we propose an ID-based multi-proxy multi-signature scheme
from bilinear pairings based on Computational Diffie-Hellman
Problem (CDHP), replacing the certificate generation of Li and
Chen’s scheme by delegation generation. Our scheme is proxy
protected and computationally more efficient than the ID-based
multi-proxy multi-signature scheme of Li and Chen. We also
analyze the security properties of our scheme and show that the
proposed scheme satisfies all the security requirements of a safe
proxy signature scheme.
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I. INTRODUCTION

In the traditional public key cryptography, to communicate
a message, users first obtain the authenticated public key from
certificate authority. In that system, large overhead to transfer
certificates and their maintenance increases the associated cost
significantly. In ID-based cryptography, the users public and
private keys are generated from their identities such as email
address, IP-address etc. In this way the ID-based setting
simplifies the key management procedure and provides
added security, hence it is an economical alternative of
the traditional certificate-based settings. In 1984, Shamir
[18] introduced the concept of ID-based cryptosystem and
signature scheme. After the work of Shamir [18], many
signature schemes [3], [15], [20], [22] have been proposed
using the keys generated by the identities of users. Bilinear
pairings are very much useful for the ease of computation in
various cryptosystems. The pairing has property of linearity
in both co-ordinate which makes it computationally easy
and functionally strong. Hence the notion of bilinear pairing
brought a new and efficient method of computation. In 2001,
Boneh and Franklin [1], presented a practical ID-based
encryption scheme which took advantage of the properties of
admissible bilinear parings over supersingular elliptic curves.
This work of Boneh and Franklin encouraged many authors
to design efficient signature schemes. Most of the ID-based
key agreement protocol and signature schemes [2], [5], [16],
[19], [25] have been designed using bilinear pairings (Weil
pairing or Tate pairing).

Proxy signature enables any original signer to delegate its
signing rights to any other user called proxy signer. It is very
much applicable in scenarios when the original signer is absent
at the time of signing any document. The concept of proxy
signature was introduced by Mambo, Usuda and Okamoto
[14] in 1996. Later in 1997, Kim et. al. [8] extended the notion
by using Schnorr signature and including warrant information
in partial delegation schemes.

In a proxy signature scheme, an original signer can delegate
its signing capability to a proxy signer, and having the signing
rights, the proxy signer can sign a message on behalf of
the original signer. According to the number of signers in
the original and proxy group, the proxy signature can be
categorized in multi-proxy signature, proxy multi-signature
and multi-proxy multi-signature. The concept of multi-proxy
signature is applicable when an original signer needs to
delegate its signing right to a group of proxy signers. The
idea of multi-proxy signature was introduced by Hwang and
Shi [7] in 2000. In contrary situations, when a single proxy
signer is required to sign any document on behalf of the
group of original signers, the notion of proxy multi-signature
is useful. The concept was firstly proposed by Yi et al. [26]
in 2000. The third type of signature, called multi-proxy
multi-signature, was proposed by Hwang and Chen [6] in
2004. A multi-proxy multi-signature is a signature, generated
by a group of proxy signers on behalf of the group of
original signers. Proxy signature schemes are useful in many
applications, particularly in distributed computing where
delegation of rights is quite common. Some applications
discussed in the literature include grid computing, global
distribution networks, mobile agent applications, distributed
shared objects, mobile communications etc.

In [14] Mambo et al. classified the proxy signatures based
on delegation types as full delegation, partial delegation, and
delegation by warrant. In full delegation type, the original
signer delegates its private key directly to the proxy signer.
So, the proxy signer can use the same signing rights as the
original one. Such systems are insecure in practice. Hence,
mostly this delegation is avoided in proxy signature protocols.
In the second type of delegation i.e. partial delegation, the
proxy signer posses a private proxy key, differ from original
signer’s private key. But since in this scheme, the proxy
signer is independent from the original signer to sign any
document, he can sign as many documents as he wants,
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and hence this system lacks control on the rights of proxy
signer. In many real world scenarios the facility of proxy
signer, to sign unlimited documents is not acceptable. The
delegation by warrant is a solution of the weakness due to
above delegation types. In delegation by warrant, the original
signer makes a signature on warrant using some standard
signature scheme and its private key. Then he sends the
signature (signed warrant) as delegation value to the proxy
signer. The proxy signer then creates a signature on given
message on behalf of the original signer using the delegation
value and his private key. According to the privilege of
original signer, the proxy signatures can be categorized in
proxy protected and proxy unprotected schemes. In a proxy
protected scheme, the original signer can not generate a valid
proxy signature whereas in a proxy unprotected scheme, the
proxy signature can be generated by either of the original
and proxy signer. In this paper, we propose an ID-based
multi-proxy multi-signature scheme using delegation by
warrant. Moreover, our proposed scheme is proxy protected.

In 2005, Li and Chen [9] proposed the ID-based multi-
proxy signature, proxy multi-signature and multi-proxy multi-
signature schemes from bilinear pairings. Their multi-proxy
signature and proxy multi-signature schemes can be regarded
as special cases of corresponding variants of ID-based thresh-
old signature schemes. In their paper [9], they have proposed
the multi-proxy multi-signature scheme, combining the multi-
proxy signature and proxy multi-signature generating a certifi-
cate for the group of proxy signers. The building blocks of all
the signature schemes given in [9] is the ID-based signature
scheme of Hess [5]. The security of Hess’s signature scheme
depends on the security of CDHP, hence signatures proposed
in [9] are unforgeable due to the hardness of CDHP.

A. Our Contribution:

In [9], Li and Chen has proposed an ID-based multi-proxy
multi-signature scheme from bilinear pairings generating a
certificate for the proxy signers. To improve the efficiency
of multi-proxy multi-signature scheme proposed in [9], in
this paper, we have designed an ID-based multi-proxy multi-
signature scheme from bilinear pairings. Instead of generating
any certificate for proxy signers like [9], we have designed
the scheme using delegation generation, which reduces the
associated computational cost. We also analyze the security
properties of our scheme and show that the proposed scheme
satisfies all the security requirements of a safe and sound proxy
signature described in [12].

B. Organization of this paper:

The rest of this paper is organized as follows: In Section 2,
we introduce the bilinear pairing, some related mathematical
problems and the security requirements of a proxy signature.
The formal model of a proxy signature scheme is a described
in section 3. In Section 4, we briefly review the Hess’s sig-
nature scheme and the ID-based multi-proxy multi-signature
scheme of Li and Chen. Our proposed scheme is described
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in Section 5. In Section 6, We analyze the security properties
of our scheme and compare the computational efficiency of
our scheme with that of [9]. Finally Section 7 concludes the

paper.
II. PRELIMINARIES

In this section, we briefly introduce the concept of bilinear
pairing, some related mathematical problems and the security
requirements for a proxy signature.

A. Bilinear Pairing:

Given a cyclic additive group G; and a cyclic multiplicative
group G5. Order of both the groups is a prime number say
q, then a map e : G; x G; — G- satisfying the following
properties, is called bilinear pairing:

(a)Bilinearity: e(aP,bQ) =
P Q € G.
(b)Non-Degeneracy: There exists P,(Q € G; such that
e(P,Q) # 1, or in other words if P is generator of Gy, then
e(P, P) is generator of Gs.

(c)Computability: There exists an efficient algorithm to
compute e(P, Q) € Ga, VP, Q € Gj.

e(P,Q)™, Va,b € Z: and

Modified Weil pairing and Tate pairing are examples of
cryptographic bilinear pairings.
B. Discrete logarithm problem (DLP):

For given two elements P, () € G, to compute an integer
n € Z, such that P = nQ.

C. Computational Diffie-Hellman Problem(CDHP):

For given P,aP,bP € G1, to compute abP € G, where
a,be Zy;.

D. Bilinear Pairing Inversion Problem (BPIP):
Given P € GGy, and e(P, Q) € G, to find Q € G;.

E. Security requirements for a proxy signature:

In 2001, Lee et. al. proposed some extensions on security
requirements of a proxy signature scheme proposed by
Mambo et. al. [14] in 1996. According to [12], a secure
proxy signature scheme should satisfy the following security
properties [12]:

Strong unforgeability: No one, other than the proxy signer,
can generate a valid proxy signature.

Verifiability: The signature can be verified by anyone, and
the signed message should confirm to the delegation warrant.
That means, any verifier can be convinced of the original
signer’s agreement on the signed message.

Strong identifiability: Identity of corresponding proxy signer
can be determined by anyone.
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Strong undeniability: The proxy signer cannot deny his
signature, he has made ever.

Prevention of misuse: The proxy signer cannot sign any
message, which has not been authorized by the original
signer. Or alternatively, It should be confident that proxy key
cannot be used for other purposes. In the case of misuse, the
responsibility of proxy signer should be determined explicitly.

According to the undeniability property, they have also
classified the proxy signature schemes into weak and strong
category [12].

Weak proxy signature: It represents only original signers
signature. It does not provide non-repudiation of proxy signer.
Weak proxy signature cannot be used in real world because
of many deviations.

Strong proxy signature: It represents both original signers and
proxy signers signatures. Once a proxy signer creates a valid
proxy signature, he cannot repudiate his signature creation
against anyone. Strong proxy signature can be used widely
without relying on any trustedness assumption.

Further in proxy key issuing sense, they have classified
the proxy signature schemes into designated and non-
designated proxy signatures according to designation of proxy
signer in proxy key issuing stage. They have also proposed a
possibility of self-proxy signature in which the original signer
issues a proxy key pair for itself. They have shown that the
self-proxy signature can be used for construction of partially
blind signature [12].

III. FORMAL MODEL OF ID-BASED PROXY SIGNATURE

Before going to the details of the proposed ID-based
multi-proxy multi-signature scheme, we give here a formal
model of the ID-based proxy signature scheme [23].

1. ParamGen: This algorithm outputs the system’s public
parameter param and system’s master key s, taking the
security parameter k as an input.

2. KeyExtract: This algorithm gives secret keys Srp,,Srpg
of original signers A and proxy signers B, taking their
identities /D4 and I Dp as inputs.

3. StandardSign: This algorithm outputs the standard signature
o5, taking message m, system’s parameter param and secret
key S;p as input.

4.StandardVerify: Taking system’s parameter param, standard
signature o,, message m, the signer’s identity ID, this
algorithm outputs True if oy is a valid signature, False
otherwise.

5. DelegationGen: Inputs in this algorithm are system’s
parameter param, the original signer’s secret key S;p,, and
the warrant to be signed. And output is delegation o,,, which
is generated using the standard signing algorithm.

6. ProxySign: This algorithm takes system’s parameter param,
the warrant w, delegation o, the secret key Srp, of proxy
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signer, the message m to be signed and outputs proxy
signature o.

7. ProxyVerify: This algorithm takes inputs the system’s
parameter param, original signer’s identity ID,4, proxy
signer’s identity IDp, the warrant w, the message m and
the signature o on message m and outputs True if the proxy
signature o is a valid signature on message m, False otherwise.

IV. REVIEW OF SOME ID-BASED SIGNATURE SCHEMES

In this section, we briefly review the ID-based signature
scheme of Hess [5] and the ID-based multi-proxy multi-
signature scheme of Li and Chen [9] with the same notations
as in [5] and [9]. The ID-based multi-proxy multi-signature
scheme in [9] is designed combining the ID-based multi-proxy
signature and the ID-based proxy multi-signature schemes
proposed in [9]. The security of our scheme and all the
schemes proposed in [9] depends on the security of Hess’s
signature scheme [5].

A. The Hess’s signature scheme

Here, we briefly review the ID-based signature scheme of
Hess [5]. This scheme is itself one of the classic ID-based
signature schemes which uses bilinear pairings. Many proxy
signature and signcryption [4], [10], [21], [27] have been
proposed using the scheme [5] as a building block. The
signature scheme proposed by Hess in [5] is as follow:

Setup: Let G be a cyclic additive group and V be a
cyclic multiplicative group. Order of both the groups is
a prime number [. Let P be the generator of G and
e : G x G — V be a bilinear pairing. Define hash functions
h:{0,1}* xV — (Z/1Z)* and H : {0,1}* — G* where
G* = G{0}. The Private Key Generator (PKG) selects
randomly ¢ € (Z/1Z)*, computes the system’s public key
QT4 = tP and keeps t secret.

Extraction: Computing H(ID) as public key for the user
with identity I D, the PKG generates its corresponding private
key Sip = tH(ID).

Sign: To sign a message m € {0, 1}*, the user with identity
ID firstly chooses P € G*, picks a random k € (Z/1Z)*
then computes:

r=e(P, P)*
v =h(m,r)
u=vSrp + kPy.

The signature on message m is the pair (u,v) €
(G, (2/12)%).
Verify: To verify the received
(G,(Z]1Z)*), the verifier

signature  (u,v) €
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computes r = e(u, P)e(H(ID),—Qra)"

and accepts the signature if and only if the equality
v = h(m,r) holds.

Security: Anybody who wants to recover the private key Srp
will have to compute ¢tH(ID). But since the cryptographic
hash function H is defined as H : {0,1}* — G* so, H(ID) €
G* can be written as xP, as P is generator of G. So, to
compute tH(ID), one has to compute tx P, while tP = Q14
and P = H(ID) are given. But this is an instance to solve
CDH P. Hence the security of Hess’s scheme depends on the
hardness of CDHP.

B. ID-based multi-proxy multi-signature scheme of Li and
Chen

In this section, we briefly review the ID-based multi-proxy
multi-signature scheme of Li and Chen [9]. For security
analysis and other details one can refer [9].

System setup: For a given security parameter k, let G; and
G be two groups of prime order ¢, and P be the generator
of G;. Define a bilinear map e : G; X G; — G5. The PKG
selects master key s €r Z, computes public key P,y = sP
and keeps the master key s secret. Define hash functions
Hy : {0,1}* — Z¥, H»{0,1}* — G;. System’s public
parameter is param = {G1,Ga,k, e, q, P, Py, H1, H2}.

Extraction: For 1 < i < n, Qp,, = H2(IDa,) and
drp, = sHy(IDy,) are public and private keys respectively,
for the n original signers A;, with identity {ID 4, }. Similarly,
for 1 S j S l, QIDBJ- = HQ(IDBj) and dIDBj = SHQ(IDBJ)
are public and private keys respectively, for the [ proxy signers
Bj;, with identity {/Dp, }.

Proxy certificate generation: In this phase, all proxy signers
cooperate with all of the original signers to generate the
certificate. Here m,, is the message warrant. In successfully
completion of this phase, each proxy signer B;, for 1 < j <1
gets a proxy certificate (U, V).

e For 1 < i< n, each A;

chooses z,; €r Z;‘

computes Uy; = x4; P,

broadcasts Uy,; to the other (n — 1) original signers and [
proxy signers.

e For 1 < j <1, each B;

chooses xy; €gr Z;

computes Up; = xp; P,

broadcasts Up; to the other (I — 1) proxy signers and n
original signers.

o All of the signers A; and B;
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compute

e For 1 <i<n, each A;
computes V; = Hy(my, || U)dIDAi + Zai Ppub
broadcasts V; to the chairman of original group.

e For 1 < j <1, each B,
computes Vy; = Hy(my || U)dIDBj + z; Poub
broadcasts V}; to the chairman of original group.

The chairman confirms V,; and Vj; by checking:

G(P, VM‘) =
1<i<n)and

e(Uaiv Ppub)e(Ppuba QIDAi )H1 (meU)7 (fOI'

e(P,Vy;) = e(Ubj,Ppub)e(Ppub,QIDBj)Hl(m“’“U), (for
1 < j <), respectively.

If all of the above e(%ualities hold, the chairman computes
Vo= 3" Vu + ijl Vbj, and broadcasts V to the all
original and proxy signers. Finally, members of the proxy
group are authorized to act as proxy agents for the group of
n original signers with certificate (U, V).

Multi-proxy multi-signature generation: If the [ proxy
signers want to sign a message m on behalf of the n original
signers, they perform the following steps. One proxy signer
in the proxy group, plays the role of clerk to combine all
partial proxy signatures to generate the final multi-proxy
multi-signature on message m with warrant m,,.

e For 1 < j <, each proxy signer B;

chooses t; €r Z;

computes R; =t;P

broadcasts R; to the other (I — 1) proxy signers.

e For 1 < j <, each proxy signer B;

computes R = 22:1 R; and

S; = Hyi(m || R)dIDBj +t;V

sends (R, S;) to the clerk as his partial proxy signature on
message m.

e For 1 < j < [, the clerk verifies the partial proxy
signatures by checking the equation:

6(P7 S]) = e(ij V)S(Ppub» QIDB]. )Hl(m”R)

If the above equality holds for 1 < 5 < [, the final
multi-proxy multi-signature on message m is generated as
(mw, (R, S), (U, V)) by the clerk, where S = 3"\_, S;.
Verification: Receiving the multi-proxy multi-signature
(my, (R,S),(U,V)), and the message m, the verifier

proceeds as follows:

(i) Checks whether or not the message m conforms to the
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warrant m,,. If not, stop. Continue, otherwise.

(ii) Checks whether or not the [ proxy signers are authorized
by the n original signers in the warrant m,,. If not, stop.
Continue, otherwise.

(iii) Verifies the warrant and the certificate (U,V) by the
equation:

e(P,V)
= G(U, Ppub) .
Xe(Ppub, Z;L:l QIDAi —+ Zj:l QIDB]. )Hl(meU)

(iv) Accepts the multi-proxy multi-signature if and only if
the following equality holds:

e(P7S) _e(R V) ( pubvzj 1Q1D )Hl(mHR)

Discussion on the scheme [9]: For the security reason of
proposed scheme, the proxy certificate must be generated by
the cooperation of the original group and the proxy group.
So, the proxy certificate is verified by the equation
e(P,V) =e(U, Ppup) l

Xe(Ppub, Z’iﬂzl QIDAi + ijl QIDBj )Hl (mwl|U)

using the public keys of all original signers and all proxy signers.
Here, it is clear that, the original group is not able to arbitrarily
announce any group as its proxy group without the agreement of
the proxy group. Therefore, in this scheme proxy group is seems to
be protected. On the other hand, since the proxy group had agreed
on the proxy authorization, hence no proxy signer can deny that are
the proxy agent, this leads to protection of proxy group. Moreover,
since the proxy signer’s private keys are required in the multi-proxy
multi-signature generation phase, the multi-proxy multi-signature has
to be generated by the cooperation of all members in the proxy group.

On the other hand, unforgeability of the scheme can be observed as
they use a modified Hess’s scheme [5], which is proven to be secure.
As to generate the multi-proxy multi-signature, any third party who
can even get signatures of the original signers on the warrant m.,
cannot forge the multi-proxy multi-signature. Also alternatively, the
group of original signers cannot generate a valid multi-proxy multi-
signature since those private keys drp B, of proxy signers are used
in the multi-proxy multi-signature generatlon algorithm. Secondly,
even the clerk, who has more privilege than other proxy signers
in the proxy group, cannot forge a multi-proxy multi-signature. To
see this, suppose that the clerk wants the proxy group to sign a
false message mo, He can change his own R; therefor R. Then
the clerk tries to compute S such that the equation e(P,S) =

e(R,V)e pub,ZJ L Qrpp )Hl(mC’”R> holds. But it is equivalent
to solve the bilinear pairing ‘inversion problem (BPIP), Now since
the BPIP is reducible to CDHP in (G2 and can be reduced to DLP
in G2, and CDHP and DLP are intractable in G2, hence the clerk
cannot forge a valid multi-proxy multi-signature by this way. Lastly,
all other proxy signers cannot obtain more information than the clerk,
hence they cannot generate a valid multi-proxy multi-signature.

V. OUR ID-BASED MULTI-PROXY MULTI-SIGNATURE
SCHEME:

In this section, we propose an efficient ID-based multi-proxy
multi-signature scheme with delegation by warrant. Our scheme
is divided into six phases: System setup phase, Extraction phase,
Delegation generation phase, Proxy secret key generation phase,
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Multi-proxy multi-signature generation phase and Verification phase.

Setup: For a given security parameter k, let G; and G2 be two
cyclic groups of prime order ¢, and P be the generator of .
Define a bilinear map e : G1 X G1 — G2. The PKG randomly
selects a master key s €r Z; and computes public key Ppup = sP.
Define cryptographic hash functions Hi, He, Hs : {0,1}* — G1
and Hy : {0,1}" — Z,Z;. The PKG publishes system’s public
parameters param = {G1,G2,k,e,q, P, Ppuy, H1, H2, H3, Hs}
and keeps the master key s secret.

Extract: Let for 1 < ¢ < n, A; be the n original signers with
identity /D 4,, and for 1 < j < [, B; be the [ proxy signers with
identity I Dp,. The PKG computes public and private keys of A; as
QIDA = H1 (IDA ) and SIDA = SQ[DA respectlvely Similarly
the pubhc and private keys of B as QIDB = Hi(IDp,) and
SIDB = SQ[DB respectively.

Delegation generation: To delegate the signing capability to the [
proxy signers B1, Bs, .., Bi, the n original signers A1, Ao, .., A,, do
the following job to make a signed warrant. The warrant w includes
some information like the period of delegation, nature of message,
identity information of original and proxy signers etc.

e For 1 <i < n, Each original signer A;

selects x4; €r Z; and

computes Ug; = Tqi P.

broadcasts Us; to the other (n — 1) original signers.

e For 1 <4 < n, Each original signer A;
Computes U= ZT.: U,; and
al — SIDA +xa7,H2(IDA H w H U)

Each A; sends their V,, to a chairman in the group of original
signers.

The chairman receiving V,, from each A;, confirms the validity of
Vai by checking:

e(P7 Vai) = e(PpUIM QIDA )
xe(Uai, Ho(IDa, || w || U))
If all V;, are valid, the chairman combines them as V = Z Va;

and sends (U,w, V) to the group of [ proxy signers.

Receiving (U, w,V),
by checking:

e(P,V) =e(Ppub, >y, Qipy,)
xe(U, H2(IDa, || w || U))

each proxy signer confirms its validity

Each proxy signer accepts the delegation, if it is a valid delegation,
otherwise requests for a new one or terminates the protocol.

Proxy secret key generation: If each proxy signer B;, for 1 < j <1
accepts the delegation, they generate their proxy private key

Spj = V+H4(IDBJ‘ H w H U)SIDBJ» (for 1 <75 <.

Multi-proxy multi-signature generation: To sign a message m
with warrant w, on behalf of the group of n original signers
Ai,Ag, .., Ay, the [ proxy signers Bi, Bs,..,B; perform the
following steps:

e For 1 < j <[ each proxy signer B;

selects xv; €r Z;

computes Uy; = p; P

broadcasts Up; to the other (I — 1) proxy signers.
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e For 1 < j <, each proxy signer B;

computes U, = ZJ Up; and

0; = Sp; erbJHB(w | m || Up)

sends their partial proxy signature o; to a clerk in the proxy group.

The clerk verifies all the partial proxy signature by checking:

e(P7 Uj) = e(Ppuln QIDBj)H4(IDBj||w“U>
xe(Usj, Hs(w [| m || Up))
xe(Ppub, 3 iy Qo )e(U, H2(IDai || w || U))

If all the partial proxy signatures are correct, clerk combines them
as:

g = 22:1 gj.

Finally, (Up,w,U,o) 1is the multi-proxy multi-signature on
message m with warrant w made by the group of [ proxy signers
{Bi1, Ba,..,B;} on behalf of the group of n original signers
{Ala A27 3 An}

Verification: Receiving a multi-proxy multi-signature (Up,,w, U, o)
and message m, the verifier checks the following:

(1) Checks whether or not the message m confirms to the warrant
w. If not, stop. Continue otherwise.

(2) Checks whether or not the [ proxy signers are authorized by the
group of n original signers in the warrant w. If not, stop. Continue
otherwise.

(3)Recovers the public keys Qrp,, = Hi(IDa;) for 1 < i < n
and Qrpp; = H.(IDpg;) for 1 < j <I.

(4)Accepts the multi-proxy multi-signature if and only if the
following equality holds:

(P G)_e Pubvlzl 1QIDA1)
><e(U HQ(IDAZ lw| U))
4

xe( pub7Z] IQIDBJ)H (IDpjllw|lU)
xe(Up, Hs(w || m || Up)).
VI. ANALYSIS OF PROPOSED SCHEME

In this section, we prove the correctness of verification and
compare the efficiency of our scheme with that of [9], we show
that our scheme is more efficient than [9]. We also show that the
proposed scheme satisfies all the security requirements of a proxy
signature given in [12].

A. Correctness
The correctness of verification is satisfied as follows:

e(P,o) = e(P, 22:1 o)
= (P, Y2}, (Sps + @i Ha(w || m || Up)))

=e(P, Y [(V + Hi(IDg; || w || U)Sipy, )+
2y Hy(w | m || Uy))

l
=e(P,> ,_,(V+Hs(IDp; | w | U)Sipg,))
xe(P, Y @ Ha(w || m || Up))

=e(P,IV)e(P, Z , Sipy,)T4dPE;IwIT)
xe(P,> )y @ Ha(w || m || Uy))
= (P, I3 (Stpa, + FaiHa(IDas || w || U))
xe(P, Z}Zl Sipy,)HaU s lwlv)
xe(P, Z]’:l xpj Ha(w || m || Up))
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P lZz 1 SIDAL P Z
xe(P, Z _1
xe(P, )7, 1xb1Hs(w [ m || Up))

pub,lz i=1 Q04 )e(U, Ha(IDai || w || U))

><e pub,z - Qipg )H4(IDB]‘HU’“U)
xe(Up, Ha(w || m || Uy).

 Tai2(IDai || w | U))
H4(1DB7HWHU)

B. Security Analysis

In this section, we analyze the security of our scheme. We will
show that our scheme satisfies all the security requirements of a
proxy signature mentioned in section 2.

(1)Strong unforgeability: The attempt to forge the signature can be
made by either of the original signers, proxy signers or by any third
party who do not participate in the protocol.

Claim 1: The proposed ID-based signature scheme is strongly
unforgeable if the CDHP in G is hard.

For this, we see that if any proxy/original signer or third party
wants to forge the private key of original/proxy signers respectively,
he will have to solve an instance of CDHP. As for the ith original
signer, the private key is SIDAi = SQIDAi' Also QIDAi e Gy
can be written as k;P € G, for any k; € Z; and being P
a generator of G1. So, to compute the private key Srp, , one
has to compute sk;P € Gp for given sP = P, € Gp and
kP = QIDA € Gi. But this is an instance to solve the
CDHP, which is assumed to be hard in our system. The same
instance happens in case of proxy signer. Hence, none of the above
three parties can forge the private key of any original or proxy signer.

Claim 2: The proposed ID-based multi-proxy multi-signature scheme
is strongly unforgeable if the CDHP and DLP in G, are intractable.

Firstly, anyone from the group of original signers can not generate
a valid multi-proxy multi-signature, because it involves the private
keys of all the proxy signers.

Secondly, the group of proxy signers can not forge the multi-proxy
multi-signature. To see this, suppose firstly the clerk in proxy group
wants to sign a false message m’. He can maximum change his Uy,
therefore U, and hence o;. Then finally he will try to compute o
such that, the equality

e(P,o) = e(Ppub, ! Z?:1 QIDAi)
><e(U HQ(.IDAq, | wl U))
xe( pub7z - QI )H4(IDBJHUJ||U)
xe(Up, Ha(w || m' | Up))

holds. But it is equivalent to solve the bilinear pairing inversion
problem (BPIP). And since the bilinear pairing inversion problem is
reducible to computational Diffie-Hellman problem (CDHP) in G2
and can be condensed in discrete logarithm problem (DLP) in Ga,
and CDHP and DLP are intractable in G2, the clerk cannot forge
a valid multi-proxy signature. But since in our scheme, the clerk
in the proxy group is supposed to be most privileged than other
proxy signers, so no proxy signer in that group can forge a valid
multi-proxy multi-signature by this way. Also, if the group of proxy
signers wants to sign a false message m’. For this, they will require
the value V' to generate their proxy secret key, but construction of
V' involves the private keys of all the original signers. Selection of
an invalid V, will make the verification failure.

Finally, any third party who do not participate in the protocol can
not forge the signature even having signatures of all the original
signers, since for that, he will be needed the private keys of all the
original signers.
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Getting the private keys of proxy and original signers in above
phases is equivalent to forging the Hess’s signature scheme [5],
which is proved to be secure. Hence the proposed multi-proxy
multi-signature is strongly unforgeable.

(ii) Verifiability: Any verifier can verify the multi-proxy multi-
signature and can check whether the signed message confirms to
the delegation warrant or not. Correctness of the verification is
described above.

(iii)Strong identifiability: By warrant anyone can determine the
identity of proxy signers.

(iv)Strong undeniability: For 1 < j < [, partial proxy signature o;
of each B; is constructed using his proxy secret key Sp;, which
involves the value V' provided by the group of original signers and
the private key S;py provided by the PKG. Also the attached
warrant includes the fdentity of proxy signers, and the signature
will be verifiable only for legally used private keys of proxy signers
provided by the PKG against the public keys Qrp,. . Also, The
clerk validates the proxy signer’s partial signatures on message m,
by checking whether or not the equation

e(P,0) = e(Ppub, Qroy,; )+ Prilwiv)
xe(Upj, Hs(w || m || Up))
Xe(PPuzNZZ‘:l QIDAi
xe(U, Ha(Tas || 'l 1)

holds, so no proxy signer can deny his signature of earlier session.

(v)Prevention of misuse: Since the message warrant is attached
specifying the delegation period, nature of message, identities of
original signers etc., the group of proxy signers can not sign any
message which does not confirms to the warrant and has not been
authorized by the group of original signers.

C. Efficiency comparison

Here we compare the efficiency of our scheme with that of
multi-proxy multi-signature scheme given by Li and Chen [9].
Firstly in table below, we compare the computational costs due
to the certificate generation of Li and Chen scheme and due to
delegation generation of our scheme

Certificate generation/Delegation generation

Scheme Pairing | Exponentiation | Hashing
Li and Chen scheme 6 2 2
Our scheme 6 0 2

Also in verification phase, 1 pairing and 1 exponent reduces in
our scheme with compare to Li and Chen’s scheme. Hence due to
delegation by warrant, our scheme is economical and computation-
ally more efficient than Li and chen’s ID-based multi-proxy multi-
signature scheme [9].

D. Application and implementation

There are many real world scenarios where delegation of right is
quit common like distributed database, grid computing, organizational
knowledge, global distributed networks etc [11], [13], [17], [24]. The
proposed ID-based multi-proxy multi-signature scheme can be apply
to transfer the execution right in above distributed systems. Moreover,
to examine the size of keys, total running time, signature size etc,
signature algorithm of proposed scheme can be implemented through
programming on many open source tools like SAGE, PBC Library
(http://crypto.stanford.edu/pbc/) etc.
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VII. CONCLUSION

In this paper, we have proposed an ID-based multi-proxy multi-
signature scheme, replacing the certificate generation phase of the
ID-based multi-proxy multi-signature scheme of Li and Chen [9],
by delegation generation. Due to this replacement, computational
cost reduces in our scheme with comparison to [9]. We have also
analyzed the security properties of our scheme and showed that the
proposed scheme is strongly unforgeable under the CDHP and DLP
assumptions. Moreover, proposed scheme fulfils all the security
requirements of a proxy signature scheme [12].
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