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Abstract—In contrast to the typical utilization of Radio
Frequency IDentification (RFID) technology today in warehouse
management and supply chain applications, the focus of this paper is
an overview of the structure of RFID systems used by RFID
technology and it also presents a solution based on the application of
RFID for brand authentication, traceability and tracking, by
implementing a production management system and extending its use
to traders.
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1. INTRODUCTION

HE need to track and trace objects in real time has

determined numerous companies to adopt one of today’s
greatest contributory technologies, namely Radio Frequency
Identification [1].

The supply chain is gaining focus and the attention of
executives in today's competitive world, and these attentions
are increasingly directed to improve the efficiency and reduce
costs. This challenge together with the need of making
products available within the right time and on the right place
have been caused the companies to invest more and more in
new technologies [2].

The globalization opens space for companies be able to
participate and compete for markets that up to then under
exploited, as it is the case of companies specialized in
logistical operations.

The radio frequency identification (RFID) is a technology
for automatic identification of items, particularly in supply
chain, but it is becoming increasingly important for industrial
applications. Unlike barcode technology that detects the
optical signals reflected from barcode labels, RFID uses radio
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waves to transmit the information from an RFID tag affixed to
the physical object.

Although barcodes are the most wide-spread technology for
tagging and identification of physical objects used today, this
technology suffers from several restrictions and drawbacks.
One of the major issues is the need for manual positioning of
the item in order to ensure line-of-sight between the reader
device and the label [3]. The other problem is that the barcode
is not designed to allow distinguishing between individual
instances of objects (all objects of the same type have the same
ID) and, especially for manufacturing purposes, as the tag is
placed on the surface of the physical object to be visible to
scanner, it has a low resistance against dirty environments
containing for example dust or oil.

The radio frequency identification technology allows remote
identification of objects using radio signal, thus without the
need for line-of-sight or manual positioning of each item. The
RFID tags comprised of a small chip and antenna are attached
to the physical objects. When the tag enters the range of the
RFID reader, it absorbs the energy from the radio field and the
microchip, which bears the unique identity code, returns this
information back to the reader via modulation of the radio
waves. The transmission distances range of passive tags, which
do not have their own power supply, vary from centimeters to
meters. Active RFID tags with built-in batteries are able to
transmit their data over distances up to 100 m; however, they
suffer from larger size and higher price. The major advantage
of RFID technology over the barcodes is that the RFID system
allows detection of multiple items simultaneously as they pass
through a reader field (for example the presence of all the
items in a closed box can be checked without opening it).
Additionally, each physical object has its unique ID (even two
products of the same type have two different IDs) enabling to
precisely track and monitor the position of each individually
labeled product piece.

II.RFID SYSTEM APPLICATION

RFID systems use transmission through radio frequency in
order to identify, classify and locate "articles" which are
primarily objects, but also people or animals. The reader
contains electronic components which send and receive signals
to and from the proximity tag, a microprocessor that checks
and decodes the data received and a memory that records data
results, which are then transmitted forward if necessary (Fig.1)
[4]. In order for the reception and transmission of data from
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the tag to be possible, the reader is provided with an antenna.
The antenna can be integrated into the reader’s case or can be
separated, located far from the rest of the electronics. As for
most radio frequency applications, the antenna diameter must
be relatively large in order to obtain good performances.

Computer RFID Reader

RFID Tag

RFID Reader transmit and
receive signal to and from
RFID Tag

Computer processes the
data from RFID reader

Fig.1 Transmitting data to and from RFID tag

The RFID system architecture could always be composed of
three basic components: RFID tags, RFID readers and backend
systems. Fig. 2 shows the RFID system architecture.

The RFID tag provides the storage of the required data. The
RFID tag is an emission-reception device using radio waves.

The readers are to read the information stored in the tag and
to send the data to a computer. The readers can be portable or
may have a fixed position [5].

The tags and readers are designed with a specific operating
frequency. Given the wireless communication between the
RFID chip and the RFID reader, all data may be read from a
distance. Tags fall into three categories: active (battery-
powered), passive (the reader signal is used for activation) or
semi-passive (battery-assisted, activated by a signal from the
reader) [6].
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Fig. 2 RFID system architecture

Passive RFID tags are powered by the readers and transfer
specific information or change status in response. The
operations between RFID tags and readers are quite simple
while the most complex procedures are implemented in the
backend system. Many researches about RFID are devoted to
the development of backend system such as software
architecture, middleware and platform integration [7], [8].

In supply chain management, product information that can
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be captured by the RFID system includes instance data (for
example dates of manufacture and expiration), history data (for
example departure and arrival times), product group data (for
example description, dimensions, and selling units), and
commercial entity data (for example address and telephone
number) [9]. When shared among supply chain partners, RFID
generated product information can provide unprecedented
visibility in the supply chain.

The RFID tags and readers themselves are only a part of the
overall RFID solution. Recently, the EPCGlobal Architecture
Framework [10] has been developed as a global standard for
automatic and unique identification of objects in the physical
world and their linkage to the virtual representation in
networked  databases [11]. EPCGlobal  Architecture
Framework provides a collection of hardware, software and
data standards aimed at facilitating the exchange of
information about physical objects between trading partners.

A crucial component is the introduction of the Electronic
Product Code, which is basically unique code number
embedded into RFID tag’s memory. The EPC coding scheme
(with different lengths, like 96, 128 or 256 bits) is designed to
contain the information about the manufacturer of the product,
type of the product and, as a major advantage over bar codes, a
unique serial number of the particular product piece. For
instance, 96-bits EPC allows distinguishing of 268 million of
different manufacturers, 16 million of different product types
for a single manufacturer and 68 billion of different serial
numbers of products of the same type.

The EPC Information Service is a network infrastructure
that enables trading partners to share different subsets of their
live EPC data through standard interface, thus without any
need to access the underlying databases directly. The
supporting technology is the Object Name Service used to
translate an EPC into one or more Internet addresses (URLs),
where further information about the object can be found.
Typically, these URLs identify an EPC Information Service,
although ONS may also be used to associate EPCs with
manufacturer’s web sites relevant to the objects.

Fig. 3 shows the EPC Network architecture, which is based
on that of the standard RFID system. An RFID system consists
of three significant elements, the tag attached to the item to be
identified, the reader extracting the unique identification from
the item’s tags, and the backend application system, such as an
EPC Network, which filters the EPC Code through its
middleware, and which manages all necessary information for
providing services.

An EPC Network can provide the following main
functionalities:

e All physical objects with EPC tags can be linked together
to provide various information services;

e The huge amount of information can be under
management after the tags are read;

e The data format for universal usage is provided in
transferring information.
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Fig. 3 EPC network architecture

The widespread use of RFID could automate the tracking of
pallets, cases, individual products, as well as reusable assets
such as bins and containers throughout the supply chain. With
RFID, collection of real-time data on individual items could
become a reality, which was not possible with the use of bar
codes. A future vision of RFID even includes the “Internet of
Things”, which refers to a global network of computers and
objects in which computers are able to identify and store
information on any object, anywhere in the world, instantly
[12]. RFID is believed to offer many benefits in supply chain
management, including shrinkage reduction, material handling
efficiency, increased product availability, and improved asset
management [13], [14]. Currently, however, the adoption of
RFID has been slower than anticipated in supply chain
applications.

A. Frequency Ranges Used by the RFID Technology

Due to the different radio spectrum in the range of which it
operates, the RFID equipments (and implicitly their
applications) are classified into several categories [15].
Choosing the optimal frequency band for RFID applications is
primarily dictated by the environmental conditions in which
the system must operate and by application requirements.

The operating bands for Europe and Africa are:

e Low frequency (LF - Low Frequency), F = 125/134 kHz -
inductively coupled devices, for which most countries do
not require authorization systems operating in this band.
The characteristics of this range are:

o Typical applications: animal identification, access
control, container management;

o Reading distance: 0,1 to 1 m;

o Excellent performance near metal or liquids.

e  High Frequency (HF - High Frequency), F = 13,56 MHz
- electronic surveillance elements. The characteristics of
this range are:

o Typical applications: inventory-archive documents,
luggage screening, transportation;

o Reading distance: 1 to 3 m;

o This frequency band covers most of the possible
applications.

e Very High Frequency (Ultra High Frequency - UHF /
MW), F =850 MHz — 2,46 GHz. Includes two ranges:

= for the frequencies between 430 and 460 MHz —
industrial, scientific and medical applications;

= for the hyper frequencies between 2,35 and 2,45 GHz
- distributed spectrum applications.

The characteristics of these ranges are:

o Typical applications: transportation,
container management;

o Reading distance: 1 to 12 m;

o Enables the identification of the vehicles moving at
speeds exceeding 100 km/h.

B. Types of RFID systems

We can identify the following types of RFID systems:

e The EAS systems (Electronic Article Surveillance) — have
a small storage capacity, one bit, but enough to detect the
presence or absence of an object. It is used in retail, at
every point of entry / exit from the store / department,
there is installed a reading device with a large antenna to
detect thefts;

e The portable data capture systems — containing a RFID
reader. It captures data which are then either sent to a host
of information management via a radio link or are
maintained for transmission of, through a line connection,
data packet;

e The network systems - the reader have a fixed position
and are connected directly to an information management
system in the network. The transponder is placed on
persons or objects in motion;

e The positioning systems - the reader in this case is placed
on the vehicle, it is connected to a board computer and
sends data via radio frequencies, to an information
management system

By programming, transponders contain identification data
and location data. The role of such a system is to enable
automatic location and to provide support for the circulation of

guided vehicles [16].

parking,

C. Advantages and Disadvantages of RFID Systems

Regarding the implementation of new RFID technologies,
much emphasis is on the advantages and disadvantages,
comparing it a lot with the AIDC system (barcode) that has
become omnipresent.
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Compared with the AIDC technology, we find the following
advantages of the RFID technology:

e Storage capacity - Conventional tags (based on barcode)
can maintain a volume of information of only 20
characters. The RFID label offers the advantage of storing
a higher volume of information;

Speed Unlike the AIDC technology, the RFID
technology allows reading and faster communication of
information;

Automation option - Reading the information stored in the
RFID tag does not implies presence in the visual field and
does not require a particular orientation of the product;
Flexibility - A number of RFID tags are dynamic
databases. There are labels that may contain information
of read/written type;

Selectivity - The RFID technology allows labels to
respond selectively to the reader’s requests;

The total cost of ownership and use - The RFID tags of
type read/written offer advantages due to repeated use.
Labels using barcode can be used once;

Simultaneous reading - An RFID system can read multiple
labels.

Disadvantages of RFID tags compared with barcode labels

are:

Price - Unlike labels containing barcode, whose price
makes possible today its attachment on any product, the
RFID systems are more expensive. For products with low
price and small margin, it is preferable to use barcode than
the RFID system. For example, the RFID tags of type
read/written allow programming and modifying data
stored according to the needs, inexistent functionality for
bar labels. Consequently, the price is only a relative
comparison criterion. From this perspective, RFID is a
complementary technology with respect to the traditional
barcode.

Lack of common standards - In the field of bar coding, the
efforts made at international level have led to the
emergence of standards adopted by several countries. In
the case of RFID, for now, the market is dominated by
systems that belong to certain organizations, without being
accepted and applied widely.

Security issues - The RFID system allows the possibility
of fraud by replacing the information from a tag with other
information using an RFID device (e.g. if the information
includes product price). To remove this inconvenience the
tags should respond only to specific devices, they cannot
be "written" by other unauthorized devices.

D.Tracking

According to ISO 8402, by tracking is understood “the
ability to reconstruct the history and use or locate an entity
with the help of recorded identifications”.

Tracking is the process that follows the product upstream
and downstream and acts so that it would leave proper “traces”
(information) at every stage it passes. It must be establishes
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which agents and information should “leave traces”.

Tracking is a useful tool for informing consumers and
facilitates checks and quick withdrawal of products in case of
emergency (crisis management).

Tracking allows fast and safe identification of
noncompliance situations and the identification of the
recipients of lots of sale improper merchandise.

Tracking allows companies to launch two messages:

The product does not hide anything improper behind its

production;

The company certifies it through a formal undertaking of

liability.

These two messages establish a relationship of trust between
customer and producer.

III. POTENTIAL BENEFITS OF RFID TECHNOLOGIES

IN SUPPLY CHAINS

RFID technologies offer several contributions to supply
chain through their advanced properties such as unique
identification of products, easiness of communication and real-
time information [17], [18]. The progress through RFID can be
observed in different types of supply chains such as warehouse
management,  transportation = management, production
scheduling, order management, inventory management and
asset management systems [19].

RFID can improve the traceability of products and the
visibility throughout the entire supply chain, and also can
make reliable and speed up operational processes such as
tracking, shipping, checkout and counting processes, which
leads to improved inventory flows and more accurate
information [20], [21]. Companies integrate and store the more
accurate data obtained through RFID technologies in their
information technology systems for better supply chain
planning and management [22]. There is thus a strong link
between IT applications and RFID technologies. Through
these numerous benefits, RFID technologies can provide cost
reduction, increased revenue, process improvement, service
quality, etc. However, the objective of RFID implementation is
not just to improve current systems. Reorganizing processes
using this new technology can also lead to large gains in the
overall supply chain effectiveness [23], [24]. Reengineering
models increase possible benefits gained through RFID for all
processes of distribution centers and retailers [25]. RFID
integration through new business architectures provides more
benefits than technology integration in current business
processes [26].

IV. USING RFID TECHNOLOGY IN SUPPLY CHAIN

For the purpose of ensuring the authenticity of products and
establishing the route followed by a product, one can
implement a production management system using RFID
technology and expand its use to trading point. Implemented
workflow management systems on manufacturing and
transport currently exist, but the chain is not complete, since
such systems and a database containing all the information are
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absent in outlets.

This paper presents a reliable and low cost solution based
on the application of RFID technology, both for product brand
authentication, as well as for the monitoring of their
traceability whilst ensuring information support for
distribution control.

Furthermore, in order to climinate any doubt related to
product transport or storage under improper conditions, the
project will conduct research to find solutions for monitoring
ambient parameters by storing the information obtained
throughout the duration of transport or during storage in the
memory of an active transponder (coupled with special
sensors). Corresponding product traceability information will
be read and recorded at each distribution point / center or
outlet. Thus, the final consumer will get a product with a
transponder / tag attached, in which data on all essential
product information and the route it has followed is stored,
including the one related to the final store where the product is
located. Customers can check this data using a portable or

Counterfeit
product
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fixed embedded reader, for example a PDA or mobile phone.
If the client wishes, after purchasing the product, he will be
registered as the product’s owner.

Therefore, a product will be authenticated by three methods
accessible to any citizen:

product tag authenticity (hologram, other traditional
authentication elements);

electronic  chip authenticity of the RFID tag
accompanying the product and containing information on
traceability and originality of the product;

Web site authenticity based on a unique product ID code

for comparing information from the database with that of
the electronic chip’s official manufacturer.
This will ensure maximum system safety, the sharp decrease
of the possibilities of product piracy, increased buyer safety
regarding purchased products and a modern and efficient
management and tracking system for their products.

The bidirectional information flow of the producers,
distributors and retailers’ paths is shown in Fig. 4.
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Fig. 4 Simplified representation of the supply chain of branded products

The information flow of the producers includes the
following steps taken to ensure traceability:
Manufacturer product labeling with RFID tag and the
inscription of the original information in the RFID
transponder’s memory. Products are packed in packages
labeled with RFID tags and which contain the initial
information about the package. The package code is
associated with the product codes from the package. The
updating of the manufacturer’s databases will continue
based on the package code until the retail sale of products.
The product is stored together with this information into
the transponder’s memory in the producer’s product
warchouse and information is transmitted to the
producer’s server that contains the end product database.

21

e  When supplying products from the manufacturer’s end
product warehouse, the date and the warehouse’s code
will be entered into the memory of the package tag. The
information is transmitted to the manufacturer’s server via
the Internet.

On entering products into the distributor’s warehouse, the
information from the package’s tag will be read and sent
to the producer’s server. The tags on the package and
products will contain information concerning the
reception in the distributor’s warehouse. On leaving the
distributor’s warehouse, the information on the package
tag will be read and sent to the manufacturer’s server. The
information regarding the release from the distributor’s
warehouse will be entered into the package’s tag and into
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the products’ tags for each product within the package.

If there are other distributors in the distribution chain, the
previous step will be repeated. It is anticipated that there
will normally be 3 distributors per supply chain
(international, national, regional).

On entering products into the retailer’s warehouse, the
information on the package tag will be read and sent to the
producer’s server. The information concerning the
reception in the retailer’s warehouse will be entered into
the package’s tag and into the products’ tags for each
product within the package. Package labels will be
destroyed and the manufacturer’s server will be informed.
The distributor could not distribute products from the
package.

In order for the product to be sold, authentication will be
performed by using an application that can run either on a
PC or a PDA connected to an RFID reader.

Each tag will pass through the RFID writing/reading area
of at least three RFID readers functioning at the following
levels: First, there is the PC reader where the tag for the
final product is initialized. After reading the information
from each component tag, the reader writes the significant
information on the main tag. Second, there is the gate
level where the main tag is read; the script is executed
and, if necessary, the content of the tag is updated. Third,
there is the PDA level where the component data or final
product data is verified. In other words, the data is
processed in order to read/write component tags or final
product tags.

If the product is sold, the retailer has the obligation to
register this in the manufacturer’s server. This will register
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e
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the fact that the product with a certain code and
traceability information has been sold. An attempt to sell a
potential counterfeit product having a cloned tag will be
detected when the information concerning the product is
checked on the producer’s server. A message stating that
the product has already been sold will be returned by the
server in this case. Furthermore, the server will inform the
producer that there was an attempt to authenticate a
counterfeit product.

An additional RFID tag recording the temperature in a
given period of time and with a certain frequency (both
programmable through applications running on the
manufacturer’s and distributor’s warehouses) can be
attached in certain segments of the supply chain. The
temperature recording can also be done when storing
products. Information stored in an RFID tag with a sensor
will be downloaded using a RFID reader and further sent
to the manufacturer’s server. When the product’s tag will
be detached from a monitored product, the manufacturer
server will be informed of this. The tag can be reused.
Electronic tags can optionally be attached to the product
after the sale (for service). If the product sold is returned,
it returns only to retailer who received the product. Tags
other than the tags that recorded temperature (and which
are attached to packages / products) cannot be reused.

supply chain, it is necessary to assure the

communication between different involved companies / stores.
The diagram of a supply chain of brand products with RFID
technologies integrated is presented in Fig. 5 where the stages
covered for the provision of the traceability information are
presented.
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Fig. 5 Diagram of a supply chain where RFID technologies were integrated

The architecture of the system for the control and checking following characteristics:
of products’ authenticity is shown in Fig. 6. At the level of e Coordination and integration of readers;
storage, the architecture of the system will be organized on e  Monitoring and recording of the tag information;

several sub-levels (Fig.7). Ability to perform simple filtering.
The system includes an RFID middleware with the
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Given the particularities, as well as the complexity of the
system and the multiple functions it must perform, the
architecture is on several levels thus providing filtering and
direction based on a context. Therefore, it provides the
scalability of the architecture and an easy integration.

It should be mentioned the fact that the system allows the
creation of tags providing facilities to complete the data
related to a product’s tag, to modify the values, to delete
(eliminate) a tag from the data base, to physically remove a tag
(with appropriate processing in the database) etc.

The system for the control and checking of products’
authenticity allow tracking traceability of all entities identified
by tag, including products or packages.

The system for the control and checking of products’
authenticity consists of several databases, such as: producer
database (where all information related to the circulation of a
product from producer to consumer is stored), distributor’s or
trader’s storage database, a database installed in the RFID gate
controllers.

V.CONCLUSION

Among the advantages of using RFID in supply chains can
be mentioned.

e RFID provides the automated management of the supply
chain, allowing companies to realize significant savings;
RFID brings an important contribution to the maintenance
of record accuracy for product reception and shipment;
RFID prevents product theft by registering the product at
multiple points and creating a record of the route followed
by each product;

RFID has the capability of identifying the product’s
location, useful especially in case of the product’s loss,
which allows the manufacturer or distributor to take a form
of corrective action.

As a result, RFID technology has a major contribution to the
quick location of a product, as well as eliminating
opportunities for its falsification.

Compared with the AIDC technology (barcode), we have
noticed the following benefits of the RFID technology: storage
capacity, speed, automation ability, flexibility, selectivity,
simultaneous reading, the total cost of ownership and use.

Supply chain management based on RFID technology faces
a number of challenges, especially regarding security
operations. It is obvious that the assembly of all of a product’s
electronic attributes plays a vital role in obtaining benefits for
supply chain management systems, but the security of this
assembly, the elimination of unauthorized access, the
modification and the prevention of illegal product manufacture
are still challenges for RFID. Currently, there is a major
interest in the cloning of RFID tags, which would allow the
introduction of counterfeit products in supply chains.
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