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Abstract— This paper presents modelling of the basic
authentication procedure. The Petri net technique as a tool was
chosen in this study. Experiments were made with two groups of
models according the quantity of used attributes. One consists of
combination of the User name and Password with and/or without
repeating. The second group consist of the user name, password and
biometrics with and/or without repeating. The goal of this paper is
to demonstrate that security increasing with attributes quantity and
decreasing with possibility to repeating wrong sequence of symbols.
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I. INTRODUCTION

With the rapid growth of network applications, network
security has become an important issue, and

authentication protocols are the basis of security in
networks. Therefore, it is essential to ensure these protocols
correctly. Unfortunately, it is difficult to design a robustness
and effective security protocol for networks. Not only
because of the characteristics of networks, but also because
good analysis techniques are lacking. The technical means to
achieve information security in an informatics society are
provided through cryptography. The cryptography is the
study of mathematical techniques related to aspects of
information security such as confidentiality, data integrity,
access control, and authentication. Confidentiality is
a service used to keep the contents of information from all
but those authorized to have it. There are numerous
approaches to provide confidentiality, e.g. the mathematical
algorithms which render data incomprehensible. Access
control is the ability to limit the access to authorized users
and applications. To achieve this, each entity trying to gain
access must first be identified, or authenticated, so that
access rights can be assigned to individuals. Authentication
is a service related to identification. It is a fundamental
building block for a secure networked environment. If
a server knows the identity of a client, it can decide whether
to provide the service, whether the user should be given
special privileges, and so forth. In other words, authorization
and accounting schemes can be built on top of authentication
resulting in the required security to the computer network
system. Authentication based on some knowledge shared by

the system and the user, user name and a password [1], IS
one of mechanisms used in achieving one’s security goals.
Nowadays the user name and passwords are still commonly
used for authentication purposes, although recently they are
thought as not being secure as some of other forms of
authentication mechanisms [2].. The reason behind this is
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probably because the implementing of passwords is easy and
not so expensive [5].

Protocols play a major role in cryptography and are essential
in meeting cryptographic goals. We need protocols to apply
cryptographic  algorithms and techniques among the
communicating parties. Encryption schemes, hash functions,
and random number generators are among the primitives which
may be utilized to build a protocol. A cryptographic protocol is
a distributed algorithm defined by a sequence of steps
precisely specifying the actions required of two or more
entities to achieve a specific security objective. The whole
point of using cryptography in a protocol is to detect or
prevent attacks.

User
User  ja—n «—» Server (e Database
Interface
f Human Factors X Technological Factors >
Security
N

Fig. 1: Factors of User Name and Password Authentication Security
(Source: modified on the base of 0)

Human factors can be divided to two categories:
e  Type of user name and password (length, randomness,
used characters, etc.)
e Mode the user guards a password (how often a user
change his password, whether the user writes
a password down, and so on)

Since users are thought to be the weakest link of every
security solution, it is necessary to study their behaviour. We
are convinced of the need to study how users choose their
passwords, because it evidently infers of security of this kind
of authentication.

A lot of authors frequently discuss about the factors that
influence  password security, for example: length,
randomness, and the period the password is used. Some
authors are trying to make a distinction between a “weak”
and a “strong” password, commonly by using an expert’s
opinion 0. Other authors are trying to break passwords, and
the results of their experiments are present as a proof of the
passwords weakness 0, 0. The authors of this paper are
convinced about the need for an exact number that represents
the security level of some password.

The characteristic of password security will serve for various
purposes:
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e Decisions on how password authentication will be
implemented (password security evaluation as a part
of risk analysis).

e Surveys on long-time term trends in password
selection.

e Surveys in password selection by different types of
users.

e Studies on the effect of different modes of trainings in
password selection.

After passing into computer systems, for example in case e-
business according (fig.2.)
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Fig 2 Secure communication infrastructure according [35].

we need protocols to apply cryptographic algorithms and
techniques among the communicating parties. Encryption
schemes, hash functions, and random number generation are
among the primitives which may be utilized to build
aprotocol. A cryptographic protocol is a distributed
algorithm defined by a sequence of steps precisely specifying
the actions required of two or more entities to achieve
a specific security objective. The whole point of using
cryptography in a protocol is to detect or prevent attacks.
Within e-Commerce the agent system is used for example
[35]. Fig.3 shows that the first step is authentication.

1. Authentication - PKI

2. Key exchange:
agree on a shared secret key - IKE

Agent A Agent B

3. Encrypt message with the key - AES

Compute hash of encrypted message - SITA-512
Sign the hash - RSA

Fig. 3 Agent based system of authentication.

Before sending any messages, the client and the server need
to authenticate themselves. In [35] they use a Public Key
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Infrastructure  (PKI) with  X.509 certificates for
authentication. But the early bird step is use the user name
and password and then, after this first step is successful is
possible to use PKI and other techniques.

We will begin with describing the motivation for the
Kerberos approach and its environment because is obvious
that Kerberos is vulnerable to password guessing attacks.
Then, we will present a brief overview of the related work.
After that, we will use a Petri nets for modelling access to
network and/or information systems by user name and
password fill in keystroke dynamics technique. Finally, we
will summarize our conclusions and our future work.

Il. RELATED WORK

There are many client/server applications that use
passwords for authentication, for remotely logging onto
a supplier’s web database and/or bank systems [3], [4].. In
these applications it is often possible for an attacker to
intercept the password and then replay it to the server. This
replay problem can be overcome by using a system called
Onetime - Password System (OTP) [5], [11]. An OTP system
has an advantage over a regular password system in that the
former generates a different password for each time
authentication is required. In the one-time-password system,
the password entered by the user does not traverse the
network. This enables the OTP systems to protect users
against passive attacks [8], [11].

The problems with mobile authentication are solved in
[42], some tasks from the general problem of the security
can be found in [41].

The probabilistic risk assessment (PRA) is the most powerful
approach to quantifying risks has been used for the
information security risk assessment [36]. Key concepts
such as assets, threats, vulnerabilities, impacts, likelihoods,
and safeguard emerged during the 1990’s, yielding
a qualitative approach called GMITS (Guidelines for the
Management of safeguards of IT Security) [37]. The
information security accident is defined as a breach of
confidentiality, integrity, or

availability [38], [39]:

1) Confidentiality: The information is protected from
unauthorized or accidental disclosure.

2) Integrity: The information is as intended without
inappropriate modification or corruption.

3) Availability: Authorized users can access applications and
systems when required to perform their jobs.

GMITS calculates the risk value of the information asset that
is to be protected by multiplying each value of the
information asset, threat, and vulnerability:

Risk value = (information asset value) x (threat value) X
(vulnerability value)

It is true that GMITS has the simplicity in that risk is
evaluated with the scores of these three factors, but GMITS
cannot describe the scenario of individual information
accident.

A scenario enumeration from the initiating event to the
accident has not been performed.
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The Kerberos protocol allows a client to repeatedly be
authenticated to multiple servers assuming that there is
along-term secret key shared between the client and
Kerberos infrastructure. Security of Kerberos has been
analyzed in many works, e.g. [10], [11], [12], [13], [14], [15]
and [16]. Most commonly analyses identify certain
limitations of Kerberos and sometimes propose fixes. This
leads to the evolution of the protocol when a new version
patches the known vulnerabilities of the previous versions.
The current version Kerberos V5 is already being revised
and extended [9], [17], [18] and [19].

From the rich information sources dedicated to Petri nets we
chose [21], [22], [23], [24] and [25]. Within recent years was
Petri nets successful used for modelling authentication
protocols from many, we choose [26], [27], and [28].

I1l.  KERBEROS MESSAGE EXCHANGE

Kerberos has grown to become the most widely deployed

system for authentication and authorization in modern
computer networks. Kerberos is currently shipped with all
major computer operating systems and is uniquely positioned
to become a universal solution to the distributed
authentication and authorization problem of communicating
parties [11].
A simplified overview of the Kerberos actions is shown in
Fig.4. Exchange between the client and the Kerberos AS
(Authentication Server) in messages 1 and 2 are used only
when the user first logs by his/her user name and password,
in to the system. Exchange between the client and the
Kerberos TGS (Ticket Granting Server) in messages 3 and 4
are used whenever a user authenticates to a new server.
Message 5 is used each time the user authenticates itself to
a server. And finally, message 6 is the mutual-authentication
response by the server. The ticket plus the secret session key
are the user credentials to be authenticated to a specific
server.

o Request ticket granting ticket

¢ O‘I’lcket granting ticket + Session key

—

- @ Request service granting ticket

@Service granting ticket + Session key

=
AS
L~
r——
TGS
|

o ®Request service
=

server

Server

Fig. 4 Overview of the Kerberos actions according [20]

The client long-term secret key was generated using the
client's user name and password ([22] describes the password
to key transformation technique that is presented by the
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standard specification). This first step of the authentication
process will be modelled in the next part of this contribution.

IV. MODELLING BY PETRI NETS

A gentle introduction into Petri net modelling approach is
made for example by [29] where Petri nets are described as
follows: “Petri Nets are a graphical and mathematical
modelling notation first introduced by Carl Adam Petri's
dissertation published in 1962 at the Technical University
Darmstadt (Germany). A Petri Net consists of places,
transitions, and arcs that connect them. Places are drawn as
circles, transitions as rectangles and arcs as arrows. Input
arcs connect places with transitions, output arcs connect
transitions with places. Places are passive components and
are modelling the system state. They can contain tokens,
depicted as black dots. The current state of the Petri Net
(also called the marking) is given by the number of tokens
on each place. Transitions are active components modelling
activities which can occur and cause a change of the state by
a new assignment of tokens to places. Transitions are only
allowed to occur if they are enabled, which means that there
is at least one token on each input place. By occurring, the
transition removes a token from each input place and adds
a token on each output place. Due to their graphical nature,
Petri Nets can be used as a visualization technique like flow
charts or block diagrams but with much more scope on
concurrency aspects. As a strict mathematical notation, it is
possible to apply formal concepts like linear algebraic
equations or probability theory for investigating the
behaviour of the modelled system. A large number of
software tools were developed to apply these techniques,
a comprehensive overview can be found in the Petri Net
tools database.” Classical Petri Nets (PN) are defined as
astructure N = (S; T; F), where S means set of places, T is
set of transitions and F is F < (S x T) v (T x S), where
(VteT)Y(F p; 9 € S)(p; 1); (; q) e F. Graphical
representation is set up by following symbols as was
described above:

e Places-rings O

e Transitions - rectangle |

e  Relations - pointers between transitions and
places  or places and transitions —

e Tokens e

Petri net models consist of two parts: First the net
structure that represents the static part of the system and
Second a marking that represents the overall state on the
structure. The token distribution among the places of a Petri
net is called its marking. When one or more tokens reside in
a place, the place is said to be marked, otherwise it is
unmarked. The number of tokens at a place represents the
local state of the place so that the marking of the net
represents the overall state of the system. The dynamic
behaviour of the system is then modelled by the flow of
token and the firing of transitions. Roughly, transition firing
means that tokens in the input places are evidently moved to
the output places.
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Fig. 5 Petr1 net elements and firing sequence modified
according [33]

Transition firing involves the following steps:

e A transition is said to be enabled if each input place has
at least as many tokens as the weight of the arc
connecting them (Figure 5 X).

e Enabled transition may be fired by removing from each
input place the number of tokens equal to the weight of
the arc connecting them (Figure 5 Y).

e When the transition is fired, tokens will be added to the
output places connected to the transition. The number
of tokens to be added to each output place is equal to
the weight of the arc joining them (Figure 5 Z).

It should be noted, for step 2, that enabled transitions are

never forced to fire. In practical modelling, transitions can be
related to external conditions that determine whether they
may fire or not when enabled. Besides, in ordinary Petri net
model with no temporal feature, firing occurs instantly
(Figure 5Y).
The above-described mechanism is usually called firing rule.
Mathematically, analysis of Petri nets can be based on
enumerating of all possible markings to form reach ability
trees and/or through methods and theories in discrete
mathematics like matrix equations. We summarize the
behavioural properties of Petri nets as below [33]:
1. Reach ability — this determines whether a system
can reach a specific state or exhibit a particular
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functional behaviour. The reach ability set can be
denoted by R (Mo,), where M, is the initial
marking.

2. Liveness this detects whether deadlock
situation will be occurred in the system or not.

3. Boundedness and Safeness — a Petri net is said to
be bounded and safe if no overflow condition is
detected.

4. Conservativeness —a Petri net is described as
conservative if the number of tokens in the model
remains constant irrespective of the markings it
takes on.

5. Reversibility — a Petri net is reversible if YM
€R(My), My is reachable from M.

6. Denotes a specific marking. This property
determines whether system re-initialization is
possible or not

With respect to modelling, Petri nets offer the following
advantages:

e Using Petri nets to model features like
precedence relation, concurrency, conflict and
mutual exclusion of real-time system is simple
and straightforward.

e The formal graphical representation provides
amedium of visual representation of the
complex system under modelling for both
modellers and users.

With respect to the analysis, Petri nets have the following
advantages:

e Having a well developed mathematical
foundation; the analysis can be carried out to
detect deadlock, overflow and irreversible
situations, etc.

e Performance evaluation is possible through the
mathematical analysis of the model of the system
(using Deterministic Timed Petri Nets or
Stochastic Timed Petri Nets).

The major weaknesses of Petri nets are: (1) to model the
notion of time, it is not straightforward [34]; (2) as the
system size and complexity evolve, the state-space of the
Petri net grows exponentially, which could become too
difficult to manage both graphically and analytically; (3)
control logic is hard-wired, i.e. inflexible to cope with
system change. A lot of research has been carried out in
order to tackle, in particular the first two weaknesses. Most
of them attempt to enrich the modelling power of ordinary
Petri nets by incorporating the notion of time, which leads to
Timed Petri nets and associating data to the token, leading to
high level Petri net like Coloured Petri nets.

We will not describe any more into details the idea and
properties of basic PN and for deeper understanding of this
problem we recommend basic literature [21], [22], [23], [24],
[25], [40] and [43].

A basic PN representation of the User Name, Password
and Biometrics, is depicted in Fig. 6.
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User
name

Password Biometrics

00 O0O0O0O0

True False True False True False

Fig.6 A PN Representation of the User Name, Password
and Biometrics.

We can build various authentication models by means of
these basic elements. The first one is model when the user
name and password is used without possibility to repair
wrong sequence of symbols (Fig. 7).

User Password
name

True False False False

Fig 7 A PN authentication model using user name and
password without possibility to repair wrong sequence of
symbols.

Next model allows repair wrong sequence of symbols
(Fig. 8)
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User l

name \‘

Password

True False False False

Fig.8 A PN authentication model using user name and
password with possibility to repair wrong sequence of
symbols.

Next model take into account combination of
authentication by knowledge and authentication by attribute,
where as the attribute the biometrics was chosen. (Fig. 9)

User Password Biometrics

name

True False False False False

Fig. 9 A PN authentication model consist of the user
name, password and biometrics, without possibility to repair
wrong sequence of symbols.
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The last model is previous one, but with possibility to
repair wrong sequence of symbols. (Fig. 10)

User
name

Password Biometrics

False False False False

Fig. 10 A PN authentication model consist of the user
name, password and biometrics, with possibility to repair
wrong sequence of symbols.

V. RESULTS

All models work under the same conditions in HPSim
environments and are liveness. The results of the
experiments are summarized in Tables 1 and 2.

Within Tables 1 and 2 a cases A (Fig. 7) and C (Fig. 8)
describing situation without possibility to repair wrong
sequence of symbols within systems User name, Password
and/or Biometrics, while a cases B (Fig.9) and D (Fig.10)
describing situation with possibility to repair wrong
sequence of symbols within the same systems. It should be
noticed that in the cases A and C was experiment arranged
for three times access possibility, only. From tables 1 and 2
one can see the access percentage of offered combinations.
From the following graph is clear that most safety is the case
C, follows the case A. (Case C include more attributes, than
case A). Both are without possibility to repair wrong
sequence of symbols when the accessing procedure works. In
comparison the cases B and D, naturally is safety the case D,
because include more attributes, than the case B (only User
name and Password).
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Table 1 Access situation modelled by Fig 7 and Fig. 8

Case A Case B
User Password access for  access for
Fig. 7 Fig. 8
name
[%0] [%0]
True True 21,4 46,2
True False 28,6 15,3
False True 21,4 17,1
False False 28,6 215
Total percentage
unsuccessful access: 78.6 53.8
Total: 100 100

Table 2 Access situation modelled by Fig. 9 and Fig. 10

Case Case
User ¢ D
name Password  Biometrics F[io%]g 10F[ig/;) 1
True True True 13,3 37,7
True False True 8,3 5,0
True True False 13,3 11,3
True False False 13,3 2,6
False True True 8,3 4,4
False False True 11,7 11,9
False True False 15,0 4,6
False False False 16,7 22,5
Total percentage unsuccessful access: 86,7 62,3
Total: 100 100
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€ Successful access [%]

o un

C A D B

Success access for cases A,B,C, and D

Fig 11 Success access for cases A, B, C and D.

In fig. 11 one can see the sequence of the success access
from security point of view. The most unsuccessful access
(the most secure system) is the case C; consist of the three
attributes without possibility of repeating wrong sequence of
symbols, following the case A, consists of the two attributes,
only. Interesting is, that in percentage the successful access
in the case C was roughly half of the case A.

VI. CONCLUSION

The modelling first steps within authentication process by
Petri nets were not done in the literature, yet. This modelling
method does not cover the training needs in case of
keystroke dynamics. From our previous works [30], [31],
and [32] the learning algorithm for depressing false
acceptance errors and false rejection errors need at least five
repeating the same password by user before starting access
procedure. The Petri net modelling technique seems to be
a good tool for experiments with authentication processes for
accessing to information systems.

Further work will be focused into experiments with
coloured Petri nets (CPN) for the possibility to modelled
whole accessing process including encrypt communication
protocols.
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