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Abstract— This paper presents a study on assessment of the optimization to better address complex and/or dangerous
effectiveness of the multi-agent robotic system in various work in in various fields of our life. [3-14]
variations: without using encryption of messages, transmitted .
between agents, using “classical” cryptographic algorithms and There are two approaches to robotic systems
using messages encryption via quantum cryptographic ~ development: [15]
algorithms. One of the key aspects of the effective functioning
of mobile robotics is the maintenance of information security.
The analysis of methods and models of information security of

multi-agent information systems was carried out. This analysis e using group of robots, each of which is a simple

e using single robot, constitutes  complex
multifunctional object;

showed the existence of a large number of methods for object.

ensuring information security of the group, however, many of

these techniques related to confidentiality of information In the first case, with increasing of task complexity there
cannot guarantee an unambiguous maintenance of this feature. is the issue of robots resources limitation. Robots functional

The authors consider the use quantum encryption as one of the is being expanded, cost and complexity increasing
most important methods, which guarantees the solution of this  respectively. Under this approach reliability is due to least
problem. Existing approaches to the generation of quantum  resilient component of the system, what makes system
encryption keys require considerable time. To compare the  dependent on one of the robotic device component, failure of

efficiency of the multi-agent robotic systems the authors  whijch may affect the functioning the whole system.
developed a software simulator. The time spent by a group of

robots to fulfill all the goals was used as a criterion work Under second approach subtasks is being separated
effectiveness of multi-agent robotic system. On the basis of the among group of autonomous robots. These robots are
obtained modeling results, a conclusion is made about the relatively simple, what have positive impact on reliability
advisability of using quantum encryption. and extensibility of the system in case of increasing tasks
complexity. [15]
Keywords— multi-agent robotic system, information security,

quantum cryptography, agent, robot, police office model
II. INFORMATION SECURITY OF MULTI-AGENT ROBOTIC

SYSTEM
I. INTRODUCTION ) ) ) ) o
Information security (IS) is considered as significant

component of correctly functioning MARS. Interaction in
MARS is based on communication between agents and also
on communication of information and physical components.
During this interaction may arise vulnerabilities, which

Rapid development of the era of robotics has been
starting since 60th years of the last century and continuing
today. At the dawn of the new century intellectual robotic
systems have been developed as a part of multi-agent

systems, used for solving complex problems, required high  ;ffecting the efficiency of the system functioning. Ensuring
reliability [1]. basic IS features of the system are necessary to reduce
Generally, for solving the majority of problems single or ~ Pprobability of threat realization. Such features are:
groups of robots are being used, in which every robot is
independent of others. This approach allows solving separate
simple tasks, however it is notable for its limitations of
resources and capabilities of the single robotic device.
Groups of interacting robots became widely used for solving

e confidentiality — guarantees protection from the
disclosure of information, transferred between agents
to third parties. To ensure this feature, it is necessary
to implement secure data transfer between agents;

complex tasks more effectively, this groups begun to be e integrity — guarantees that data has not been
called intellectual multi-agent robotic systems (MARS) [2]. modified during transmission. To maintain the
Currently, MARS begun to be widely used in different efficiency of the system, it is necessary to ensure the
spheres of human activity in order to automation and integrity of the entire stream of transmitted data;
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availability — guarantee of the possibility of
receiving information by the agent in the presence of
such a right. The deterioration in accessibility can be
caused by different attacks on the system.

In [16] authors divided main attacks on multi-agent
systems on 16 classes, analyzed different methods of
information security and divided the methods into prevention
and detection methods using DREAD methodic. The existing
methods of MARS IS allows to achieve acceptable values of
security under destructive information impacts committed by
an intruder [17,18]. For example, methods of mobile
cryptography allow to achieve acceptable wvalues of
availability and confidentiality of information in the system
[19]. Also, acceptable values of the availability and
confidentiality of information in the system can be attained
with the help of protected conditions method [20].

Authors of [21] are considering problems that affect the
integrity of the information circulating in the system. Such
problems often caused by malfunctions in a particular
element. Authors of [22] divide the IS instruments on three
categories: proactive mechanisms, reactive mechanisms,
principles of design and analysis. Buddy Security Model [23]
and a Xudong’s Police Office Model [18] serves as examples
of MARS IS, however these models are not universal and
have their drawbacks. It should be noted that the universal
approaches of robotics systems IS are not exist yet [24]. This
is due to a large variety of unique features of different kinds
of MARS, dependence on aims and tasks of such MARS.

Analyzing existing mechanisms of IS in multi-agent
systems (MAS (MARS)), it can be conditionally divided into
two groups - based on principles of decentralized control of
IS and centralized control of IS [2]. In the implementation of
centralized approach IS tasks is solving by special structures,
which called Police Offices in Xudong’s model [18]. In this
model MAS divided into several areas, each of which has a
module responsible for interacting and tasks distribution
among agents.

III. INFORMATION SECURITY AMONG AGENTS IN POLICE
OFFICE MODEL (POM)
Information interaction (II) in the system is realized using
the POM, that described in [18]. Models of MARS
functioning in current work can be described as follows:

1) without using link encryption between robot-agents
and agent-bases;
using “classic” encryption algorithms,

using quantum encryption algorithms.

2)
3)

For all models, there are a number of common actions.
The algorithm of functioning differs only absence or
presence of an encryption algorithm and related actions to
this algorithm. In the first model of functioning there is no
link encryption, and agents do not spend time on encryption
and decryption procedures. The second model implies the
use “classical” cryptographic algorithms for messages
encryption. Under the methods of “classical” encryption are
understood such cryptographic algorithms as RSA, AES,
DES and so on. [25-27] The third model uses quantum
communication channel encryption. Modern research in the
field of quantum cryptography allows the generation of
quantum keys in such a way that any intruder attempted to
introduce into the communication channel will certainly be
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detected. [28] There are some algorithms of quantum
cryptography: BB82 [29], B92 [30], BB84(4+2) protocol
[31], the Einstein-Podolsky-Rosen (EPR) scheme [32, 33],
etc. Before sending and after receiving massages agents need
time for encryption and decryption procedures. In the model
with quantum encryption agents need to perform positioning
procedure which means pointing sensors at each other to
generate quantum key. Only after this actions agents begin to
exchange encrypted messages.

The transfer of information between agents is organized
as follows: each base has a module that consists of a receiver
and a transmitter for communicating at the upper level, and
the same module for transmitting messages at the lower
level, between the base and the mobile robots. Robots, in
turn, have a receiver and transmitter only for communicating
with databases, without having the ability to communicate
with each other. Before the message is sent, a cryptographic
key is generated (in schemes using communication channel
encryption). Such a scheme of functioning at the moment is
difficult to implement from an engineering point of view, but
this is a matter of time.

Diagram on the figure 1 demonstrates information flows
among agents (bj and bj — bases, rc — one of the robot-agents).

Fig. 1. Information flows among agents in the system

Functioning of the system with using various models
differs only in functions and, respectively, in time, which
agents require for performing this functions. On the figure 2
illustrated the diagram of system functioning without using
link encryption. In this model agents of the system are not
required to spend time on cypher-key generation and on
encryption and decryption of transmitted information.

On the figure 3 illustrated function diagram of the system
working using encryption of the information transmitted
among agents via “classic” cryptographic algorithms. Before
the communication session begins, robot-agent and base
need to generate cypher-key between each other, after that
agents can exchange encrypted messages.

On the figure 4 illustrated the function diagram of the
model with quantum link encryption of the messages
transmitted among agents. Before the communication session
begins, robot-agent and base need to perform the positioning
procedure, which is required for pointing quantum sensors at
each other for the subsequent cypher-key generation. Only
then agents able to exchange encrypted messages.
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IV. EXPERIMENTS DESIGN

Main characteristics:

e The polygon is a square area 25 on 25 cells, over
which agents move;

e O fixed agents-bases b, 20 mobile robot agents ;

e each base b occupies one cell and has its own
coverage area, which is 11%-15% (it is necessary
that the base zones are "overlapping", so that they
can communicate with each other) from the size of
the polygon in the center of which it is located and
acts as a police station;

e cach robot agent r occupies one cell;

e agents must perform N tasks;

e T (time to reach the goal) — min;

e tasks — max.

A group of agents begins to perform the tasks on the
polygon territory. The goal is to perform all tasks with
maximum efficiency (spending less time). The task is to
move the robots from a certain cell of A to a certain cell B.
The goal is achieved if all tasks are completed. The tasks are
known to all agents from the beginning of operation, they are
distributed by agent-bases between robot-agents using an
auction which determines the robot to perform the task as
efficiently as possible (spending less resources). If a robot
that performs the task fails, it is delegated to another robot
using an auction. At the beginning of the experiment, a
number of tasks are distributed among the robots, the
following tasks are distributed as previous tasks are
completed.
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Each agent has a unique identifier (id), each base has its
own database of bases, a database of robotic agents and a
database of tasks.

The robot exchanges the following types of information
with the bases — id, information about the remaining
resources, current coordinates, requests for movement, status
(busy/free).

The experiment is performed without using encryption of
communication channels between agents, using "classical"
encryption and using quantum encryption of communication
channels. At the end of the experiment, the time of the
group's operation should be recorded.

Steps of the experiment may be presented as follow:

e base bj, located in the group start area, distributes

tasks between robots I by an auction;

the robot ri, chosen for the task, sends the request to
the database to move to the endpoint of the task
(authorization takes place only once, at the
beginning of the experiment);

the database checks the presence of this robot r; in
the database, after which it gives the robot a unique
certificate and robot starts to perform the task;

after the robot has gone to perform the task, the bj
base sends the certificate to the base bj, in which
action zone the end point of the robot r; route is
located;

base bj receives a certificate from the b; database,
checks the existence of the bj base in the database,
calculates the remainder of resources and the arrival
time of the robot rj, then enters the certificate into its
own database;

upon arrival of the robot r; to the end point of the
route, in the zone of the base bj, the robot presents its
certificate to the base bj, the base bj compares it with
the available certificate and, in the absence of
conflicting information, gives the robot ri access to
the bj base;

V. RESULTS

A software simulator was developed by authors for
system behavior modeling and evaluating the effectiveness
of the system models. The simulator is written in Java and
has simple user interface. The results are written to a .csv
file. On the figure 5 interface is presented.
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Fig. 5. Interface of the developed simulator.

An experiment was conducted to assess the behavior of
the system and compare the time spent on performing all
tasks. 10 experiments were performed for each model of the
system functioning, the results for each model are shown in
the table 1.

During each experiment, the target of the robots was to
perform 100 tasks. At the beginning of each experiment, the
robots are located at random positions of the polygon, which
explains the time difference between the experiments.
Analyzing the obtained results, it can be seen that the model
using quantum encryption spends a little longer time, within
the limits of the tasks assigned, to perform tasks than the
other two models. At the same time, with the use of quantum
encryption, the confidentiality of the information transmitted
between agents is constantly ensured. This fact makes the
model using quantum encryption a solution to the problem of
maintaining confidentiality of information in the submitted
MARS.

This fact makes the model using quantum encryption a
solution to the problem of maintaining confidentiality of
information in the submitted MARS.

TABLE L TIME, REQUIRED FOR PERFORMING 100 TASKS BY THE
SYSTEM WITHOUT INTRUDERS
Type Unprotected Classic Quantum

105 212 290
103 200 363
120 196 342
186 178 303
105 215 278

Time
119 174 252
135 167 447
127 201 351
119 201 285
135 224 261

Average 125.4 196,8 317,2
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CONCLUSION

In this work, the authors reviewed the existing means of
ensuring the information security of the multi-agent robotic
system. The basic principles of using POM with the use of
quantum link encryption between agents of the system are
considered. This study showed that existing mechanisms to
ensure the information security of multi-agent robotic
systems can not completely eliminate the problem of
maintaining confidentiality of information. The authors
considered a variant of using quantum key generation in the
transmission of messages between agents. This option
requires more time, but can guarantee the solution of the
problem of maintaining confidentiality of information. To
assess the effectiveness of the system, a software simulator
was developed, data was obtained and analyzed, and a
conclusion was made about the advisability of using
quantum encryption in multi-agent robotic systems.

Further research in this area is planned by the authors to
be linked to a model for assessing the risks of violations of
information security. Thus, it is planned to assess the
protection of multi-agent robotic system from various
destructive information impacts. In addition, it seems
important to determine the optimal parameters used for
quantum key generation.
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